NATO/EAPC/PfP UNCLASSIFIED

PCP-1(A)

(Releasable for Internet Transmission)

Partnership for Peace

Naval and

Maritime Air

Communications Instructions

PCP-1(A)

June 1995

Letter of Promulgation

1.
CHANGE Five to PCP-1(A), PARTNERSHIP FOR PEACE NAVAL AND MARITIME AIR COMMUNICATIONS INSTRUCTION 1(A), is effective on  1 December 2000.

2.
CHANGE Five has been agreed by the Maritime Working Group (MWG) PfP Sub-Group and endorsed by the MWG.  PCP-1(A) CHANGE Five supersedes previous changes and the original publication, and pertinent pages in accordance with Change Five instructions should be destroyed without further instructions.  Notification of destruction is not required.

3.
As the premier NATO and PfP Maritime Communication publication, it is a living document, and future changes or amendments are encouraged to be tabled at the PfP Sub-Group meetings.

4.
CHANGE Five to PCP-1(A) is UNCLASSIFIED and requires no security protection.  However, its contents should not be divulged to nations or persons that are not authorized or do not have a need to know.  The document may be released to PfP nations by the PCC Mons, as appropriate.

(Signed)

J. Buzepol, 

Captain, NL-N 

Chairman, MWG
FOREWORD

1.
PCP-1(A), PARTNERSHIP FOR PEACE NAVAL AND MARITIME AIR COMMUNICATIONS INSTRUCTION 1(A), is a PfP Communications Publication (PCP) and will be effective on receipt.

2.
PCP-1(A) is authorised by the Allied Naval Communications Agency (ANCA).  The Commander-in-Chief Western Atlantic Area (CINCWESTLANT) CIS Division will act as the custodian of this publication and is responsible for its maintenance and upkeep.

2.
PCP-1(A) is designed for use between Allies, NATO and PfP navies during combined exercises or operations. It is a standalone document and shall be maintained separately from ACP 176.

3.
PCP-1(A) is UNCLASSIFIED and requires no security protection.  However, its contents should not be divulged to nations or persons that are not authorised.   The document may be released to PfP nations independently by member nations, NATO Commands and NATO agencies as required.
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APPENDIX ONE

LIST OF ABBREVIATIONS USED IN THIS PUBLICATION

CHAPTER 1

GENERAL INSTRUCTIONS FOR PCPs

SECTION I - INTRODUCTION TO PCP-1(A)
101.  PURPOSE OF PCP-1(A)

The purpose of this publication is to lay down the basic instructions for the organisation and the conduct of Allied, NATO and Partnership for Peace (PfP) Naval and Maritime Air Communications in support of Peacekeeping, Search and Rescue (SAR), Humanitarian and other operations as deemed necessary.

102.  CONCEPT, ORGANISATION AND USAGE OF PCP-1(A)


a.  Each chapter of this publication is derived from the parallel chapter in Allied Communications Publication (ACP) 176 and ACP 176 NATO Supplement 1.  In all cases of Allied/NATO/PFP interoper-ability, the instructions contained in this PCP over-ride those in ACPs. When PfP maritime forces are operating in conjunction or cooperation with Allied/NATO maritime forces therefore, PCP-1(A) shall be the common document with respect to communications instructions. 



b.  This publication is designed for use by:



(1) The NATO/PfP maritime communications planner when preparing a communications plan;



(2)  The NATO/PfP maritime communications supervisor when interpreting the communications plan; and


(3)  The NATO/PfP maritime communications instructor when teaching communications principles and instructions.

SECTION II - PCPs

103.  GENERAL INSTRUCTIONS


a. PfP Communications Publications (PCPs) contain non-cryptographic communications instructions and are issued to PfP, NATO and Allied countries for the guidance and use of Allied, NATO and PfP maritime forces.  PCPs will be issued to PfP nations, as required.



b.  PCPs are derived from those ACPs that, because of NATO security constraints, will not be distributed, in full, to PfP nations. Any conflict between PCPs and ACPs must be brought to the notice of the PCP custodian as soon as possible.



c.  Although designed primarily for NATO/PfP interoper-ability, PCPs may also be utilised by individual nations or groups of nations for intra-use.



d.  Allied, National or Command authorities may issue supplements for National or Allied requirements.

104.
OPERATING PROCEDURES

Operating procedures established and contained in the basic PCPs are mandatory when NATO and PfP nations or forces are operating together.  Any amplifying instructions or supplementary orders are to be contained in authorized supplements, annexes or local orders.

SECTION III - PFP SUPPLEMENTARY DOCUMENTATION

105.

a.  The NATO Maritime Tactical Working Party (MTWP), under the auspices of the Military Agency for Standardization (MAS), has approved a series of Publications for use with NATO partners.  These are sponsored by individual nations, are based on NATO operational documents and provide common procedures for conducting certain levels of maritime activity.



b.  As an interim measure, the documents are known as Experimental Tactics (EXTACS).  Allied EXTACS are given specific numbers, and those for PfP activity are in the 1000 series.



c.  The following documents are available:

Maritime Manoeuvring Manual



EXTAC 1000

International HOSTAC Vol 1 (See Note)


EXTAC 1001

International HOSTAC Vol 2 (See Note)


EXTAC 1002

Replenishment at Sea



EXTAC 1003

Voice Procedures and Brevity Codewords


EXTAC 1004

Exercise Manual




EXTAC 1005

Structured Messages



EXTAC 1006

Mine Countermeasures



EXTAC 1007

Submarine Escape
    



ATP 10(D)

Diving Safety




EXTAC 1009

Non-Combatant Evacuation Operations (NEO)


EXTAC 1010

Humanitarian Operations (Pending)



EXTAC 1011

Maritime Interdiction Force Procedures


EXTAC 1012

Int. Regional Naval Control of Shipping


EXTAC 1013

Meteorological Support



EXTAC 1014

Note:  HOSTAC  = Helicopter Operations from Ships other than Aircraft Carriers.



d.  Also under the sponsorship of the MAS, Allied Tactical Publication (ATP) 10 (Search and Rescue {SAR} Manual), is available to PfP nations

106.

In addition, the following Allied Communications Publications (ACPs) are on the NATO Open Distribution List of Releasable CIS Documents and are available to PfP nations through application to the Partnership Coordination Cell (PCC), Mons, Brussels:

ACP 113

Call Sign Book for Ships

ACP 121

Communications Instructions - General


ACP 123

Common Message Strategy and Procedures

ACP 124

Communications Instructions - Radio Telegraph Procedures

ACP 125

Communications Instructions - Radio Telephone Procedures

ACP 127 NS-3(A)
Message Relay Procedures

ACP 129 NS-1
Visual Call-Sign Book

ACP 130 

Communications Instructions - Signaling Procedures 
in the Visual Medium

ACP 131

Communications Instructions - Operating Signals

ACP 134 & NS-1
Telephone Switchboard Operating Procedure

ACP 135

Communications Instructions - Distress and Rescue Procedure

ACP 160

IFF/SIF Operational Procedure

ACP 191

Ionospheric Sounder Operations

CHAPTER 2

GENERAL COMMUNICATIONS INSTRUCTIONS
SECTION I - BASIC COMMUNICATIONS PRINCIPLES
201.
REQUIREMENTS 


The basic requirements of naval communications are reliability, security and speed.


a. Reliability.  The reliability of naval communications is paramount and must never be degraded under any circumstances.


b.  Security.  



(1)  The rules for the preservation of communications security, in all it’s forms must be observed with the utmost care as allowed by the current level of interoperability between Allied, NATO and PFP forces.



(2)  Communications should be kept to the minimum at all times consistent with the task at hand.


c.  Speed.  The rapid handling of information although essential must not jeopardize the requirements for reliability, although under certain circumstances, speed may be more vital than security.


202.
DOCTRINE


a. Knowledge of Communication Facilities. The success of communications depends upon the intimate knowledge, of all concerned, of systems and methods available for use at any given time.


b.  Standard Operating Procedures.  The success of combined and joint operations depends upon efficient communications.  This can be achieved only by the use, at all times, of standard operating procedures, policies and instructions, as contained in the applicable ACPs, PCPs and other common publications.


c.  Brevity.  The duplication of messages and verbosity in both text and address must be avoided if communication channels are not to be overloaded and therefore become slow, inefficient and unreliable.


d.  Capacity.  Peacetime communication facilities must be adequate to meet the essential requirements of the initial stages of an emergency, and, be designed to permit rapid expansion to meet the full demands of an emergency.  


e.  Practice Training.  Reliable communications can be achieved only by frequent exercises and operator training.  Communication exercises must cover all phases from unit operations to Task Force operations.


f.  Precedence.  It is the responsibility of the drafting and releasing officers to assign a proper precedence to messages.  Assignment of too high a precedence can lead to a backlog of messages of lower precedence and delay in delivery of more important messages of equal precedence.
203.
CALL SIGNS

a.  Instructions regarding the assignment and employment of call signs are contained in appropriate call sign publications. 

Additional instructions are also contained in ACP 121, Communications Instructions General.  


b.  To ensure efficient operation, every effort should be made to reduce the number of alternative call signs for a single unit in use on one net.


c.  Where a Commander performs more than one command function, such as a Task Group Commander who also commands a Task Unit, or a Naval Squadron Commander who also commands a Division, the call sign pertaining to his senior identity should normally be employed on all occasions.

204.  ALLOCATION

a.   Requests for the assignment of call signs of a permanent nature, shall be addressed to the appropriate national service or Allied authority.


b.  Requests for temporary assignment of call signs should be addressed to the Commander indicated in the relevant call sign publication.

205.  CALL SIGN SECURITY

a.  International Call Signs for ships clearly have no security.  Military Call Signs for ships and Task Groups do not normally change and provide no significant degree of security.


b.  On some occasions it may be necessary to use other than international callsigns.  These callsigns should be listed in the operation order or the communications plan and will normally be used on all non-secure maritime broadcasts, ship-shore, ship-ship and ship/ground/air circuits.

SECTION II - OPERATING STANDARDS

206.  VISUAL SIGNALS AND PROCEDURES

a.  The standard speed for signals passed by directional flashing light is 10 words per minute.  Signals passed by non-directional flashing light should be passed at a speed of not greater then 8 words per minute.  As some navies no longer train in semaphore,

its use in Allied-PfP operations is subject to limitations.


b.  It is essential that all signalmen have a thorough knowledge of:

(1) Visual Signaling Procedures (ACP 130) and the international Visual Call Sign system.

(2) The flags in the International Code of Signaling Book (INTERCO) and the introductory paragraphs of EXTAC 1000, (PfP-Allied Maritime Tactical Signal Book) and EXTAC 1004 (Voice Procedures and Brevity Codewords).

(3) The common international pyrotechnic and sound signals particularly those of an emergency nature.

207.
PC - PC COMMUNICATIONS


a. This system of communications, known as PCNet, employs Personal Computers (PCs) and may be used on HF, UHF or any other media capable of supporting audio frequency transmissions (including land-line).  Although not yet widely implemented, PCNet will become the normal method for communications between NATO and PfP warships.  PCNet may also be used between ships and shore, if required by the force commander.


b.  HF PCNet is normally achieved using Phase Shift Keying (PSK) modems which incorporate error detection and correction.  The net speed will be as required by the task group commander, but will not normally exceed 2400 baud.

208.  RADIO AUTOMATIC TELETYPE (RATT)


a.  RATT is normally achieved using Frequency Shift Keying (FSK) modulation with an 850 Hz shift.  Some nations are now fitting ships with modern PSK modems which allow a much  greater data throughput than FSK.  The group Commander may agree to increase the net speed where all vessels are fitted with PSK modems.



b.  Inter-ship RATT is normally keyed at 75 baud FSK.



c.  Ship-Shore RATT is normally keyed at 75 baud FSK.



d.  Air/Ground/Air RATT is normally keyed at 75 baud FSK.

209.  TELEGRAPHIC ALPHABET


In order to be interoperable with NATO maritime forces in the RATT mode, the Murray Code (ITA2) is to be used as the standard telegraphic code.

210.
MORSE/CW


a.  The standard keying speed for CW/morse, if used, is to be 12 words per minute.  This may be increased if all parties agree and are capable.  Several NATO navies no longer teach or utilize CW/morse as a means of communications.  It’s use is therefore no longer part of the CIS architecture.  

211.  RADIO OPERATIONS


a.  Communications between NATO and PfP vessels should be via the most efficient medium available at the time (the highest common denominator).  NATO voice operators should be aware, that when a communications system which provides a ‘hard copy’ is not available, (e.g. PCNet - see para 207), PfP ships often need time to translate messages into their own language. When using voice communications, voice operators must take extra care to speak slowly, clearly and avoid the use of acronyms and NATO jargon.



b.  Radio operators must have a thorough knowledge of radio procedures and the call sign system in use.



c.  All radio operators, signalmen, and non-communications personnel using voice nets, must have a thorough knowledge of voice procedures and techniques as contained in EXTAC 1004 and ACP 125.
212.  COMMUNICATION WATCHES


a.  Duration.  Communication watches shall be established at the discretion of the Officer in Tactical Command (OTC)/task organization Commander or ship operating the communication facility, but should seldom exceed six hours in length, whenever operationally possible.  The effect of fatigue is cumulative and exceptionally long watches may result in disastrous errors at the end of lengthy operations.  For this reason guard responsibilities must be carefully allocated.



b.  Number of Operators



(1)  Ships having three or more radio operators are considered capable of maintaining continuous communication watch on at least one frequency, both at sea and in port.




(2)  Periods during which ships with a single-operator are ordered to maintain watch are "single-operator periods".  Periods during which ships with two operators are ordered to maintain watch are "two-operator periods". 



c.  Operator Periods


(1)  Details of the communication watches to be maintained by ships and commands are promulgated in the appropriate communication plans.



(2)  International single and two operator periods are listed in the International Radio Regulations, Appendix 13.  These, however, are unsuitable for naval operations because of long intervals between successive periods.  Operator periods should be specified by the Officer in Tactical Command (OTC) in his communication plan.

SECTION III - COMMUNICATION NETS

213.  PURPOSE


a.  This section describes the basic standard systems of Net Nomenclature to be used in combined PFP-Allied communication Plans.  It contains lists of the functional or descriptive titles to be used together with authorized self explanatory prefixes and suffixes.  In exceptional cases it may be necessary to employ self explanatory words not included in the lists.  



b.  Net.  A net is an organization of stations capable of direct communication on a common channel or frequency.



c.  Nomenclature.  To ensure a uniform system is used throughout navies for the naming of communication nets, every net title must contain at least one basic fundamental or descriptive word.  In certain unusual cases it may be necessary to use two basic functional or descriptive words.  In addition the net title may contain:




(1)  One or more amplifying prefixes and/or




(2)  One or more amplifying suffixes.

214.  BASIC FUNCTIONAL OR DESCRIPTIVE WORDS.  The normal basic words are:

Administrative

Coordination 
Lifecraft 
Request 
Warning

Answering
Direction
Link
Ship-Shore 
Working

Broadcast

Distress 
Operations
Spotting 
Calling

Command

Emergency 
Relay

Survival craft
Control


Lifeboat 

Reporting 
Tactical

215.  AMPLIFYING PREFIXES.  The following are examples from the list of authorised amplifying prefixes contained in ACP 176:

Action


Aeronautical

Air

Approach


Beacon

Boat

Combined


Local

Logistics

Maritime


Medical

Command(er)(s)

Common


Communication

Company

Conference

Control(ler)

Countermeasures

Data


Direction

Final

Fleet


Force

Forward

Harbour


Helicopter

High Command

Homing


Information

International

Joint


Land/Launch

Landing

Liaison


Merchant Ship

Meteorological

Military


Mine

Move(s)/Movement

Naval


Observe(r)

RADHAZ

Rear


Replenishment

Safety

Salvage


Scene of Action

Sector

Secure Voice 

Screen

Search and Rescue

Search(ing)

Security

Ship

Shore


Special
 
Squadron



Surface


Task Force/Group

Task Unit/Element

Transit


Tug

Underway Replenishment

Weapon


Zone

SECTION IV - TYPES OF EMISSION
216. DESIGNATION OF EMISSIONS.  Emissions shall be designated according to their necessary bandwidth and their classification in accordance with ITU Regulations.

217.  EMISSION DESIGNATORS

Emission designators have been standardized.  A list of the most frequently used NATO designators are as follows:

CW/Morse

100HA1A

A1A

CW

HF FAX 


1K98F1C

F1C

FAX


HF Single Channel RATT
1K24F1B

F1B

HF FSK RATT 

HF Single Channel RATT(PSK)
2K80J2B

J2B

HF PSK RATT

HF Single Channel Data(PSK)
2K80J2D

J2D

HF PSK DATA 

HF Multi Channel RATT
3K00F7B

F7B

VFCT

HF Voice SSB

3K00J3E

J3E

HF VOICE

VHF Voice (IMM)

16K0F3E

F3E

VHF IMM

VHF Voice (Aeronautical)
16K0A3E

A3E

VHF AM

UHF RATT

6K00A3B

A3B

UHF RATT

UHF DATA

6KOOA2D

A2D

UHF PSK DATA

UHF Voice 

6K00A3E

A3E

UHF VOICE

218.  NECESSARY BANDWIDTH.  The necessary bandwidth shall be expressed by three numerals and one letter.  The letter occupies the position of the decimal point and represents the unit of bandwidth.  The first character shall be neither zero nor K, M or G.


between 0.001 and 999 Hz shall be expressed in Hz  (letter H)


between 1.00 and 999 kHz shall be expressed in kHz (letter K)


between 1.00 and 999 MHz shall be expressed in MHz (letter M)


between 1.00 and 999 GHz shall be expressed in GHz (letter G)


Example:


 0.002 Hz - H002           6 kHz  - 6K00        1.25 MHz - 1M25


 0.1   Hz - H100        12.5 kHz  - 12K5           2 MHz - 2M00


 25.3  Hz - 25H3       180.4 kHz  - 180K          10 MHz - 10M0

       
400   Hz - 400H       180.5 kHz  - 181K         202 MHz - 202M


 2.4  kHz - 2K40       180.7 kHz -  181K        5.65 GHz - 5G65

219.  CLASSIFICATION.  Emissions shall be classified and symbolized according to their basic characteristics and any optional additional characteristics.



a.  The basic characteristics are:



    (1)  first symbol - type of modulation of the main

 

         carrier;



    (2)  second symbol - nature of signal(s) modulating the



         main carrier; and



    (3)  third symbol - type of information to be



         transmitted.



  Modulation used only for short periods and for incidental purposes (such as, in many cases, for identification or calling) may be ignored provided that the necessary bandwidth as indicated is not thereby increased.



b.  (1)  First symbol - type of modulation of the main



         carrier




(a) Emission of an unmodulated carrier          N



(b) Emission in which the main carrier is amplitude modulated (including cases where sub-carrier are angle modulated)




-   double-sideband                             
A




-   single-sideband, full carrier

H




-   single-sideband, reduced or variable level




    carrier                                     

R




-   single-sideband, suppressed carrier         
J




-   independent sidebands                       
B




-   vestigial sideband                          

C



        
(c) Emission in which the main carrier is angle-modulated




-   frequency modulation                        
F




-   phase modulation                           
G



        
(d) Emission in which the main carrier is amplitude and angle-modulated either simultaneously or in a pre-established sequence.




      


- D



        
(e) Emission of pulses.

(1) sequence of unmodulated pulses
P

(2) a sequence of pulses:

- modulated in amplitude

K

- modulated in width/duration
L

- modulated in position/phase
M 

-in which the carrier is angle


 modulated during the period of


 the pulse         


Q

-which is a combination of the

 foregoing or is produced by

 other means          

P



        
(f)  Cases not covered above, in which an emission consists of the main carrier modulated, either simultaneously or in a pre-established sequence, in a combination of two or more of the following modes:  amplitude, angle, pulse   W




(g)  Cases not otherwise covered                
X

(2) Second symbol - nature of signal(s) modulating the main carrier




(a)  No modulating                               
O

(b)  A single channel containing quantized or digital information without the use of a modulating sub-carrier                 

1

(c)  A single channel containing quantized digital information with the use of a modulating sub-carrier.                    

2




(d)  A single channel containing analogue 




     information                                 

3




(e)  Two or more channels containing




     quantized or digital information            
7




(f)  Two or more channels containing




     analogue information                        
8

(g)  Composite system with one or more channels containing quantized or 
     digital information, together with one or more channels containing analogue information                        


9




(h)  Cases not otherwise covered.                
X



    (3)
Third symbol - type of information to be transmitted




(a)  No information transmitted                  
N




(b)  Telegraphy - for aural reception            
A




(c)  Telegraphy - for automatic reception        B




(d)  Facsimile                                   

C




(e)  Data transmission, telemetry, telecommand   D




(f)  Telephony (including sound broadcasting)    E




(g)  Television (video)                          
F




(h)  Combination of the above                    
W




(i)  Cases not otherwise covered                 
X

220.  ADDITIONAL CHARACTERISTICS FOR THE CLASSIFICATION OF
      EMISSIONS.

Paragraph 223 describes the basic characteristics, with three symbols, for the classification of emissions.  For a more complete description of an emission, two optional additional characteristics should be added.  The optional additional characteristics are:


Fourth symbol - Details of signal(s)


Fifth symbol -  Nature of multiplexing

Where the fourth or the fifth symbol is not used this should be indicated by a dash where each symbol would otherwise appear.



a.  Fourth symbol - Details of signal(s)

(1) Two-condition code with elements of differing numbers 



and/or durations        


A



    (2)  Two-condition code with elements of the same number and duration

                    
without error-correction                  


B



    (3)  Two-condition code with elements of the same number and duration



    with error-correction                    

C



    (4)  Four-condition code in which each condition represents a signal element



    (of one or more bits)                     


D



    (5)  Multi-condition code in which each condition represents a signal element

                    
(of one or more bits)                     


E



    (6)  Multi-condition code in which each condition or combination of conditions



   represents a character                    


F



    (7)  Sound of broadcasting quality (monophonic)           
G



    (8)  Sound of broadcasting quality (stereophonic or quadraphonic)            H 



    (9)  Sound of commercial quality (excluding categories given in sub



   -paragraphs 10 and 11)                    


J



    (10) Sound of commercial quality with the use of frequency inversion or



    band-splitting                            


K



    (11) Sound of commercial quality with separate FM signals to control the



level of demodulated signal
L



    (12) Monochrome


M



    (13) Colour 


N



    (14) Combination of the above 


W



    (15) Cases not otherwise covered


X



b.  Fifth symbol - Nature of multiplexing



    (1)  None                                      


N



    (2)  Code-division multiplex                   


C



    (3)  Frequency-division multiplex              


F



    (4)  Time-division multiplex                   


T



    (5)  Combination of frequency-division



         multiplex and time-division multiplex     

W



    (6)  Other types of multiplexing               


X

221.  FREQUENCIES


a.  Assigned Frequency Fa.  The centre of the band to be emitted.  Frequencies in communications plans not in brackets, are assigned frequencies.



b.  Carrier Frequency Fc.  The frequency of the carrier or suppressed carrier.



c.  Note.  The relationship between Fa, Fc and the dial or window frequency depends on the mode of transmission and equipment design.  Frequencies listed in communications plans are assigned frequencies and may be followed by the carrier frequency in parenthesis, Fa (Fc).

222.  RATT TRANSMISSION STANDARDS

The following standards for Allied and PfP Naval Forces are to be used for single channel telegraphy:



a.  Telegraph Speed            - 75 baud



b.  UHF Tone Modulation       
- Position A (space) 500 Hz



    Keying                     
- Position Z (mark)  700 Hz



c.  FSK Wide Shift             - Position A (space)     
+ 425 Hz) 

                         

- Position Z (mark)  
- 425 Hz) reference to the assigned frequency.



d.  FSK Narrow Shift



    (1)  MF 170 Hz Shift        - Position A (space + 85 Hz)

- Position Z (mark)  - 85 Hz) reference to the assigned frequency.



    (2)  LF 85 Hz Shift        - Position A (space) + 42.5 Hz ) 



         

- Position Z (mark)   - 42.5 Hz )



    (3)  VLF 50 Hz Shift       - Position A (space)
+ 25 Hz)





- Position Z (mark)
- 25 Hz)



e.  FSK Tone Arrangements



    Arrangement One  - A (Space) Higher tone value



    
           - Z (Mark) Lower tone value



    Arrangement Two  - A (Space) Lower tone value




            - Z (Mark) Higher tone value

223.  RATT, MORSE, FACSIMILE AND DATA PARAMETERS

a. The parameters of RATT, morse and facsimile emissions are to be stated at an operational level in the following sequence:



(1)  Emission Designator



(2)  Frequency shift in Hz (RATT only)



(3)  Tone Arrangement (One or Two)



(4)  Modulation rate in baud (RATT only)



(5)  Assigned Frequency



(6)  Suppressed carrier frequency in brackets where appropriate.



Examples:

(1)  F1B/850/1/75/3270

SSB single channel tone modulated RATT, wide shift, Arrangement one, at 75 Baud on an assigned frequency of 3270 kHz



(2)  F1B/170/1/50/625

FSK MF Narrow Shift tone modulated RATT, arrangement one (Para 226 d(i)) at 50 baud on an assigned frequency of 625 kHz



(3)  A2B/200/2/75/396.2

 UHF Two tone modulated RATT with 200 kHz  tone frequency shift (para 226b) in arrangement two at 75 baud on assigned frequency of 396.2 MHz



(4)  A1A/5678



     
Morse on assigned frequency of 5678 kHz



(5)  A3C/6789.55

Single Channel analogue facsimile on an assigned frequency of 6789.55 kHz


b. Data Standards.  The parameters used for transmitting/ receiving data on PSK are as follows:



(1) Modem Settings.



Waveform  
- 
STANAG 4285



Data Rate 
- 
75 to 2400 baud (as directed)



Interleaving
- 
Long



Transmit Mode
- 
Synchronous External



Receive Mode
- 
Synchronous Internal or External



Data Polarity

- 
Mil Std 188-110C Normal RS 232/V.28 Inverted


(2) Off-Set.  When using HF PSK (STANAG 4285), an offset of 1.8 kHz is to be applied to the assigned frequency in order to keep the transmitted information in the centre of the allotted bandwidth.

Example
2K80J2D/1200/4650

PSK Data using 2.8 kHz bandwidth at 1200 baud on assigned frequency of 4650 kHz. (Window setting 4648.2 kHz).  

Note.  Where confusion between the baud speed and the frequency may arise, a K (kHz) or M (MHz) should follow the frequency. 

224.  SSB VOICE PARAMETERS

The parameters of SSB voice nets are to be stated in the following sequence:



(1)  Emission Designator



(2)  assigned frequency, Fa



(3) suppressed carrier frequency (Fc) Note: The Fc is stated in brackets.



Example:  3K00J3E 5678.5 (5677)



Note.  If the difference between the Fa and Fc is not appropriate to the offset of the equipment, the Fc is to be taken as correct even though the centre of the emitted bandwidths may not coincide.  If an assigned frequency is required for dial setting purposes, a suitable fa is to be calculated for local use.

SECTION V - EQUIPMENT
225.  EQUIPMENT COMPATIBILITY


a.  Planning Considerations.  Where full compatibility has not been achieved, communications plans must provide for the most expedient means which will permit the exchange of traffic.



b.  Temporary Modification.  When temporary modification of equipment installed is necessary, fixed stations should be required to accommodate the needs of mobile stations, including aircraft.

226.  EQUIPMENT FITTING STANDARDS

a.  The maritime communications capabilities of PfP nations are contained in table 2-1 below.  It should be noted that only a limited amount of HF (1.6 - 22 MHz) and UHF (225-400 MHz) is available as a common medium between NATO and PfP naval forces.  In addition, it should be noted that PfP ships have some portable VHF IMM equipment but generally, no portable HF or UHF radios.

TABLE 2-1

PfP MARITIME COMMUNICATIONS EQUIPMENT CAPABILITIES

	
	
	TRANSMIT
	RECEIVE

	QUESTION
	NATION
	LF
	MF/HF
	VHF
	UHF
	LF
	MF/HF
	VHF
	UHF

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NO
	YES
	YES
	YES
	NO
	YES
	YES
	YES

	
	ESTONIA
	NO
	YES
	YES
	YES
	NO
	YES
	YES
	YES

	RADIO
	FINLAND
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	EQUIPMENT
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	FITTED
	LITHUANIA
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	POLAND
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	ROMANIA
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NO
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	
	
	
	
	
	
	
	
	

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	1.5-24MHZ
	118-150+IMM
	220-400MHZ
	NA
	1.5-30MHZ
	118-150+IMM
	220-400MHZ

	
	ESTONIA
	NA
	1.1-22MHZ
	IMM
	225-400MHZ
	NA
	1.1-22MHZ
	IMM
	225-400MHZ

	EQUIPMENT
	FINLAND
	NA
	1-30MHZ
	115-174MHZ
	225-400MHZ
	100-300MHZ
	1-30MHZ
	115-174MHZ
	225-400MHZ

	FREQUENCY
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	RANGE
	LITHUANIA
	NA
	1.5-24MHZ
	IMM
	220-400MHZ
	60KHZ-300KHZ
	1.5-30MHZ
	IMM
	220-400MHZ

	
	POLAND
	NA
	1.5-24MHZ
	100-150,

156-162
	220-389MHZ
	14KHZ-300KHZ
	300KHZ-30MHZ
	100-150,156-162
	220-389MHZ

	
	ROMANIA
	NA
	1.5-24MHZ
	100-150MHZ
	220-400MHZ
	14KHZ-300KHZ
	300KHZ-30MHZ
	100-150MHZ
	220-400MHZ

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	1.6-30MHZ
	100-174MHZ
	225-400MHZ
	YES
	YES
	100-174MHZ
	225-400MHZ

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	1.5-30MHZ
	118-156MHZ
	225-400MHZ
	100-300KHZ
	1.5-30MHZ
	118-156MHZ
	225-400MHZ


	
	
	TRANSMIT
	RECEIVE

	QUESTION
	NATION
	LF
	MF/HF
	VHF
	UHF
	LF
	MF/HF
	VHF
	UHF

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	A2B
	A2B
	A2B
	NA
	A2B
	A2B
	A2B

	MODULATION
	ESTONIA
	NA
	F1B
	NO
	NO
	NA
	F1B
	NO
	NO

	RATT
	FINLAND
	NA
	NO
	NO
	NO
	NO
	NO
	NO
	NO

	A2B
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	J2B
	LITHUANIA
	NA
	J2B
	NO
	A2B
	YES
	J2B
	NO
	A2B

	F1B
	POLAND
	NA
	F1B
	NO
	NO
	F1B
	F1B
	NO
	NO

	
	ROMANIA
	NA
	NO
	NO
	NO
	NO
	NO
	NO
	NO

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	A2A+F1B
	NO
	NO
	YES
	YES
	NO
	NO

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	J2B
	NO
	A2B
	J2B
	J2B
	NO
	A2B

	
	
	
	
	
	
	
	
	
	

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	
	ESTONIA
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	EQUIPMENT
	FINLAND
	NA
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	FREQUENCY
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	RANGE
	LITHUANIA
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	
	POLAND
	NA
	NO
	YES

(156-162)
	NO
	NO
	NO
	YES(156-162)
	NO

	
	ROMANIA
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	NO
	YES
	NO
	NO
	NO
	YES
	NO


· INFORMATION NOT PROVIDED

TABLE 2-1 continued

	
	
	TRANSMIT
	RECEIVE

	QUESTION
	NATION
	LF
	MF/HF
	VHF
	UHF
	LF
	MF/HF
	VHF
	UHF

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	YES
	YES
	YES
	NA
	YES
	YES
	YES

	
	ESTONIA
	NA
	YES
	NO
	YES
	NA
	YES
	NO
	YES

	
	FINLAND
	NA
	NO
	YES
	YES
	NO
	NO
	YES
	YES

	MODULATION
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	A3E
	LITHUANIA
	NA
	NO
	NO
	YES
	NO
	NO
	NO
	YES

	
	POLAND
	NA
	YES
	YES

(100-150)
	YES
	YES
	YES
	YES(100-150)
	YES

	
	ROMANIA
	NA
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	YES
	YES
	YES
	YES
	YES
	YES
	YES

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	NO
	NO
	YES
	NO
	NO
	NO
	YES

	
	
	
	
	
	
	
	
	
	

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	YES
	NO
	NO
	NA
	YES
	NO
	NO

	
	ESTONIA
	NA
	YES
	NO
	NO
	NA
	YES
	NO
	NO

	
	FINLAND
	NA
	YES
	NO
	NO
	NO
	YES
	NO
	NO

	MODULATION
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	J3E
	LITHUANIA
	NA
	YES
	NO
	NO
	NO
	YES
	NO
	NO

	
	POLAND
	NA
	YES
	NO
	NO
	YES
	YES
	YES(100-150)
	YES

	
	ROMANIA
	NA
	YES
	NO
	NO
	NO
	YES
	NO
	NO

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	YES
	NO
	NO
	YES
	YES
	NO
	NO

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	YES
	NO
	NO
	NO
	YES
	NO
	NO


	
	
	TRANSMIT
	RECEIVE

	QUESTION
	NATION
	LF
	MF/HF
	VHF
	UHF
	LF
	MF/HF
	VHF
	UHF

	
	ALBANIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	BULGARIA
	NA
	TUNEABLE
	TUNEABLE + FIXED IMM
	TUNEABLE
	NA
	TUNEABLE
	TUNEABLE + FIXED IMM
	TUNEABLE

	
	ESTONIA
	NA
	TUNEABLE
	55 FIXED IMM CHANNELS
	TUNEABLE
	NA
	TUNEABLE
	55 FIXED IMM CHANNELS
	TUNEABLE

	FIXED OR
	FINLAND
	NA
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE

	TUNEABLE
	LATVIA
	*
	*
	*
	*
	*
	*
	*
	*

	FREQUENCY
	LITHUANIA
	NA
	TUNEABLE
	43 FIXED IMM CHANNELS
	TUNEABLE
	TUNEABLE 
	TUNEABLE
	43 FIXED IMM CHANNELS
	TUNEABLE

	SETTINGS
	POLAND
	NA
	TUNEABLE
	TUNEABLE + FIXED IMM
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE + FIXED IMM
	TUNEABLE

	
	ROMANIA
	NA
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE

	
	RUSSIA
	*
	*
	*
	*
	*
	*
	*
	*

	
	SWEDEN
	NA
	TUNEABLE
	12.5 KHZ

 STEPS
	TUNEABLE
	TUNEABLE
	TUNEABLE
	12.5 KHZ STEPS
	TUNEABLE

	
	UKRAINE
	*
	*
	*
	*
	*
	*
	*
	*

	
	NATO
	NA
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE
	TUNEABLE

	
	
	
	
	
	
	
	
	
	

	
	FREQUENCY
	NONE
	1.6-24M
	NONE
	225-

389 MHZ
	NONE
	1.5-22MHZ
	NONE
	225-389MHZ

	HIGHEST
	RATT
	NA
	NO
	NA
	NO
	NA
	NO
	NA
	NO

	COMMON
	F3E
	NA
	NO
	NA
	NO
	NA
	NO
	NA
	NO

	DENOMINATOR
	A3E
	NA
	NO
	NA
	YES
	NA
	NO
	NA
	YES

	
	J3E
	NA
	YES
	NA
	NO
	NA
	YES
	NA
	NO


* INFORMATION NOT PROVIDED


SECTION VI - RADIO HAZARDS
227.
TYPES OF HAZARDS


a.  Radio Emissions.  High power communications and radar transmitters fitted in Warships, Naval Aircraft and Naval Shore Stations are capable of causing hazardous situations unless precautions are observed in their use, and in the handling of combustible, explosive, and electronic material in their vicinity.  They can also directly hazard personnel.



b. Personnel.  Personnel can be harmed by either immediately visible effects such as surface burns or by more long-term effects such as damage to tissue internally, or to the eyes.



c. Combustible Materials.  Combustible materials such as fuels can be ignited by sparking from radio excited metallic objects.



d. Electronic Materials.  Electronic material, especially transistorized circuitry, can be hazarded by induced currents flowing in sensitive circuits and, equally dangerous, can become inoperative due to the presence of unwanted voltages derived from external radio sources.



e.  Explosive Material.  Explosive material can be ignited or detonated by either sparking between metallic contacts in an unscheduled manner or by the induction of currents into the firing circuits of Electrically Initiated Explosive Devices (EIEDs).



f.  Static Electricity.  While not being a radio hazard its effects are similar and the precautions taken to avoid these effects are also similar.  Static electricity cannot however cause any hidden long-term damage to the body.

228.  RESTRICTIONS


a.  Communication planners and system users should be aware that hazards from radio emissions exist.  These emissions may have to be suspended or be carried out by another unit, using one of the relay methods shown below, when certain operations are carried out.  Owing to the diversity of equipment fitted and power emitted a precise breakdown of types of emission so affected is not possible in this publication.



b.  Radio emissions produce the most hazardous conditions during the following operations:




(1)  Replenishment at sea and in harbour.




(2)  Ammunitioning ship or aircraft.




(3)  When dressing ship overall.




Note:  These dangers apply equally to radio emanations from own ship or from a ship berthed in the near vicinity.



c.  The UK has endorsed strict new guidelines for RADHAZ which affects the use of HF aboard ships.  The European Community is considering similar new rules which, when endorsed, will affect all European naval vessels.  Ships berthing alongside or near to UK warships should be aware of the UK rules governing RADHAZ.

229.  RADIO HAZARD RELAY 


On occasions when HF transmissions constitute a Radio Hazard, communication may be maintained by use of a relay ship which is not subject to such limitations.  To achieve this, the ship limited by Radio Hazard criteria transmits on a low power emitter to the relay ship which then automatically relays the transmission on the appropriate frequency at the required power.  This technique is particularly appropriate to the transmission of a task force/group broadcast, but may also be usefully employed on simplex nets.

SECTION VII - COMMUNICATION FAILURE
230.  SHIPS LOSING CONTACT ON TACTICAL NETS


a.  A ship of a force losing contact on a short range tactical net should automatically set additional watch on the appropriate secondary (HF) Net.  The force commander should be informed.



b.  A ship of a force losing contact on all force nets, should report this to the force commander.  When other methods are not available, such reports can be made via the ship-shore net.

231.  ALTERNATE NETS

Communication planners when formulating their plans must take into account the necessity to provide additional nets for use in the event of breakdowns, failures, the overloading of nets. Communication staffs must be aware of the alternate facilities available at any time when a breakdown, failure or overloading of nets occur.  When use is made of alternative facilities all necessary authorities and units must be informed.

232.  CASUALTY TO SHIP OF UNIT COMMANDER

The Unit Commander shall, when practicable:



a.  Designate in advance the second in command who will be responsible to maintain communications on the net assigned to the unit commander should that ship become a casualty.



b.  Designate a ship (or ships), under his command to maintain communications on the nets assigned to him until repairs are completed.



c.  Inform his superior when partial or complete communications have been re-established.

233.
MINIMIZE

MINIMIZE is used to advise other commands that a reduction in message and telephone traffic volume is required at a specific location or command.  This procedure is used extensively in most NATO exercises to reduce the number of messages.  More details may be found in ACP 121.

CHAPTER 3
COMMUNICATIONS PLANNING
SECTION I - GENERAL

301.  OBJECT OF A COMMUNICATION PLAN (COMPLAN)

The objects of a communication plan (COMPLAN) are to state the communication requirements in terms of equipment, nets, personnel, and facilities that are to be utilized; and to stipulate the policies and procedures that are applicable.



a.  The broad objects of communication planning are:




(1)  The efficient and economical use of available facilities.




(2)  Provision of adequate facilities and personnel to meet requirements.



b.  Although detailed planning is a function of each individual ship, it is necessary to establish basic doctrines and instructions for communications, since flexibility of disposition necessitates uniformity of communication equipment and a high degree of standardization in training and, uncoordinated plans are likely to result in mutual interference of radio communications.

302.  FUNDAMENTAL PLANNING PRINCIPLES

The effectiveness of communications as an instrument of command and control is dependent upon certain fundamental principles, such as:



a.  The exercise of care and supervision in the writing of communication plans (COMPLANS) and in the preparation and addressing of messages.



b.   COMPLANS issued in connection with a specific operation should be distributed sufficiently in advance of the operation to ensure that all communication nets and/or circuits are functioning by the time the operation begins.  In addition, this will provide commanders with the channels needed to issue preliminary instructions to units under their control.



c.   Every COMPLAN should prescribe the exact date and hour at which it becomes effective.  When this is not possible, this information should be promulgated later.  All times quoted in this 

publication should be in Universal Time Constant (UTC) (Zulu Time).



d.  A COMPLAN usually requires integration with other plans.  The planner should establish continuous liaison and coordination with his opposite numbers in other military forces whenever necessary.

303.  USE OF PCP-1(A)

This publication contains essential elements of a world-wide COMPLAN.  Area and subordinate plans are derived from it in the form of supplementary COMPLANS, operation orders and National publications.  Theatre and other COMPLANS are prepared and issued to ships and authorities requiring them.  The mobility of warships sometimes results in their being ordered from one theatre or locality to another; to enable a warship to proceed into an unfamiliar theater detailed operation orders or COMPLANS should be supplied as far in advance as possible using PCP-1(A) as a guideline.

304.
Spare


SECTION II - SUBORDINATE PLANS

305.  FORMAT OF COMMUNICATIONS PLANS


The format of this publication follows the sequence of items which are listed in the next article.  To help ensure that necessary information and instructions are promulgated in each communication plan, this check list should be considered by the drafter.

306.  CHECK LIST FOR PLANNING


Table 3-1  at the end of this Chapter is a suggested check list for a communication plan which should be considered by the drafter of the plan.

307.  CONTENTS OF SUBORDINATE PLANS


a. The drafter of a subordinate plan should avoid duplication, while at the same time presenting clear and concise instructions to the ships and authorities for whom the plan is intended.



b.  This can best be achieved by using this publication as a reference, amplifying or amending the information contained herein as necessary to fit particular circumstances.  Area plans should normally refer directly to this basic plan; but local and force plans should refer to the basic plan as amplified or modified by appropriate higher level plans.



c. Information included in communication plans should not be repeated in subordinate plans.  When it is necessary to amplify or modify, this is done by simply quoting the article number followed by a concise statement of the intentions.



d.  When instructions are issued in a subordinate plan on a subject not covered in the basic plan, a paragraph number which has not been used in the basic plan should be chosen.  The number chosen should be as close as possible to that of the most nearly related subject in the basic plan.



e.  If it is necessary to reproduce parts of a communication plan as an annex to other detailed plans (e.g., a communications annex to a Stop, Search and Board plan) great care must be taken that any change made in the main communication plan is immediately reflected in any subsidiary plan affected.  This may be facilitated by retaining the same numbering system used in the basic plan.

308.  USE OF AND DISTRIBUTION OF APPENDICES


a.  Detailed information should be relegated to appendices, with appropriate references in the main plan, which is itself normally an annex to an operation order.



b.  Additional copies of such appendices as may be necessary for detailed reference should be issued for use by personnel within a communication department, for example, call sign and frequency appendices.

SECTION III - COMPLAN TERMINOLOGY

309.  STANDARD TERMINOLOGY

The following terms used in connection with this publication are to be used and interpreted as follows:



a. Guard - To maintain continuous receiver watch with transmitter tuned and ready for immediate use.  A complete log is to be kept.



b.  Cover - To maintain a continuous receiver watch

with transmitter calibrated and available, but not necessarily available for immediate use, with complete log optional.



c.  Copy - To maintain a continuous receiver

watch keeping a complete log.



d.  Listening Watch - A continuous receiver watch established for the reception of traffic addressed to, or of interest to, own unit with complete log optional.

310.  STANDARD ANNOTATIONS FOR COMMUNICATIONS PLANS

The following letter designators are used in radio communication plans and are always to be included at the foot of the plan to serve as a key:


LETTER
MEANING

  A

Guard when Fixed Wing Aircraft are airborne.


  B

Guard Channel.


  C

Control Station.


  D

Distress Period.


  F

Continuous guard except when on




another frequency.


  G

Guardship.


  H

Guard when helicopters are airborne.


  K

When assigned.


  L

Listening Watch 


  N

Net control.


  O

When ordered.


  R

Copy 


  S

Available at short notice.


  T

Cover.


  W

When required.


  X

Guard.

311.  DEFINITIONS OF BASIC FUNCTIONAL OR DESCRIPTIVE TITLES
Administrative
Nets which are used for the exchange of messages

Nets

of a non-operational nature or operational messages of a non-urgent nature.

Answering Nets
Nets which are normally associated with ship-shore communications used by shore stations answering ships.

Broadcast

Broadcast is the method whereby any number of ships or authorities may receive messages or information transmitted from one designated station or authority.

Calling Nets
Those normally associated with ship-shore commun-ications used by ships calling shore stations.

Command Net
Is a communications network which connects a commander with some or all of his subordinate commanders for the purpose of command and control.

Control Nets
Those nets designated for the rapid exchange of orders and information used in the overall direction and control of activities, weapons, systems, etc., by a Commander or designated authority.

Coordination Nets

Nets designed for the free and rapid exchange of information normally associated with the command and control of particular types of ships or weapons or the conduct of particular operations.

Distress, Emergency,- Lifeboat, Lifecraft & Survival Craft Nets

Those nets used exclusively for the transmission, control, and coordination of distress and related messages.

Link Nets

Nets designed for the transfer of computer generated information.

Operations Nets
Nets which are used for the exchange of operational messages.

Relay Nets

A net used for the relaying of message traffic.

Reporting Nets
Nets designed for the free and rapid interchange of information normally associated with the maintenance of up to date plots and pictorial or other type command information displays.

Request Nets
Nets used to ask for air support.  Standard proforma messages are normally used.

Ship-Shore
The communication link used by ships for passing information and messages to shore stations for onward relay or distribution.

Spotting Nets
Nets used for controlling individual ships gunfire support, and for air spotting of naval gunfire.

Tactical Nets
Nets used for the passing of signals which require individual units of a formation, or a formation as a whole, to manoeuvre by order of the formation commander; and for the exchange of urgent tactical messages that call for rapid response.

Warning Nets
Nets used for the transmission of warnings of natural disaster, etc.

Working Nets
Nets normally associated with ship-shore communications used by ships for the transmission of messages.

312.  GLOSSARY OF NETS

The table below shows a complete list of nets available for use in a force at sea. Nets are allocated line numbers and functions in the following sequence:

LINE NUMBERS
FUNCTION
LINE NUMBERS

FUNCTION
001 - 099

Broadcasts
 450 - 499

Air Operations

100 - 149

Ship-Shore
 500 - 549

Tactical air

150 - 199

Local Area/Port      550 - 599

Submarine

200 - 299

TF/TG
 600 - 649

Data

300 - 324

EW
 650 - 674

Distress

325 - 374

ASW    
 675 - 699

Miscellaneous

375 - 399

Naval Gunfire
 700 - 849

Amphibious

400 - 449

AAW
 850 - 874

Convoy/URG

 875 - 899

Mine Counter-
measures

313.  SUFFIXES

To distinguish between two or more nets established for similar functions, and therefore carrying the same title, one or more suffixes may be added in the sequence shown below.  (Note:  Only the minimum number of suffixes required for clarity should be used.)



a.  To denote the frequency band:



    VLF, LF, MF, HF, VHF, UHF, SHF, EHF
   



b.  To indicate a preferred order of use:



    Primary   - The net normally used.



    Secondary - For use when the primary is overloaded or unusable.



    Tertiary  - For use when the secondary is overloaded or unusable.



c.  To indicate that there is no preferred order of use:



    ALFA, BRAVO, CHARLIE, DELTA, etc.



d.  To indicate that the net is used for relay purposes, the word "Relay" may be used.

SECTION IV - USAGE OF NETS

314.

USAGE INSTRUCTIONS


This section contains net usage instructions for tactical communications for guidance when formulating operational communications plans (COMPLANS).  The section covers net line numbers as shown in paragraph 312 (above).  Nothing in these instructions prohibits an OTC from making modifications to these procedures by reason on equipment limitations or operational requirements.

Line

No.

Net Title

Usage Instructions

210

Tactical Net (TAC NET)
For manoeuvre signals and urgent short tactical messages.  Used for command and control requirements and is the primary liaison circuit between commanders

212
TG Coordination Net

For long range inter-change of information associated with the maintenance of a tactical radar picture.

213
Local Picture Coord

Used as for Line 212 when ships are within UHF.  This is a voice coordination net to facilitate the maintenance of a tactical picture and to discuss contacts of mutual interest.

214
Scene of Action Tactical (SOA TAC)
Used as a Primary Voice Coordination net for un-scheduled meetings with between NATO and PfP units at sea.

339
Helicopter Ops Primary

Used for voice coordination between ships and aircraft during Helicopter transfers, Vertical Replenishments (VERTREPS) or any direct helicopter operations when no specific frequency is detailed in Operation Orders (OPORDS) or other instructions.

620

Data Link Coordination (System Coord)
Used for voice coodination between data-link users for exchange of data-link information during PfP-NATO coordinated operations


SECTION V - DESIGNATION OF FREQUENCIES
315.   SECURITY

All frequencies used jointly by Allies, NATO and PfP forces will be unclassified.  All frequencies which have a wide promulgation and carry internationally unclassified information i.e., distress frequencies, aeronautical radio ranges, etc., shall be unclassified.

316.   REFERENCE TO FREQUENCIES IN TRANSMISSION

The practice of referring to a frequency by its circuit designator should be employed whenever possible.  It is also permissible for tactical purposes to refer to the functional or net titles in unclassified messages provided the frequency data is known to the addressee.



a.  For SAR, distress and air traffic control, when speed outweighs security, or when ambiguity might otherwise arise, 

specific numerical frequency data may be included in unclassified transmissions.



b.  For communications with non‑military authorities such as merchant ships and commercial stations, it is also often necessary to disclose exact frequency data since non‑military authorities do not normally hold circuit designators or functional titles information.  Such information concerning military frequencies should be kept at a minimum.

317.  CIRCUIT DESIGNATORS

A circuit designator is any combination of letters and/or numbers representing specific numerical frequency data in connection with its circuit or channel use. Designators may be assigned by any appropriate authority and normally consist of:



a.  A letter indicating the general use.



b.  A number indicating the detailed use.



c. Additional letters or numbers to further describe the frequency.



Example: PFP 210A  (see table 3-1 below)



PFP   -  Indicating that the line number can be found in PCP-1(A)

210   - The Line number indicating that this is a TF/TG net used for the transfer of short manoeuring messages.



A     - Indicating which frequency from the Complan to be used (i.e. frequency A)

TABLE  3-1

NATO / PfP QUESTIONAIRE / CIS PLANNING CHECK LIST

1. 
INTRODUCTION
This check list will highlight the key questions to be considered by the CIS planner when developing the support for an exercise. It is a general check list and is not aimed at any specific level of command, scenario or scale of operation. Its purpose is simply to serve as an aide-memoire.

2. 
GENERAL
2.1   
What is the scale of operation: small, medium or large? 


2.2   
What is the Exercise Aim: Conflict Prevention, Peacemaking, Peacekeeping, Peace Enforcement, Peace Building, Humanisation?

2.3    
What will be the chain of command and the various levels of command involved in the operation?

2.4   
Which nations are participating?


3.    
DOCTRINAL CONSIDERATIONS
3.1    
Considering the principle of providing links from “high to low formations”.

4. 
PUBLICATIONS
4.1   
Do partners have PCP-1(A) available in participating units?

4.2 
Do partners have available EXTAC 10000 series in participating units?

4.3  
Are these EXTAC’s translated into partner’s native languages?

4.4
Do all NATO units participating in NATO/PfP Exercises have copies of these EXTAC’s?

4.5
Do partner nations have a list of “released” publications?

4.6
Do partners have the appropriate publications available in the participating units?

4.7
Does the list of publications referred in the EXOPORD include the latest change?

4.8
Does the EXOPORD refer to the Identification Procedure (ACP129/130)?

5.
PfP SHIPS EQUIPMENT - TACOMPLAN DESIGN
5.1
Do Exercise planners know the number of UHF, HF, VHF Tx/Rx’s in every participating PfP unit?

5.2
Do they know how many of them can transmit at the same time?

5.3   
Do Exercise planners know the technical characteristics of every single Tx/Rx?

5.4
Do they know of other Comms equipment availability (e.g. INMARSAT capability, type)?

6.
TRAINING 
6.1 
Do PfP Comms Officers have good command of the English language?

6.2 
Do PfP Comms Officers and operators know NATO Procedures?

6.3 
Are Comms Operators of the participating PfP units able to communicate in the English language?

6.4 
Do Comms Operators of the participating PfP units are aware of NATO Procedures?

6.5
Are Partner Nations aware of Training Courses available in Germany, Netherlands, Norway, U.K., and Latina?

6.6
Do Partner Nations have the programme of the courses offered by the different training facilities?

7.
DISTAFF REQUIREMENTS
7.1
Do Exercise Planners know the number of UHF, HF, VHF Tx/Rx’s available by the Host Nation to equip the DISTAFF?

7.2
Do they know Power, Voltage, and Frequency details for the DISTAFF installation?

7.3
Do they know the telephone requirements to request Host Nation provision (desk top and portable phones)?

7.4
Have they requested the required PC-PC equipment for the use in the specific Exercise?

7.5
Do Partners know the requirement for the installation of the PC-Net equipment?

7.6
Have they requested funds for the transportation of the equipment including the technician’s per diem?

7.7
What will be the exact location of the common DISTAFF and, when necessary, the separate Maritime and Amphibious DISTAFFs?

7.8
What will be the organisation of the DISTAFF, what are the distances between the DISTAFFs and ships? What CIS means will be required to communicate with the different sites/participants?

7.9
What CIS means are available for the manning of the DISTAFF, as well as for the exercise?

7.10
What Host Nation CIS personnel are/will be available during the exercise for the manning of the DISTAFF?

7.11
How will the shortfall be met? Is an adequate CIS capability available to be deployed from NATO to cover this shortfall?

7.12
What are the terrain/location, weather and likely propagation characteristics in the area of Operations/Exercise? How will they impact on CIS?

7.13
Is the CIS equipment being deployed with its own operators/installation personnel? Will it be prior to the arrival of the participating units in the exercise or at the same time on the first day of their arrival? How many days are needed for the personnel training?

7.14
Participating Partner Nations must send Liaison Officers to man the DISTAFF in order to liaise with their Nation’s HQs.

8.   
INFORMATION EXCHANGE REQUIREMENTS (IERs)
8.1
What CIS are needed to support command and control requirements, especially links with the subordinate units?

8.2 
What CIS are needed to support operational requirements?

8.3
What CIS are needed to support intelligence requirements?

8.4
What CIS are needed to support logistics requirements?

8.5
What CIS are needed to support administrative requirements?

8.6
What CIS support is to be provided for public information services?

8.7
What information systems will require communications support? What are the technical characteristics to be considered?

9.
PLANNING CONSIDERATION
9.1
What CIS means will be required to communicate with each HQs and unit, including  airbases and naval units?

· Secure radio

· Insecure radio

· Secure telephone

· Insecure telephone

· Courier service

· Secure facsimile

· Insecure facsimile

· Secure teletype

· Insecure teletype

· Data (E-mail)

· PC to PC over HF

9.2
How can shortfalls be met?

· national commercial lease

· national commercial purchase

· loan from an international organisation

· purchase, loan, or loan from a foreign source


9.3
What Are the weather characteristics in the area of operation? How will they impact on CIS?

10.
INFOSEC
10.1
What is the requirement for communications security (COMSEC) devices: type, quantity, characteristics, availability, keying material, locations, etc.?

10.2
What COMSEC equipment will the participating nations be utilising: National, military, commercial etc? What are the interoperability considerations?

10.3 
What is the electronic warfare threat?

10.4
Are Electronic Protection Measures (EPM) required?

·  Directional antennas

· Dispersed antennas

· Remote radios

· Short Transmissions

11.
SPECTRUM MANAGEMENT
11.1 
In what spectrum and how many frequencies are required?

11.2   
Who by name and organisation will co-ordinate and provide these frequencies:

a national frequency manager, a host nation frequency manager, or an international frequency manager?

11.3 
How many copies of the Signal Operating Instructions (SOI) (frequency, call signs, passwords) must be produced and/or requested from higher headquarters?

11.4 
What are the interoperability issues to be considered?

11.4.1 
The frequency range built into the various national radios that must coincide.

11.4.2
The type of frequency tuning on the various radios interoperating: continuous, detente, digital.

11.4.3 
If some radios have detente tuning what is the standard frequency separation?

11.4.4
Are there any other technical considerations such as type and position of squelch?

12.
STANDARDISATION
12.1 
How many CIS teams are required to support national liaison groups? What equipment and support will they require? Language skills?

12.2 
What are the PfP lessons learned (LLDB)?

12.3 
Is there any possibility of further operator training and equipment testing prior to exercise?

12.4 
What message formats, classifications and precedence will be utilised?

12.5
What NATO STANAGs, ACPs, ADatPs, if any, will be utilised by all the participating nations?

13.
CONCLUSIONS
13.1
Does the CIS plan reflect the key lessons learned from previous exercises? These include:

13.2
SATCOM, both single and multi-channel, is extremely reliable and is therefore a primary means.


13.3
PC Net is the primary means for hard copy traffic.

13.4 To ensure successful CIS support, the CIS planner must be involved in the earliest stages of mission planning.


a.  Organization:



(1)  Organization of Command.



(2)  Location of Headquarters - Area of Communications.



(3)  Area, Base and Communication Center Organization.



(4)  Personnel and Liaison Teams.



(5)  Communication Equipment.



(6)  Communication Standards.



(7)  Communication Training.


b.  Means of Communication:



(1)  Messenger and Mail.



(2)  Wire Communications.



(3)  Visual and Sound Communications.



(4)  Radio Communications.



(5)  Fixed Military Communications Networks.



(6)  Civil Communication Systems.



(7)  Projected Teletypewriter, Telephone, and Radio Networks.



(8)  Data Link


c.  Shore-to-Ship and Ship-to-Shore:



(1)  Shore-to-Ship Communications.



(2)  Ship-to-Shore Communications.


d.  Operational Use of Communications:



(1)  Capabilities, Requirements, and Nomenclature.



(2)  Frequency Planning.



(3)  Task Organization Communications.



(4)  Naval Gunfire Support Communications.



(5)  Communication with External Units.



(6)  Safety Requirements.



(7)  Basic ASW Tactical Communications.



(8)  Air-to-Air and Ship-to-Air Communications.



(9)  Maritime Patrol Aircraft Communications.



(10) Communications for Amphibious Operations.



(11) Submarine Communications.



(12) Local and Harbour Communications.



(13) Control of Merchant Shipping.



(14) Merchant Ship and Convoy Communications.


e.  Distress and Navigation:



(1)  Distress Communications.



(2)  Search and Rescue Communications.



(3)  Communications for Submiss/Subsunk.



(4)  Radio Navigational Aids.



(5)  Hydrographic and Navigational Information.



(6)  Movement Reports.



(7)  Logistic Requirements.



(8)  Position Summaries.


f.  General Procedural Instructions:



(1)  Publications.



(2)  Message Preparation, Transmission, and Handling.



(3)  General Messages.



(4)  Operating Procedures.



(5)  Call Sign Allocation.


g.  Special Communications:



(1) Weather Communications.



(2)  Air Traffic Control Communications.



(3)  Press and Welfare Communications.

Table 3-2

PfP TACTICAL COMMUNICATIONS PLAN
	PfP LINE
	CIRCUIT TITLE
	EMISSION
	FREQUENCY
	REMARKS

	200
	FLEET TACTICAL UHF
	6K00A3E

3K00J3E
	
	Used by the OTC of two separate forces for manoeuvring the forces

	201
	TF/TG COMMAND HF
	3K00J3E
	
	 Same as line PfP202 when outside UHF range

	202
	TF/TG COMMAND UHF
	6K00A3E
	
	For comms between  Task Group Cdrs and subordinate Cdrs

	203
	TF/TG OPS/ADMIN HF       (PCNet)
	 2K80J2D 3K0OJ3E
	
	Used for passing administrative and/or operational traffic

	204
	TF/TG OPS/ADMIN UHF
	6K00A3E


	
	Same as line PfP203

	205
	TF/TG BROADCAST HF
	1K24F1B
	
	Same as line PfP206 when  outside UHF range

	206
	TF/TG BCST  UHF
	300HF1B
	
	 Broadcast keyed by the OTC for operational and administration traffic

	207
	TF/TG WORKING HF
	1K24F1B
	
	Same as line PfP208 when outside UHF range

	208
	TF/TG WORKING UHF
	300HF1B
	
	Used by ships to pass traffic to the OTC

	209
	TF/TG TACTICAL  HF
	3K00J3E
	
	Same as line PfP210 when outside UHF range

	210
	TF/TG TACTICAL UHF
	6K00A3E
	
	Used for manoeuvring signals and tactical messages.

	212
	TF/TG REPORTING HF
	3K00J3E
	
	Same as line PfP213 when outside UHF range

	213
	TF/TG REPORTING UHF
	6K00A3E
	
	For rapid inter-change of surface and sub-surface plotting information

	214
	SCENE of ACTION UHF
	6K00A3E
	
	Used for  establishing communications between ships and aircraft during unplanned meetings

	216
	SCENE of ACTION HF 
	3K00J3E
	
	Same as line PfP214 when outside UHF range

	328
	ASW/ASUW CONTROL ALFA
	6K00A3E
	
	Used by ships in the first Surface Attack Unit (SAU)

	329
	ASW/ASUW CONTROL BRAVO
	6K00A3E
	
	As for line 328 but for second SAU

	330
	ASW/ASUW CONTOL CHARLIE
	6K00A3E
	
	As for line 328 but for third SAU

	331
	ASW/ASUW CONTROL HF
	3K00J3E
	
	Used betweenSAUs and assisting ASW aircraft when aircraft are beyond UHF range

	336
	ASW AIR COORDINATION HF
	3K00J3E
	
	Same as line PfP337 when outside UHF range

	337
	ASW AIR COORDINATION UHF
	6K00A3E
	
	For ship-air and air-air exchange of ASW information

	375
	NAVAL GUNFIRE CONTROL HF
	3K00J3E
	
	For control and coordination of Naval Gunfire between ships and shore or aircraft spotters

	376
	NAVAL GUNFIRE CONTROL/SPOTTING HF
	3K00J3E
	
	For controlling individual ship’s Gunfire support

	377
	NGS CONTROL/SPOTTING UHF
	6KOOA3E
	
	For air spotting of naval gunfire support

	404
	AAW WEAPON COORD HF
	3K00J3E
	
	Same as line PfP405 when outside of UHF range

	405
	AAW WEAPON  COORD UHF
	6K00A3E
	
	For coordination of anti-air weapons in defence of a formation

	449
	JOINT TRANSIT CONTROL

(NATO wide Maritime JTC)
	6K00A3E
	
	For coordination and handover between maritime aircraft in transit

	451
	HELO CONTROL UHF
	6K00A3E
	
	For coordinating and controlling helicopter transits between ships

	459
	LAND/LAUNCH UHF
	6K00A3E
	
	A private net allocated to ships equipped with helicopters to control launch and recovery

	500
	FIGHTER CONTROL UHF
	6K00A3E
	
	For controlling fighter aircraft from ships

	501
	AEW CONTROL UHF
	6K00A3E
	
	Between ships and AEW Aircraft for control and reporting

	545
	JAM/STRIKE SAFETY UHF
	6K00A3E
	
	For coordination and safety of aircraft attacking a force during exercises

	547
	JAM/STRIKE SAFETY HF
	3K00J3E
	
	Same as line PfP545 when outside UHF range.  This net is also used for passing SNIPE reports.

	697
	SPARE HF
	Various
	
	These frequencies can be allocated and utilized as required

	699
	SPARE UHF
	6K00A3E
	
	These frequencies can be allocated and utilized as required


Note:  
1.  See table 13-1 for PfP Search and Rescue (SAR) Communications Plan


2.  Communication Planners must consider the equipment fits stated in Chapter 18 (Minimum CIS Interoperability Requirements for PfP Ships).


CHAPTER 4

ORGANISATION

SECTION I - COMMAND
401.  ORGANISATION OF COMMANDS

There are various types of command depending on the structure and their purpose.  Chiefly among the best known commands are:



a.  Allied and National Commands are organized and modified as necessary to suit theatre or national requirements.  Such Commands may, however, form part of an overall International Command structure (i.e., NATO, WEU, etc.)



b. Theatre and Area Commands may be either Allied or National.  While Theatre or Area Commands are normally operated and controlled by national authorities, they are designed so that they may be nominated for transfer to an International Organization.



c.  Intra Area Commands are organised as part of the Theatre or Area Command and are normally national in operation and control.

402.  PROVISION OF COMMAND COMMUNICATIONS


a. Communications provide the means by which command is exercised.



b.  The control of communications is a function of command. Officers in Command are responsible for controlling and co-ordinating communications for stations and forces under their command.



c.  In order to function correctly, communications must be appropriate to the command being served and adequate for the purpose of exercising that command.



d.  Communications personnel must have a clear picture of the detailed command organisation.  This information will normally be found in operation orders, in which case only reference to such orders may be needed in the communication plan.  If, for any reason, the necessary information cannot be made available to communication personnel from other sources, it should be included in the communication plan.

403.  FIXED NETWORKS


a. Fixed communication networks are designed to provide communications:




(1)  between National Ministries of Defence and Allied or NATO headquarters;




(2)  between adjacent theatre or area Commanders;




(3)  between Allied headquarters and theatre or  area Commanders;




(4)  between shore commands within theatre or area commands;




(5)  between shore, air and naval forces operating inter and intra area.



b.  Control of fixed communication networks may be NATO, ALLIED or NATIONAL and their operation may be military or civil.

404.  MILITARY FIXED NETWORKS


a.  Allied, NATO and National naval communication stations form an integrated network, essentially inter-area in nature which provides rapid communications on a world-wide basis.  When operational requirements dictate the need for Commanders to employ communication facilities on a world-wide basis beyond those already provided, suitable arrangements must be made as early as possible with the appropriate authorities concerned.



b.  Military fixed networks are either Allied, NATO or National in character and control.  Each station communicates with a number of stations in other areas by means of point-to-point nets, each net normally consisting of two stations.  Such nets are called fixed networks and may be given identifying titles and/or numbers.  These circuits are operated as ordered by the controlling authority.  Where stations are not in direct communication, messages are relayed through other appropriate stations of the network, using automatic relay where possible.



c.   When the national traffic loads permit and circumstances dictate, portions of these networks may be made available for Allied, NATO or PfP use.



d.  National networks provide the point-to-point communication within national areas and since point-to-point communication networks in each area vary considerably a wide and detailed knowledge of each network is not required.



e.  Shore stations in the world-wide network provide a link for minor communication centers within an area so that they may have access to, and can transmit and receive messages via, the world-wide network.



f.  Additional point-to-point communications may be required when a number of shore stations are established rapidly, e.g., during United Nations operations.  This plan may consist of:




(1) A RATT broadcast operated by the primary communication station near the area of operation and copied by all outlying minor stations, including mobile stations;




(2) A shore answering and relay station net guarded continuously by the primary communication station.  Outlying stations may transmit as necessary on this net to clear their messages.

405.  CIVIL FIXED NETWORKS


a.  Commercial telecommunication companies have a world-wide network for transmission of private messages to overseas addressees.  This network consists of radio, terrestrial and satellite links.  Messages handed in to a commercial company may be transmitted via any or all of these systems unless specific instructions are given to the contrary.  Alternate arrangements can be made to send messages via cable only.  



b.  Inland telegraph systems may be operated by the government telecommunication department concerned, or by a commercial company.


c.  Military traffic should only be sent via commercial channels:



(1)  When no military communication system is available to get messages to the addressee;



(2)  When military systems are heavily loaded and it is essential to clear outstanding messages as soon as possible;



d. INMARSAT should only be utilized for the relay of military messages when:




(1)  The message(s) is for peaceful, peacemaking, peacekeeping or humanitarian purposes, or, is required as part of a United Nations (UN) mission or as a result of UN orders;




(2)  Other military communication methods are overloaded, unavailable or non-interoperable to some operation/exercise participants;



e.  By international agreement any government (i.e., official) message will be given precedence over private messages if this precedence is indicated on the message form by the words "with Priority".



f.  Message should be prepared in duplicate and addressed to the telegraphic address of the authority to whom the message is to be delivered.  If the authority has no telegraphic address then the full postal address must be used; a telephone number may serve as the address of an inland telegram.



g.  The date and time of delivery of a message sent by commercial channels can be obtained by application at the telegraph or cable office at which the message was handed in for despatch.

406.
Spare


SECTION II - AREA COMMUNICATIONS
407.  AREA ORGANIZATIONS


a.  An area naval and maritime air communication organi-sation is designed to provide rapid communication between:




(1)  Headquarters.  This includes intra and inter-service headquarters and those for the exchange of meteorological information.




(2)  Controlling headquarters ashore and ships and authorities at sea (including those for transmission of meteorological information).




(3)  Controlling headquarters ashore and maritime patrol aircraft;




(4)  Widely separated units at sea;




(5)  Ships and naval authorities at sea with such army and air headquarters, aircraft and troop formation as the strategic and tactical situation require.

408.  COMMUNICATION REQUIREMENTS


a.  The communication requirements of the area organization are met by the following:




(1)  Shore-shore (point-to-point) communication nets as needed to link shore headquarters;




(2) (a)  One or more multi-frequency, single or multi-channel highpower broadcasts in each communication area on which all messages for ships and sea-going authorities are transmitted;




(b)  The ship/shore system for messages from ships and sea-going authorities to shore;




(3)  Such nets as may be required to link maritime patrol aircraft and their controlling headquarters;




(4)  Such tactical nets as may be required between a naval force at sea, and aircraft supporting that force;




(5)  Such nets as may be required for interservice support operations.

SECTION III - FLEET COMMUNICATIONS
409.  LONG RANGE

Details of long range fleet communications are contained in Chapter 6.

410.  INTRA FORCE

Details of intra force fleet communications are contained in Chapter 7.

SECTION IV - LIAISON TEAMS

411.  FUNCTIONS OF LIAISON TEAMS


a.  The success of operational communications is largely dependent on the availability and employment of communications personnel.  When planning, therefore, it must be ensured that the extent of the means to be employed can be met by the personnel available, and consideration should be given to the utilization of Liaison teams.



b.  Liaison teams are designed to assist with understanding and optimising NATO, and some national, communications systems.  The liaison team must be provided with all necessary communication publications and equipment by its parent authority.

412.  SIZE AND COMPOSITION OF LIAISON TEAMS

The size and composition of liaison teams provided by NATO to PfP Commands or ships will vary, depending on the exercise or operation in progress and the amount of help requested.  Normally, 1 Communications Officer and 4 radio operators will be required as a minimum.  Where communications equipment is temporarily transferred, the exchange of engineering personnel or technicians may also be required.  Temporary fits of NATO cryptographic equipment on PfP ships, when authorized, will require the transfer of cryptographic operators. 
413.  ACCOMMODATION OF LIAISON TEAMS


a.  The ship or authority receiving a liaison team is responsible for providing necessary food, living accommodations,  office space and utilities.



b.  The authority dispatching a liaison team will inform the receiving ship or authority of their expected time of arrival at destination.

414.  TASK FORCE ORGANISATION

A large number of ships or units within a force may be organised into a tiered structure, known as a Task Force Organisation, for command and control purposes, with the Commander of the entire force at the top and groups of ships or individual units at the bottom. The various layers are known as: The Task Force(s), Task Group(s), Task Unit(s) and Task Element(s).  Each may be comprised of one or more units. An example of a Task Force can be found in the following diagram.

For the purposes of the example the Carrier Group and her escorts from Task Force 246 are shown.  The Task Force Organization is as follows:
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NOTES: 

1. CTF 246/CTG 246.01 is embarked in the Carrier

2. CTG 246.02 is the Screen Coordinator who is embarked in one of the frigates.

3. CTG 246.03 is the Air Commander ashore in the MHQ.

4. TE 246.02.03.01 and TE 246.02.03.02 are pre-designated Surface Attack Groups (SAG).

5. FFG's are Missile carrying Frigates.  FFH's are helicopter carrying Frigates.  An MPA is a Maritime Patrol aircraft.

SECTION V - ORGANISATION OF NATO COMMANDS

415.
A restructuring of the NATO Command Structure is expected to occur in 1999.  The following lists the organisation as of 31 August 1999, and is provided In order to assist communications personnel aboard ships:


Table


4-1

Allied Command Europe (SACEUR)


4-2

Allied Command NorthWestern Region (CINCNORTHWEST)


4-3

Allied Command Central Region (CINCENT)


4-4

Allied Command Southern Region (CINCSOUTH)


4-5

Allied Command Atlantic (SACLANT)


4-6

Allied Command Western Area (CINCWESTLANT)


4-7

Allied Command Eastern Area (CINCEASTLANT)


4-8

Allied Command IBERLANT Area (CINCIBERLANT)


4-9

Striking Fleet Atlantic (COMSTRIKFLTLANT)

TABLE 4-1

ORGANISATION OF NATO COMMANDS

ALLIED COMMAND EUROPE (ACE)







Note:  Subordinate Commands are shown on the following 3 pages.

TABLE 4-2

ALLIED COMMAND EUROPE

NORTHWESTERN REGION











Notes: 1. Also CINCEASTLANT


2. Also COMMAIREASTLANT


3. Also COMSUBEASTLANT


4. Also COMNORLANT


5. Also COMCENTLANT

TABLE 4-3

ALLIED COMMAND EUROPE

CENTRAL REGION











Notes:
1. Reports to CINCENT for Air and Land Forces and to CINCNORTHWEST for Maritime and Maritime Air Forces.


2. Reports directly to NAVNORTHWEST regarding units allocated.
(This page left blank)

TABLE 4-4

ALLIED COMMAND EUROPE

SOUTHERN REGION






(This page left blank)

TABLE 4-5

ALLIED COMMAND ATLANTIC





Note:  Subordinate Commands are shown on the following 4 pages
TABLE 4-6

ALLIED COMMAND ATLANTIC

WESTERN AREA






TABLE 4-7 

ALLIED COMMAND ATLANTIC

EASTERN AREA








NOTES:
1. Also COMNAVNORTHWEST


2. Also COMNORNORTHWEST


3. Also COMWESTNORTHWEST


4. Also COMARAIRNORTHWEST


5. Also COMSUBNORTHWEST

TABLE 4-8

ALLIED COMMAND ATLANTIC

SOUTHERN AREA




TABLE 4-9

ALLIED COMMAND ATLANTIC


CHAPTER 5

FREQUENCY PLANNING

SECTION I - EMPLOYMENT OF FREQUENCIES

501.  ALLIED USE OF FREQUENCIES


a.  Frequencies for Allied, NATO and PfP use are listed in supplements to appropriate communications publications and exercise operations orders (OPORDS).  It should be borne in mind, however, that NATO, as an organisation, has no ITU allocated frequencies, and all frequencies used by NATO forces belong to NATO nations.



b.  Radio frequencies are allocated within geographical areas for specific purposes by international agreement.  It is the responsbility of individual nations to co-ordinate requirements to ensure optimum assignments commensurate with the most economic use of the limited radio frequency spectrum.  Co-ordination of the NATO commands requirements with those of the NATO nations is the responsibility of the Allied Radio Frequency Agency (ARFA).  The assignment of radio frequencies is a function of Command and, hence, control over radio frequency assignments is vested where possible to theatre Commanders in active theatres of operation, and in the appropriate National Departments/Agencies in other areas.  For this reason it is necessary to clear all frequencies required for peace‑time Allied exercises and other use with the appropriate departments/agencies. 



c.  Acquisition and Assignment. Acquisition and assignment of frequencies within NATO are in accordance with the ARFA Policy Handbook. The Major NATO Commanders (MNCs) (SACLANT and SACEUR) are to be advised on all the requirements in their command areas.  For allied peacetime exercises and peacetime operational use, the following limitations will apply:




(1)  Frequencies must be cleared with appropriate national agencies for use during the exercise period.




(2)  In the event that the use of uncoordinated frequencies creates harmful interference to established communication services, immediate adjustment will be necessary.

502.  INTERFERENCE


a.  Interference on any frequency should be reported to the appropriate agency(ies) via the normal chain of command.  It is of great assistance if the source of the interference can be identified.  



b.  Some frequencies are necessarily shared with other users.  Frequencies so assigned must be monitored prior to transmission or tuning to preclude interference with primary users of the frequency.  For example, if circuit "A" is assigned a frequency on a non‑interference basis with circuit "B", circuit "B" has prior claim to the frequency and circuit "A" users must not cause harmful interference to circuit "B" users.



c.  Harmful interference is any emission, radiation or induction which endangers the functioning of a radio‑navigation service or of other safety services, or seriously degrades, obstructs or repeatedly interupts a radio‑communication service operating in accordance with international regulations. 



d.  Within the congested portions of the frequency spectrum, interference is to be expected and must often be tolerated.  Assignments of replacement frequencies should be considered when other efforts at interference reduction are impracticable.

SECTION II - FREQUENCY PLANS
503.  FREQUENCY ANNEXES

When a supplementary communication plan is required in support of a specific operation, it is also normally necessary to provide a detailed frequency Annex.

504.  FREQUENCY TOLERANCE


a.  Frequency tolerance is the maximum permissible departure from the center frequency of the frequency band occupied by an emission to the assigned frequency or, by the characteristic frequency of an emission from the reference frequency.  The frequency tolerance is expressed as parts per million or in hertz.



b.  The frequency tolerances established by International agreement vary according to the assigned frequency, the type and power of the transmitting station (i.e., fixed stations, mobile stations and aircraft stations).



c.  Internationally established tolerances are the minimum requirement and shall be rigidly adhered to.

505.  FREQUENCY COMPATIBILITY


a.  A major problem of Frequency Management is to ensure that communications electronic devices will operate in their intended operational environment at design levels of performance without degradation due to unintentional harmful radio frequency interference.



b.  A random selection of channel frequencies without consideration of system and equipment characteristics is almost certain to result in unacceptable interference on a number of channels.



c.  Families of frequencies, i.e., groups of non‑interfering frequencies assigned to specific site locations, have been developed in the UHF range with 25 kHz channel spacings.  The number of usable channels at one site location is limited to the required channel separation.  A usable channel is defined as one which is free of interference.



d.  Any frequency within a family of frequencies may be used simultaneously with any other frequency provided that proper channel spacing is observed. Families of frequencies are tabulated in appropriate documents.



e.  Adjacent channel interference is affected by receiver crossmodulation. This has been the characteristic which determines co‑channel spacing and, therefore, determines the maximum number of channels which can be assigned in the frequency band.

506.  INTERFERENCE WITHIN ANTENNA SYSTEMS

The configuration of antenna systems in ships can cause mutual interference which can effect optimum communication planning.  Such interference can arise if transmitting frequencies are selected without regard to proper or adequate separation.  While careful antenna design and installation can minimize such adverse effects, these precautions may not eliminate them altogether.  The design features of installed antennas must be considered in formulating communication plans.

507.  ANTENNA MULTI‑COUPLERS

When multi‑couplers are applied to reduce the number of antennas in a system by permitting the use of several equipments simultaneously on one antenna frequency spacing requirements between individual equipments will usually be greater than that required when separate antennas are used.  This must be borne in mind when preparing communication plans.

SECTION III - DEFINITION OF TERMS
508.  FREQUENCY NOMENCLATURE

The radio spectrum is sub‑divided into nine frequency bands, which are designated by progressive whole numbers in accordance with the following table.  Frequencies should normally be expressed in kilohertz (kHz) up to and including 30,000 kHz, in megahertz (MHz) thereafter up to and including 999.999 MHz and in gigahertz (GHz) thereafter up to and including 3000 GHz. VHF/UHF frequencies are normally stated down to the third decimal place (e.g. 156.300 MHz/243.000 MHz).

______________________________________________________________________

 Band       

Adjectival     

Frequency Range (lower       

Metric

Number      
Designation    

limit exclusive, upper Subdivision

                           


limit inclusive)

_____________________________________________________________

  4         

VLF             

3 to 30 kHz            


Myriametric Waves

  5          

LF            

30 to 300 kHz           


Kilometric Waves

  6          

MF           

300 to 3000 kHz          

Hectometric Waves

  7          

HF          

3000 to 30,000 kHz        

Decimetric Waves

  8         

VHF            

30 to 300 MHz           


Metric Waves

  9         

UHF       

300 MHz to 3 GHz             

Decimetric Waves

 10         

SHF             

3 to 30 GHz            


Centimetric Waves

 11         

EHF            

30 to 300 GHz           


Millimetric Waves

 12                       


300 to 3000 GHz 
 

Decimillimetric (or 3 THz) Waves

Note:
The NATO UHF Band is defined as being the 225 to 400 MHz band 
only.

509.
Spare

510.
Spare

SECTION IV - VHF BAND

511.
THE VHF BAND


The VHF band 108.000 - 225.000 MHz is divided into several sub-bands in accordance with ITU allocations to radio services.  These are for shared civil and military use.  In particular:



a. The sub-band 108.000 - 136.000 MHz is for world-wide aviation services; specifically 108.000 - 117.975 MHz for Aeronautical Radio-Navigation, 117.975 - 136.000 Mhz for Aeronautical Mobile.



b. From 136.000 to 156.000 MHz, the military have exclusive Aeronautical Mobile allocations.  There are also civil military shared Land Mobile allocations.  The military frequency management is dependent on national provisions in compliance with the specifications and limitations stipulated in the NATO Joint Frequency Agreement (NJFA).



c. From 156.000 to 174.000 MHz, allocations to mobile services are generally for exclusive civil use.  However, based on national agreements, the military use channels of Appendix 18 to the ITU Radio Regulations for communications with their vessels and with merchant ships.



d. In most countries, the sub-band 174.000 to 225.000 MHz is under civil management for exclusive television broadcasting and land mobile services.
512.
VHF DISTRESS OR EMERGENCY



a. NATO military aircraft traditionally operate in the UHF band, however, VHF channels are required for communications between aircraft equipped with VHF only and with military airfields during search and rescue operations.  Four frequencies are therefore available for combined use in case of distress, emergency, or for communications with Air Traffic Services when no other channels are available.  These are:


121.500 MHz - International Aeronautical emergency frequency


122.100 MHz - NATO combined for control tower


123.100 MHz - International aeronautical auxiliary frequency


123.300 MHz - NATO combined for GCA Talkdown/Final



b. 
International regulations concerning the use and protection of international distress frequencies are found in articles 37 and 38 of the ITU Radio Regulations.

513.
VHF INTERNATIONAL MARITIME MOBILE (IMM) BAND

a. Military and civil users share the maritime radio telephony channels on the 156.000 - 174.000 MHz sub-band.  Maritime radio telephone channels in the 156.000 - 162.050 MHz sub-band are internationally allotted under provisions of Appendix 18 to the ITU Radio Regulations.  NATO navies use these channels for their port operations and for communications with merchant ships.  In this band, 156.800 MHz (Channel 16), is the International Distress, Safety and Calling Frequency.


b. The following frequencies are taken from ITU Radio Regulations as those most likely to be held by merchant ships.  The International Distress, Safety and Calling frequency (Channel 16) is most likely held by all merchant ships but should not be used as a working frequency.  The frequency 156.300 MHz (Channel 6) may be used for communications between ship stations and aircraft stations engaged in coordinated Search And Rescue (SAR) operations.


Channel

Frequency


    6

156.300 MHz


    8

156.400 MHz


   13

156.650 MHz


   16

156.800 MHz


SECTION V - UHF BAND

514.
THE ‘N’ SERIES


a. Currently, there are 400 frequencies in the UHF band allocated for naval use.  These are divided into 2 series of frequencies (N1 and N2) which are each protected from 2 signal 3rd order co-site intermodulation. Of the 400 frequencies, 141 are shared with the radio relay allotment while 259 frequencies are for exclusive naval use (i.e. they do not share with the radio relay allotment and are not used by ARFA for air/ground/air and air/air assignments). To avoid interference in the NATO European area, frequencies shared with radio relay must not be used by naval fixed wing aircraft within 150 nm of an allied national coastline in the NATO European waters.


b. Within the N-Series are certain frequencies allocated for wideband operation.  These channels are the only N-Series frequencies authorized for wideband operation.


c. All N-Series frequencies have been allocated as common user frequencies for national and NATO navies use and are authorised for use in support of naval operations by the responsible NATO or national commander wherever NATO or national navies are required to operate in the NATO European area.

CHAPTER 6
SHIP-SHORE AND SHORE-SHIP

SECTION I - BASIC SHIP-SHORE PRINCIPLES
601.  BASIC PRINCIPLES


a.  The ship‑shore organization for Allied and NATO naval forces consists of those naval shore radio stations of Allied and NATO member nations, made available for the use of naval forces under the operational command of the Allied naval commanders. These stations are components of national shore communications systems, which are interconnected by strategically located transfer circuits in such a manner as to facilitate rapid and efficient interchange of traffic in support of combined Allied naval operations.



b.  The naval shore radio stations referred to herein are available to warships under the operational command of Allied naval commanders during peacetime conditions.



c.  Whenever Allied or NATO exercises are not in progress, the naval radio stations of any nation listed are available to warships of another Allied or NATO nation on a quid pro quo basis.  A nation using the naval radio station of another nation must ensure that messages forwarded through these stations will include adequate transmission instructions.  In no case will routing be employed which will incur commercial charges at any stage over the facilities of another nation.  This provision is not applicable to distress or other types of emergency messages where rapid delivery is the primary consideration, which are handled in accordance with ITU regulations.



d.  These facilities are also available to merchant ships of member nations when under operational command of Allied or NATO naval commanders during combined Allied/NATO exercises.  The use of the stations by merchant ships shall be only when and as directed by such Commanders.  In normal peacetime non-exercise situations, merchant ships of Allied/NATO member nations will use commercial facilities for their ship‑shore communications or as otherwise directed by national authority.



e.  PfP nations may use the Allied/NATO ship-shore system providing they are operating with Allied or NATO forces and that they are fitted with suitable, interoperable equipment.  NATO procedures and doctrine must be used. This will normally be in the non-secure mode unless a NATO liaison team and NATO equipment, including cryptographic equipment, is temporarily embarked in the PfP ships.  NATO standards, procedures and doctrine must be used on these services.  However, to ease the burden on ship-shore systems when operating within, or as part of a large force, one or more ships will normally be tasked as ship-shore guards.  All messages with addressees external of the force should therefore be passed via the ship-shore guard.

602.   CATEGORIES OF NAVAL SHIP‑SHORE RADIO STATIONS


a.  Primary ship‑shore stations are those which guard any or all of a world‑wide ship‑shore frequency series.  There may be more than one world‑wide ship‑shore frequency series, and the watch kept by those stations may be changed from time to time to suit particular operations both as to the number of components kept and from one series to another.  These primary stations normally have direct access to a Fleet/Ship Broadcast.



b.  Secondary ship‑shore stations use frequencies other than those of the world‑wide series, and are designed to provide communication with naval ships to an approximate distance of 500 miles. Whenever practicable, secondary ship‑shore stations will be used in preference to primary stations in order to permit the most efficient use of the longer range primary stations.



c.  Local ship‑shore stations are those stations equipped with low‑powered transmitters, usually operated on low or medium frequencies (and, on occasion, on VHF or UHF frequencies) and which provide communications with naval ships in and around ports, established harbours or exercise areas generally up to a distance of about 50 miles.



d.  Ship‑shore stations are listed in national publications and supplements to ACP 176 series.  However, because of cryptographic limitations, PfP navies will be restricted to non-secure allied/NATO ship-shore facilities.  These will be listed in operation or exercise orders.

603.  METHODS AND PROCEDURES


a.  In peacetime when combined Allied exercises are not in progress and the warships of one nation use the ship‑shore facilities of another nation, the method of working to be used will be that normally employed by the nation furnishing the shore facilities.



b.  The above will also normally apply in small peace-time combined Allied exercises, but Supreme Commanders may coordinate planning directly with the appropriate national Naval Ministry regarding the method of ship‑shore working to be used.



c.  For ship‑shore purposes the following definitions are given.




(1)  MORSE/CW ‑ Any method of telegraph operation in which the signals are formed in accordance with the morse code.




(2)  RATT ‑ The system of communication by tele-printer over radio circuits.




(3)  DUPLEX (or FULL DUPLEX) ‑ Communication between two points in both directions simultaneously.




(4)  SIMPLEX ‑ Communication between two points in both directions, but not simultaneously, using a single frequency.




(5)  HALF DUPLEX ‑ Operating method using a circuit designed for duplex operation, but which, on account of the terminal equipment, can be operated alternately only.



d.  Three primary ship‑shore methods are as follows:




(1)  SIMPLEX ‑ Ships call and are answered by the shore station on the same frequency.  When calling, ships should request type of circuit required (MORSE/CW, RATT, SIMPLEX, DUPLEX, etc.).  The shore answering station, which may not necessarily be the station called, will establish the working circuit arrangements.




(2)  HALF DUPLEX Method ‑ The ships call and work on one frequency (taken from those available in the working bands) and the shore station operates on a separate answering frequency.




(3)  CROSSBAND Method ‑ The ships call the shore station on a calling frequency in the calling band and shift to a working frequency in the working band for passing traffic.  The shore station remains throughout on a separate answering frequency.


SECTION II - MORSE/CW SHIP-SHORE
604.  CROSSBAND METHOD


a.  General.  The Crossband method is world‑wide, with participating radio stations keeping watch over some or all of the common ship calling frequencies.  This organization is available to warships and merchant ships.



b.  Procedure.  A ship having a message to transmit calls on the appropriate calling frequency.  The shore station answers on the designated answering frequency.  The ship is then directed to change to the corresponding working frequency to pass traffic.



c.  Participating Stations.  The frequency organization and guard kept by stations using Crossband procedure together with other details of calling, answering, and working frequencies are contained in commercially available publications/instructions.

605.
SIMPLEX METHOD

General calling, answering and working is conducted on the same frequency.

606.  TWO‑FREQUENCY HALF DUPLEX METHOD, GENERAL

Calling and Working is carried out on one frequency and the shore station answers on a second frequency.  This method is sometime called two‑frequency simplex.

SECTION III - SHORE-SHIP

607. 
BROADCASTS

Shore to ship communications are required to enable messages from shore to be passed rapidly to ships.  The primary means of communicating rapidly with ships at sea is by the broadcast method.  However, the majority of these broadcasts are fully secured using Allied or NATO cryptography, and will therefore not be available to PfP navies.  Special non-secure broadcasts are not normally available but may be authorised, from time to time, for specific NATO/PfP operations or exercises.  Details of these will be listed in the appropriate operation or exercise orders.

CHAPTER 7
TACTICAL COMMUNICATIONS FOR A NAVAL FORCE
701.  INTRODUCTION

This chapter is a guide to the preparation and interpretation of tactical communication plans for a naval force at sea, and aircraft supporting that force. 

702.  MISSION


In the absence of other instructions, ships must be prepared to assume appropriate communications on joining the organization to which they are assigned.  Fleet and force Commanders may alter effective communications plans but are responsible for passing the amendments to ships joining the organization upon their arrival.  Delegation of tactical command automatically delegates control of tactical communications.

703.  RESPONSIBILITY FOR COMMUNICATION PLAN

The task organization commander is responsible for providing a basic communication plan which will be adequate for the performance of his mission.  The communication plan must fit within the framework of, and comply with, directives of the appropriate theatre or other superior communication plans.

704.  PREPARATION OF THE PLAN


a.  Efficient use of equipment and personnel.  Any COMPLAN must aim at the most economical and efficient use of available equipment and manpower.  The precise plans for force communication manpower and equipment must be established.



b.  Operational requirement.  Careful consideration must be given in communication plans or orders to keep radio communication nets to a minimum consistent with operational requirements.  This is best accomplished by prescribing in the plan or instruction that each radio communication net meet multiple requirements.



c.  List of radio nets - Check-off list.  In preparing a list of radio nets to be established in an organization, the following items need to be considered:




(1)  Radio communications with shore authorities, with other forces and with ships and aircraft not operational components of the task force. 




(2)  Radio communications from the force commander to ships and aircraft under his command, and from these ships and aircraft to the force commander.




(3)  Common radio communications between units of the force for dissemination of information.  This includes PfP and other non-NATO cooperating units.




(4)  Radio communications with the long range maritime patrol aircraft operating in direct support of, or in the same area as, the force.



d.  Flexibility



(1)  In addition to the general considerations governing the preparation of any communication plan, the plan must be flexible to allow for maintenance of communications during all contingencies including the division of the force, or the inclusion of other forces.




(2)  Flexibility may be provided by the activation of standby nets when needed, and closing down nets when no longer required.

705.  INSTRUCTIONS FOR SHIPS AND AIRCRAFT MAKING CONTACT AT SEA
      (SCENE OF ACTION)


a.  In the absence of special instructions, ships and/or aircraft meeting unexpectedly shall use the prescribed initial contact and/or scene of action frequency for establishing communications.  By day, in average visibility, visual communications should be used for establishing communications with ships, (but see paras 211 and 804).



b.  Initial contact channels are established as follows:




(1)  Scene of Action Tactical  




     279.400 MHz, 2745.4 (2744)kHz




     3851.4 (3850)kHz (Atlantic area only) or as prescribed by the area Commander




(2)  Combined Scene of Search and Rescue



     3024.4(3023)kHz, 123.100 MHz,




     156.300 MHz(Chan 6), 5681.4(5680)kHz,




     156.800 MHz(Chan 16), 282.800 MHz




(3)  Joining a Convoy Escort Group


     

390.400 MHz  2411.4(2410)kHz



(4)  Unplanned meetings between ships and Maritime Patrol Aircraft 



     See paragragh 814.



c.  When individual ships or aircraft are expected to join or operate in the vicinity of other forces, guardships should be detailed to cover the initial contact channels.



d.  Use of the initial contact and scene of action fre-quencies is purely for the purpose of establishing initial radio communication and determining a command radio plan and frequencies must be changed as quickly as possible.

706.  MANNING PRIORITY OF TACTICAL UHF NETS

Ship commanders require a clear directive of the UHF nets to be manned in any situation.  This directive is to take into account the 

need to cater for unserviceability, radio hazards (RADHAZ) and the amount of equipment fitted in individual ships.  The OTC is, therefore, to include in his communications orders, some guidance on the priority with which he wishes UHF nets to be manned under various circumstances.

707.  FREQUENCY PLANS

Frequency plans are promulgated as annexes to the COMPLAN.  These are often necessary to prevent Electro-Magnetic Interference (EMI) betweeen ships and aircraft within a force, or, when operating in close proximity, when several ships or aircraft may be emitting on the same or similar frequencies.  A frequency plan is to include all known emitters, including radars, tacan and IFF. 

CHAPTER 8
GROUND - AIR, AIR-AIR AND SHIP-AIR COMMUNICATIONS
SECTION I - GENERAL

801.  REQUIREMENTS


a.  In order for an aircraft to effectively accomplish its assigned task, it shall normally require communications arrangements which are flexible, limited in number, and adequate for proper coordination with other commands.  These requirements shall normally be met by providing circuits between aircraft, shore stations and the aircraft, and surface units and the aircraft.  The limited facilities in the aircraft may, by necessity, require the combining of several net functions.



b.  Communications between aircraft and aircraft, between ground stations and aircraft, and, between ships and aircraft are normally achieved using voice communications or data link.  However, Maritime Patrol Aircraft (MPA) are also capable of RATT communications.



c.  Reliable communications between ship or shore stations and aircraft are required to enable messages to be passed rapidly.  To extend the range of communications, airborne relay may be employed.



d.  Ships must remember that aircraft cannot always reply to messages promptly and in most cases have difficulty in recording even the shortest messages.  Message traffic with aircraft must be kept to the absolute minimum and useless chatter eliminated.  Communications with aircraft flying at high speed (supersonic) are particularly difficult and this should be kept in mind by operators when in voice contact with aircraft.

802.  DISTRESS


Each ship operating with aircraft will normally guard distress frequencies and several other frequencies used by the aircraft.  In a large task force, other ships may be detailed as guardships.

803.  BREVITY CODES USED BY AIRCRAFT


a. Brevity Codes.  Brevity code words used by maritime aircraft are contained in EXTAC 1004 annex B.  Brevity codes have no security, but unless otherwise ordered by the air commander may be used for:



(1)  Initial opposing force’s contact and amplifying reports.



(2)  Opposing force’s contact and amplifying reports except after an engagement of the opposing force(s).



(3)  Weather information near to the area of operation.



(4)  Returning to base information when the safety of the aircraft is threatened.


b. Call Signs and Publications used by Aircraft.  Call signs are found in area or national operation orders and in Allied Communication Publications (ACPs).  It must be kept in mind that aircraft do not carry a library of the publications.  They normally hold only pertinent extracts for the particular mission being flown. 

804.  VISUAL COMMUNICATION WITH AIRCRAFT

a.  Facilities still exist for the use of visual signaling with aircraft, although this method of communications should be considered only as a last resort.  It is normally possible to communicate with multi‑seat aircraft by flashing light.  Two‑way communication by this method is not possible with single‑seat aircraft and transmissions to such aircraft must be limited to short, simple signals.


b.  Pyrotechnic signals must be used with great caution by ships and generally limited to functions of an emergency nature.  It must be remembered that carrier based aircraft will not carry a list of these signals.  When aircraft are in the vicinity, ships must keep a sharp lookout for pyrotechnic signals from aircraft.

805.  SUPPORT FOR FORCES ASHORE

The purpose of this paragraph and following sub‑paragraph is to describe additional circuits which might be required when carrier‑based aircraft are providing support for forces ashore.


a.  Types of support.  Most missions in support of forces ashore fall under one of the following categories:



(1)  Reconnaissance.



(2)  Air Space Management.



(3)  Direct support of ground forces.



(4)  Logistic support of ground forces.


b.  In all cases the type of support required is decided by the Joint Operations Centre.

806.  JOINT OPERATIONS CENTRE (JOC)

a.  The coordination and control of aircraft missions in support of forces ashore, except those direct support missions flown by aircraft integral to the landing force, is centralized at the tactical air force/field army level in the JOC or equivalent, where representatives of the army Commander and air Commander are located.  This applies regardless of whether the supporting aircraft are shore‑based or carrier‑based.


b.  The operations centre is responsible for determining the missions required and allocating the aircraft to each.  All requests for assistance from the army command are received and dealt with by the JOC.


c.  Where carriers are cooperating with forces ashore, a direct circuit is provided between the JOC and the Carrier Force Commander.  Whenever possible this circuit should be RATT; if not, then voice should be used.  Regardless of the emission employed, the terminals should be organized to provide two continuously operating channels permitting a full time uninterrupted flow of traffic in each direction.

SECTION II - HELICOPTER COMMUNICATIONS
807.  HELICOPTER MEANS OF COMMUNICATIONS


a.  The conditions inherent in helicopter‑borne operations dictate a reliance upon radio and messenger service for establishing initial communications.  Specifically, the earliest stage of helicopter operation is characterized by a primary dependence upon radio.



b.  Use of aircraft for relay of radio messages is 

especially applicable to helicopter‑borne operations.



c.  Limited visual and sound means are available to provide supplementary communications if necessary.  Lights, panels, smoke, mirrors and pyrotechnic flares are devices which have proved efficient for this purpose.

808.  CONTROL OF THE SHIP TO SHORE OR SHIP TO SHIP MOVEMENT


a.  Control of helicopters during ship to shore movement is the responsibility of the amphibious task force commander, who exercises his responsibility through his Tactical Air Commander (TAC).



b.  Control of helicopters during ship to ship movement is the responsibility of the Carrier Tactical Air Commander (CTAC).

809.  HELICOPTER CONTROL COMMUNICATIONS

In helicopter operations, control is exercised primarily through use of voice radio.  However, the close proximity of the Helicopter Direction Control (HDC) onboard amphibious command ships and helicopter transport group command ships permits maximum use of ship inter‑communications to accomplish much of the coordination required.

810.  COMMUNICATIONS PLANNING


a.  Communication representatives from the Helicopter Transport Group/Unit HDCs, Helicopter‑lifted Units and Air Units involved are included in planning.  In this way it is possible to provide for required facilities and additional equipment, and foresee possible extensions of the operation.



b.  The number of nets needed will vary with the size of the operation and the number of units involved.  Nets required for helicopter control are included in the amphibious task force communications, air communications, and landing force communication plan.  No special helicopter communication plan is published.

SECTION III - COMMUNICATIONS FOR THE CONTROL OF 

MARITIME PATROL AIRCRAFT
811. ORGANISATION

The organisation for the control of Maritime Patrol Aircraft (MPAs) under an Allied Commander will be designed to support either a functional or area command concept and will consist of all or parts of the following:



a.  Functional Command Concept



(1)  Maritime Air Commander (COMARAIR)




(2)  Maritime Air Control Authority (MACA)




(3)  Air Bases




(4)  Maritime Patrol Aircraft



b.  Area Command Concept



(1)  Area Headquarters




(2)  Sub‑Area Headquarters




(3)  Maritime Headquarters (MHQ)




(4)  Mobile Joint Force Headquarters




(5)  Air Bases




(6)  Maritime Patrol Aircraft

812.  CONTROL OF MARITIME PATROL AIRCRAFT

The communications required for the control of MPAs are:




(1)  Point to point communications




(2)  Air/ground/air communications

813. AIR/GROUND/AIR COMMUNICATIONS


a.  A Maritime Patrol Air Reporting and Control Net (ARCN) is required at MHQ/MACAs, and in some cases also at area headquarters to pass ground to air and air to ground traffic pertaining to maritime patrol air operations. 



b.  A Maritime Patrol Short Range Reporting and Control Net (SRCN) is required at air bases when they are designated as controlling authorities for the command and/or control of MPAs.  The SRCN will be used to pass ground to air and air to ground traffic pertaining to MPAs assigned to short range operations and may be used in Anti‑Fast Patrol Boat Operations.  



c.  Under the Maritime Air Telecommunications Organization (MATELO),  the Air Reporting and Control Net (ARCN) is used as the main radio circuit for the control of maritime patrol aircraft.

814.
UNPLANNED MEETINGS BETWEEN NATO/PfP MPA AND NATO/PfP SHIPS AT SEA 
(COPDRILL).  



a. The following drill has been established to enable communications to be initiated between NATO or PfP Maritime Patrol Aircraft (MPA) and NATO/PfP naval units meeting at sea when no prior arrangements have been made for cooperation.  Subject to satisfactory completion of their primary task, MPAs are encouraged to use this procedure whenever a chance encounter occurs, providing EMCON policy permits (see paragraph 1509).




(1) The MPA is to initiate voice communications on 279.400 MHz or 3851.5 (3850) kHz.  Initially the aircraft should use the callsign “HAWK” to identify himself, and the callsign “TOOL” to identify the unit or units that he is attempting to contact.




(2) On being approached by an MPA, a NATO/PfP vessel should set watch immediately on the frequencies quoted above.  If a delay in setting watch is expected, or watch on these frequencies cannot be set, the aircraft is to be informed by flashing light as follows:

(a) The Prosign “AS” to indicate the ship will call on 279.400 MHz as soon as possible.  A figure suffix may also be used (e.g. AS3 - meaning wait 3 minutes) to indicate the expected delay in minutes.

(b) The word “NOCOP” meaning “I am unable to communicate with you”.  NOCOP is only to be signaled when all available UHF/HF equipment is already in use.




(3) After initial communications have been established, international or military callsigns (see paragraphs 203 -205) are to be used and, subject to appropriate security considerations, information regarding requirements or intentions may be exchanged on the UHF frequency only. 




(4)  Aircraft and ships are to take every advantage to exercise COPDRILL procedures when situations allow.  




(5)   Watch on radio communications is to be closed down when requested by the MPA.  A record of COPDRILLS carried out is to be made in the aircraft log, and an appropriate report made to the controlling MHQ.

815.
MPA LIMITATIONS.  


a. Maritime Patrol Aircraft (MPA) are typically fitted as follows:

Equipment

Operation/Freq Range

Tuning Increments
2 HF Transceivers
RATT/Voice 2-30 MHz

0.1 kHz

2 UHF Transceivers
RATT/Voice 225-400 MHz
0.25 MHz

1 LF Receiver
RATT 60 - 160 kHz 


2 Teleprinters


b. Some MPAs are unable to dial fractions of 1 kHz on their HF radio equipment.  Therefore, all carrier (Window) frequencies must be expressed in 1 kHz increments.  Forces cooperating with these MPAs must take this equipment limitation into account during operational planning. 


c. The HF equipment limitation listed above applies particularly to MPAs from France, Germany, Greece, Norway, Spain, Turkey and Italy.

816.  COMMUNICATION WITH SHIPS


a.  When maritime patrol aircraft are assigned to co-operate with ships, the ships will be informed.  When the aircraft is detached the Officer in Tactical Command (OTC) is to ensure that guard is maintained on the appropriate HF frequency assigned for this mission until it is determined that the aircraft has arrived at base, or he is informed that control of the aircraft has been taken over by an MHQ/MACA.



b.  At the discretion of the aircraft commander, MPAs may relay operational traffic from ships via the ARCN.



c.  At the discretion of the ship or OTC a ship may relay aircraft traffic to shore via normal ship‑shore circuits.

817.
FREQUENCIES


a.  Allocation. An assignment of appropriate MATELO frequencies and their designators may be obtained on request from the relevant NATO Commander.

b. Frequency Prediction.  The Area Commander is responsible for providing a frequency prediction service to MATELO units in the area concerned.

CHAPTER 9
SUBMARINE COMMUNICATIONS
SECTION I - COMMAND AND CONTROL
901.  INTRODUCTION

The characteristics of submarines and their operational employment require unique communication organisations.

902.  DEFINITIONS


a.  Submarine Operating Authority (SUBOPAUTH) - The Commander who has operational control of submarines, promulgates SUBNOTES and is responsible for action to avoid mutual interference which is recognised by the Submarine Movements Advisory Authority (SMAA).



b.  Submarine Movements Advisory Authority (SMAA) - The authority who is responsible for monitoring submarine movements, Variable Depth Sonar (VDS) ship movements and other operations which may have influence on submarine movements and safety and for informing the relevant SUBOPAUTH of possible mutual interference.



c. Submarine Broadcast System Coordinator (SBSC) - Responsible for the coordination of all NATO OWNED, NATO SHARED and nationally assigned submarine broadcast services and facilities.  The SBSC shall work in conjunction with the Area Broadcast Coordination Authorities (BCOA) to ensure satisfactory utilization of available assets to meet NATO submarine command and control operational requirements.



d.  Broadcast Coordinating Authority (BCOA) - Controls the allocation of broadcasts channels.



e.  Broadcast Control Authority (BCA) - Controls the content of broadcast channels and schedules allocated by the BCOA.  Under normal operating conditions the SUBOPAUTH will assume responsibilities as the BCA.



f.  Broadcast Control Station (BCS) - Introduces broadcast keystreams directly on the broadcast and monitors them off-the-air.  The BCS is normally an integral part of the SUBOPAUTH's organisation.

SECTION II - SAFETY AND EXERCISE COMMUNICATIONS

903.  COMCHECK


a.  A SUBOPAUTH requiring urgent communications with a particular submarine will originate an Immediate signal addressed to the Area Commanders, the relevant SUBOPAUTH and other addressees as required.  This procedure is known as the COMCHECK procedure.



b.  The COMCHECK procedure is specified in ATP 10 and ATP 57 and is to be restricted to those occasions when the safety of a submarine is in doubt or the SUBOPAUTH has an urgent requirement to communicate with a submarine.  COMCHECK procedure is never to be exercised.

c.  The text of the message must contain the following:  


The word COMCHECK, the name of the submarine and phoneticized international callsign.



E.G. COMCHECK CRABFISH NOVEMBER BRAVO NOVEMBER ALFA.



(in which COMCHECK means..."Communication is urgently

 

required with submarine ...(name), callsign.... inform me

 

immediately if submarine is heard.)



d.  The signal should be unclassified unless the SUBOPAUTH particularly, wishes to avoid unnecessary publicity.



e.  Broadcast Control Stations addressed are to place the Comcheck signal on both ship and submarine broadcasts and other naval communications nets under their control.



f.  On receiving a COMCHECK signal, ships and Broadcast Control Stations are, if practicable, to listen for submarines on all frequencies as ordered in the exercise/operation communications tasking signal plus the following designated safety circuits:




1. VHF (IMM) Channel 16




2. (2182) kHz




3. 8365 (8364) kHz




4. 243.000 MHz

Then in accordance with the PfP SAR/Distress complan.



g.  The SUBOPAUTH is to inform addressees of the COMCHECK signal when contact with the submarine has been achieved.  The procedure for this is by Immediate signal in the following form:




Cancel - COMCHECK - name of submarine




E.G. CANCEL COMCHECK CRABFISH



h.  If no response to a COMCHECK is received within a certain specified time scale or, if a submarine accident is deemed to have occurred, further emergency procedures will be initiated by the SUBOPAUTH in accordance with ATP 10 and ATP 57.

SECTION III - BROADCASTS

904.  INTRODUCTION
a. The main characteristic of submarine operations is remaining covert.

 For this reason submarines are normally provided with a dedicated broadcast which can be received without exposing an antenna above the surface of the sea. 


b.   To employ operational submarines effectively, the secure exchange of command and control information between the Submarine Operating Authority (SUBOPAUTH) and submarines at sea must be capable of providing optimum efficiency, flexibility and survivability according to the individual subopauths current requirements.


c.   NATO submarines normally copy an encrypted NATO VLF MSK radio automatic teletype broadcast. These broadcasts  primarily utilise the VLF component of the electromagnetic spectrum due to its coverage and underwater penetration characteristics.  Notwithstanding this,  LF or even HF can be utilised if required.  However, due to initial equipment availability for partner submarines, the use of PC – PC file transfer broadcast method may be ordered  as an interim procedure, pending the full procurement of the necessary VLF MSK receivers and associated equipment. PC – PC file transfer procedures for use by a surfaced and dived submarine are still in the embryonic stages and unfortunately due to the nature of the data transfer medium, immediately negate the submarines ability to remain in a covert posture.


d.   Submarine broadcasts are not constant and specific times of schedules are determined by the Submarine Operating Authority (SUBOPAUTH) and will depend on the submarine’s current mission and/or role.

            e.    The SUBOPAUTH will specify in the Submarines Subnote message; time of Broadcast chop/setting watch, Broadcast to be copied including the Broadcast schedule and any other remarks that may be applicable to the broadcast allocated.  

SECTION IV - PC-PC FILE TRANSFER (PC Net)

SUBMARINE BROADCAST METHOD

GENERAL

905.  PC Net
a.  In the event that PC Net is ordered for use by a Partner submarine, it will

normally be conducted within the HF band. However, when all ships/aircraft are suitably fitted, PC-PC communications could alternatively be conducted on VHF, UHF, and SATCOM.

       b.  Individual ship equipment must include as a minimum, a 80486 processor with

8 MB's of memory, a single Dynacom communications packet and specially developed man - machine interface, (compatible with Microsoft Windows 3.x or Windows 95), for HF PC - PC file transfer.  This equipment must be capable of being connected to a HF transceiver capable of single sideband (SSB) modulation. The assigned frequency (fa) is always to be offset by 1.8 kHz when using STANAG 4285, and as determined by the modem setting for STANAG 4259.  STANAG 4259 will be used only when no 3 kHz bandwidth is available.  The technical parameters for the HF serial tone modems to be used with PC Net are detailed in PCP-1 (A) (change one) paragraph 223b.  

        c.  PC Net data rate for submarine communications can be 75, 150, 300, 600, 1200 or 2400 BPS with some error detection and correction (EDAC) coding. Generally communications on the HF net will require some EDAC coding, especially when used at ranges beyond the ground wave.  More coding will mean less data "over the air", but will increase the chances of data being received correctly on the first transmission. 

         d.  NET CONTROLLERS should also be aware of the inherent problems with submarine tactical communications (mast wash-over, low position of communications masts when at periscope depth, inability to transmit and receive at the same time), and therefore should consider using a lower data rate when transmitting to the submarine. This will result in less data loss/corruption when communications problems are experienced, reducing the need for re-transmission requests and therefore less time at periscope depth for the submarine. 

e. Automatic Request for Repeat, (ARQ).  ARQ provides the facility to

automatically obtain repeats of missed or corrupted data before it is passed to the end user. When used therefore, ARQ provides virtually error free data at the receive end, regardless of the medium conditions. It should be noted however, that in conditions of heavy interference, the ARQ process would progressively reduce the data throughput as conditions deteriorate, possibly to the point where transfer of data becomes impossible. NET CONTROLLERS should therefore be aware of ARQ limitations and it is at their discretion whether it is used.  Several types or standards of ARQ are available and it is essential that, when used, all participants utilize the same standard. This should be in accordance with the NATO standard ARQ known as the NC3A ARQ Protocol for HF PC-PC file transfer.

STANDARD OPERATING PROCEDURES

906.  PC Net SUBMARINE BROADCAST BASIC PRINCIPLES
a.  The circuit will be conducted using similar principles to that of a NATO VLF/LF submarine broadcast. 

b. The PC Net submarine broadcast will be split into four one hour schedules.

Each schedule will be transmitted six time during a twenty four hour period.

A submarine will be allocated a specific schedule in there Subnote or communications tasking message. Messages for the submarine will be transmitted at the times detailed below respective to the allocated broadcast schedule:

SCHEDULE

TIME OF TRANSMISSION

ALFA


0000Z/0400Z/0800Z/1200Z/1600Z/2000Z

BRAVO

0100Z/0500Z/0900Z/1300Z/1700Z/2100Z

CHARLIE

0200Z/0600Z/1000Z/1400Z/1800Z/2200Z

DELTA

0300Z/0700Z/1100Z/1500Z/1900Z/2300Z

c.  All messages will receive 12 hours coverage on the PC Net submarine broadcast; therefore submarines are to ensure that they access the broadcast at least once every 12-hour period from time of last access.

d.  Submarines will be allocated a specific PC Net broadcast schedule in its relevant exercise operations order (EXOPORD) or SUBNOTE.

907. NET CONTROLLER
a.  The PC Net controller is responsible for the co-ordination, control and conduct of operations on the net.  This can be any HF capable NATO shore communications station with a secure communications link to the Submarine operating authority (SUBOPAUTH) of the submarine.  Or alternatively a surface unit allocated by the relevant Commander Task Group (CTG).

b.  The NET CONTROLLER is to ensure that the optimum parameters for conducting PC Net communications are given the prevailing conditions and that the conduct of operations on the net are in accordance with the following instructions.

 908. ORDERING THE CIRCUIT
a.          At minute 00, 15, 30, 45 of the allocated schedule time the NET CONTROLLER will transmit continuously in voice for 5 minutes:

"Callsign this Callsign Set watch PCNet 2K80J2D/75/PFP212A ZBO 2 OO/3 PP"

Meaning - Submarine indicated by callsign Set watch on PSK PCNet with HF Transceiver dial set to 3022.7 kHz which is frequency assigned (fa) 3024.5 kHz with a 1.8 kHz offset. Modem set to STANAG 4285 with a data rate of 75 BPS, there are 2 immediate/3 priority precedence signals on this schedule.   or

"Set watch PCNet 1K24J2D/75/PFP212A ZBO 2 OO/3 PP"

Meaning - Same as above but with modem set to STANAG 4529

b.
Submarine will then answer in voice:

Callsign this is Callsign Quebeck Romeo Victor (QRV)

Meaning - I am ready to receive my schedule.

c.
  NET CONTROLLER/Submarine will then make relevant equipment changes to communicate PC to PC, when completed a short test message will be sent by both parties to evaluate comms link.  When the PC to PC link has been proved the NET CONTROLLER will carry on and transmit the submarine's schedule.  Messages will be sent in precedence order and will bear a sequential serial number.

d.          On completion of the schedule the submarine will receipt for all signals

received using ZID procedure.  By answering:

C/S DE C/S ZID 011

Meaning - I have received up to and including message serial number 011

e.           The submarine will then send any messages it has to the NET

CONTROLLER, which will be receipted for by the net controller using DTG details.  By answering:

C/S DE C/S QSL YOUR 191919Z MAY 98

Meaning - I have received your message with the DTG of 191919Z MAY 98

f. During periods of no traffic the Net Controller will transmit at minute 00, 15, 30

and 45 of the allocated schedule time in voice:

C/S ZBO NIL

Meaning - I have no message traffic for the submarine indicated by the callsign.

g. Signals deemed to be of high importance (including distress messages) which are

received outside a submarines allocated schedule will be sent as Out of routine (OOR) using the following procedure.

NET CONTROLLER transmits in voice continuously for 5 minutes:

C/S ZUJ ZIA 00 Set watch PCNet 2K80J2D/75/PFP212A

Meaning - I have an out of routine immediate message for the submarine indicated by the callsign, set watch on PSK PCNet with HF transceiver dial set to 3022.7 khz which is fa 3024.5 khz with a 1.8 khz offset.  Modem set to STANAG 4529 and data rate set to 75 BPS.

h. If the submarine is guarding the voice co-ordination net at the time of the OOR

call it is to contact the NET CONTROLLER in accordance with instructions contained in paragraphs a. - e.

i. If the NET CONTROLLER receives no call from the submarine after the 5

minute period they are to include the message on the next PCNet submarine broadcast schedule. 

909. COMPOSITION OF MESSAGES
a.  NATO forces use ACP 127 format for message construction within NATO. This is not necessary for messages between NATO and PfP forces. However, all messages must bear a precedence an originator, an action address and information addressees, when appropriate. NET CONTROLLER will normally receive messages in ACP 127 format for onward relay.

b.  All messages received by the NET CONTROLLER for transmission on the schedule will be allocated a sequential serial number, which will be annotated on the transmitted copy of the message.  Submarines receipting for their schedule are to use these numbers in their ZID report.

c.  To keep the amount of data to a minimum for transfer over HF, messages should be prepared using the FutureSoft package, which contains a simple message preparation field.  Graphic images will not be transmitted on PCNet for submarines.

d.  NET CONTROLLERS receiving messages in non-NATO format for relay beyond PCNet must take whatever steps are necessary to convert the message to ACP 127 format.

e.  Messages prepared for transmission on PCNet for PfP addressees must not contain NATO acronyms or jargon except where these have been explained or spelled out within the message.

910. CIRCUIT SECURITY
a. Until appropriate security devices for NATO-PfP communications have
 been identified by Sub Committee four, PC Net will remain a non-secure net.

 This means that no classified material of any type can be transmitted except in exceptional circumstances where speed over-rides security, details of which can be found in ACP 121(F).

b.  NET CONTROLLERS are to ensure when preparing messages for transmission on a PC Net schedule that all addressees are amended to read daily changing callsigns, and that there is no linkage of addressee to callsign in the text of a message.

911. SUMMARY

This SOP is provided for the guidance of NAT0 and PfP submarine communication staff, and does not over-ride common sense where circumstances dictate. As maritime forces gain experience with PC Net, there will probably be a need to amend this document.  In any case, suggested changes should be forwarded through national CIS representatives to Sec PfP Maritime CIS Requirements working group.
SECTION V - NATO VLF MSK

SUBMARINE BROADCAST METHOD
912.  BROADCAST  ROUTINES


a.     Routines are periods of broadcast time, they normally last one hour and consist of a 10 minute admin slot with the remainder being taken up with traffic repeated as often as possible within the allotted time.


b.     Special routines may also be allocated as required by the Broadcast Control Station (BCS), details of which will be provided by the relevant BCS.

913.  OUT OF ROUTINE (OOR) 


Signals deemed to be of high importance (including distress messages) which are received once a submarine broadcast routine has commenced,  or outside a submarines allocated schedule,  are sent as Out of Routine (OOR). The OOR message is transmitted twice on the broadcast and interrupts normal traffic. Once it has received its two OOR runs the message is logged and given a broadcast number and then run on the broadcast as normal traffic. There is no guarantee that a submarine will receive an OOR message.

914.  REPORTING SETTING AND CEASING WATCH


a. The requirements for setting and ceasing watch signals are to be included in individual signals stating the operating period and movement of the submarine.

 
b. A submarine is to report the first number received on his relevant broadcast using the operating signal ZIP ( Have set continuous watch on broadcast indicated. First number received is...) in the following format:


ZIP X31E ONE TWO FOUR

Meaning :- I have set watch on broadcast X31E, the first number I received was 124.


c. A submarine is to report the last  number received on his relevant broadcast when he moves to another broadcast or shuts down when alongside. This ceasing watch message uses the operating signal ZIQ (Have ceased watch on broadcast, last number received...) in the following format:


ZIQ X31E ONE TWO SIX

Meaning :- I have ceased  watch on broadcast X31E, the last number  I received was  126.

c. The authority providing the broadcast (SUBOPAUTH) will check his records and ensure all relevant signal traffic is forwarded to the submarine.

 915. VETTING AND SCREENING

a. All broadcast traffic for a submarine is to be forwarded to the Submarine Operating Authority (SUBOPAUTH) who will vett and screen it to ensure that only relevant information is passed to the submarine whilst at sea.


b. Any traffic not forwarded to the submarine will be passed by other means to the submarine’s next port of call (BASEGRAM) or if time expired destroyed (VETT OFF). A vetting advice message will be transmitted by the SUBOPAUTH daily to inform originators of messages addressed to submarines those messages which have been vetted off or basegrammed and not forwarded to the submarine.

916. REPORTING LAST NUMBER RECEIVED


a. On each occasion of breaking radio silence, it is mandatory for submarines to report the last broadcast serial number received to the subopauth using the operating signal ZID (Station serial number of last message received from you is...).  On receipt of a ZID the SUBOPAUTH will remove the signals prior to this number from the broadcast, thereby ensuring that the traffic loading is kept to a minimum.


eg:  ZID X31E THREE FOUR FIVE


Meaning : I have received all signals up to and including number 345.

917. VITAL MESSAGES

a. A Vital message is a message of which the reception must be assured for operational reasons. Vital messages are those which include the withdrawal of submarine water areas, a change in Rules of Engagement (ROE) and a change to the submarine broadcast. Other subjects may be deemed to be Vital by the SUBOPAUTH and as such treated accordingly.


b. The following actions will be taken when dealing with vital messages:



1. The word vital will appear on the traffic list each time the broadcast 

number is quoted.



2. The message will normally receive 50 per cent additional 


coverage/runs on the broadcast. 



3. Vital messages will only be used between subopauth and the 


submarine concerned.



4. The subopauth is responsible for indication in the text that a 


particular message deemed Vital.



5. A submarine addressed which has not received a Vital message is to 

inform 
the Subopauth by immediate signal.



6. Vital messages will normally bear consecutive serial numbers which 

will be phoneticised and dated. These messages will start with the 


exercise/operation name on which the submarine is currently employed 

upon. This will appear as the first words of the text.



example:


OPERATION REDTOP/VITAL  ZEROZEROSIXSLANT 



TWOFIVE FEB//



TEXT



7. Vital messages are not amended but are cancelled and a new 


message issued.

918. COMPOSITION  OF ROUTINES


a. The sequence of traffic during each routine will be as follows:



1. Administrative slot. This is not mandatory and is normally 10 


minutes in duration. This slot is normally utilised for traffic such as 

weather, news and intelligence which is deemed to be non-accountable 

(does not have a broadcast serial number).



2. Traffic list (see para 911d)



3. Operational messages in precedence/run order. 



Note: Distress signals will be transmitted OOR on receipt and further 

transmitted at the discretion of the subopauth.


b. The traffic list will be transmitted twice at the start of each routine, thereafter, once only prior to each rerun of traffic. Traffic will be re-run within the routine to occupy the period allocated for that broadcast.


c. In the event that there is no traffic for a routine, a ZBO (I have ... numeral followed by precedence prosign messages for you) Nil traffic list will be transmitted twice at the start of the routine and once thereafter at quarter hour intervals (min 15, 30, and 45). When the ZBO nil traffic list is not being transmitted, an automated transmission will be made every two minutes indicating the broadcast designator and next broadcast serial number to be transmitted.


Example:  NAWS

            
      X31E1D 109


d. The traffic list will be compiled as follows:


1. The traffic list commences with a broadcast designator, format line four 
security instructions, format line five and a full address.


2. The traffic list may be classified.


3. The comments section following the classification can contain all or some 
of the following information:



a. Any relevant communications directives/information which may 

include transmitter configuration and or maintenance information.


4. Broadcast designator and ZBO number of signals to be transmitted.

    The 
ZBO section consists of six unnumbered columns as follows:



a. The broadcast serial number.



b. The precedence prosign/run count/maximum run count.



c. The initial letters of classification.



d. The approximate running time of the message in minutes.



e. the addressee(s).



f. the subject (will also include any vital indication).

           5. The operating signal ZRR is used to indicate traffic that has been sufficiently promulgated (received all allocated runs) but is still effective and of interest to addressees. ZRR will also be used when a message has been removed, prior to receiving all allotted runs, as a result of a ZID from a submarine. The ZRR section consists of three unnumbered columns as follows:


a. The broadcast serial number.


b. The addressee(s)


c. The subject (will also include any vital indication).


6. The operating signal ZFJ is used to indicate traffic that has been prematurely removed from the broadcast either because it has been overtaken by events or it is no longer required or accountable.

example:

X31E

P 061210z Mar 98

FM  COMSUBEASTLANT

TO All Submarines Copying This Broadcast

//

UNCLAS

SIC SVC

UK VLF Station ALFA will be off the air August 1998 for annual maintenance.

ZBO THREE

310 O/1/3  U (6) HNLMS ZWAARDVIS - Exercise Open Gate 004

305 P/3/3  U (1) ORP WILK - Port visit to London

307 P/1/3  U (2) FGS U11 - Manpower

ZRR TWO

302 HNLMS ZWAARDVIS - Exercise Open Gate 002

301 FGS U11 - Aircraft allocation

ZFJ 303 304 306 309

//

SECTION VI - SHIP-SHORE

919.  SUBMARINE SHIP-SHORE PRINCIPLES AND METHODS   Generally the same as those employed by surface forces and as such are detailed in chapter 6 to this publication, with the following exceptions:


a.  Due to equipment limitations certain submarines are unable to 
simultaneously transmit and receive. When this occurs the submarine indicates 
this deficiency to the shore station by use of the operating signal ZBL ( I am 
unable to receive you while I am transmitting. Do not use break in procedure). 
On receipt of this the shore station will respond once the submarine has 
completed its transmission.  


b.  When Cross band ship-shore methods are being used and a submarine has 
an urgent message such as a surfacing signal to clear the operating signal ZPP 
(Message which follows is a submarine surfacing signal to be cleared on 
calling frequency) is used. The shore station will not shift the submarine to 
another frequency.

SECTION VII

TACTICAL COMMUNICATIONS

0920.  LIMITATIONS  Submarines possess limited tactical communications capabilities.  It follows

therefore, that communications requirements should be kept to a minimum.  The tactical procedures and organisation available for use by submarines are the same as those detailed in chapter 7 to this publication and may be utilised during PC – PC transfer.

SECTION VIII

PFP SUBMARINE COMMUNICATIONS EQUIPMENT
0921.  NATIONAL EQUIPMENT.  Nations with units contained in the following tables are requested to inform SEC PfP Maritime CIS Requirements working group of any additions/deletions to the equipment as stated in these tables.

NATION:  BULGARIA                                              SUBMARINE:  (KILO CLASS)

	EQUIPMENT


	HELD ONBOARD/

 NUMBER OF EQUIPMENTS
	FREQUENCY RANGE /

POWER OUTPUT
	EMISSION

(As detailed in PCP-1 (A))
	REMARKS

	Submarine Indicator Buoy


	YES – 2
	121.5MHZ


	A1A
	

	Under Water Telephone (UWT)
	YES – 1
	10 KHZ - 15 KHZ
	H3E

A1A
	

	Submerged Signal Ejector

(SSE)
	
	
	
	

	UHF

Transceiver


	YES – 1
	220 – 400 MHZ
	A3E
	

	Commercial VHF (IMM)


	NO
	
	
	

	MF/HF Transmitter


	YES  - 2
	1.5  - 27MHZ


	J3E

A1A
	

	MF/HF Receiver


	YES - 2 
	1.5 – 30MHZ
	J3E

A1A
	

	VLF/LF Receiver


	YES – 1
	10KHZ – 100KHZ
	F1B


	

	Portable

Transceivers
	YES – 2
	140 – 162MHZ


	F3E
	

	Signal Lamps


	YES – 1
	
	
	

	Mobile Telephone


	YES – 1
	
	
	


NATION:  POLAND

 SUBMARINE:  (CLASS - KILO) ORP ORZEL (CLASS – FOXTROT)






	EQUIPMENT


	HELD ONBOARD/

 NUMBER OF EQUIPMENTS
	FREQUENCY RANGE /

POWER OUTPUT
	EMISSION

(As detailed in PCP-1 (A))
	REMARKS

	Submarine Indicator Buoy


	YES - 1 
	121.5MHZ


	VOICE

Light Beacon


	Capable of connecting to SAR surface unit.

	Under Water Telephone (UWT)
	YES – 1
	4100

8200HZ
	VOICE

CW
	

	Submerged Signal Ejector

(SSE)
	YES - 1 
	
	
	White Smoke

Red Grenade

Slot buoy

	UHF

Transceiver


	YES –2
	220 – 400 MHZ

15 Watts 

225 – 400 MHZ 

20 Watts
	VOICE

VOICE
	

	Commercial VHF (IMM)


	YES – 3
	100 – 150 MHZ

50 Watts

110 – 160 MHZ 

15 Watts

156 – 163 MHZ

12 Watts
	VOICE/CW

VOICE

VOICE
	CH 16

	MF/HF Transmitter


	YES  - 2
	1.5 - 24 MHZ

1OO Watts

3 – 30 MHZ

1 or 15 Kilowatts
	VOICE/CW

VOICE/CW

High speed telegraphy
	

	MF/HF Receiver


	YES – 3
	1.5 - 30 MHZ

1 Kilowatt
	VOICE/CW

High speed telegraphy
	

	VLF/LF Receiver


	YES – 1
	10 – 64 KHZ
	
	Fwd fin loops antenna

	Portable

Transceivers
	YES – 1


	156 – 170 MHZ
	VOICE/CW
	

	Signal Lamps


	YES – 1
	
	
	

	Mobile Telephone


	NO
	
	
	


NATION:  ROMANIA                                      SUBMARINE:  (CLASS - KILO)  (NAME - DELFINUL)

	EQUIPMENT


	HELD ONBOARD/

 NUMBER OF EQUIPMENTS
	FREQUENCY RANGE /

POWER OUTPUT
	EMISSION

(As detailed in PCP-1 (A))
	REMARKS

	Submarine Indicator Buoy


	YES 
	121.5MHZ

2 Watts
	VOICE

A3A
	

	Under Water Telephone (UWT)
	YES
	4100HZ

8100HZ

200 Watts
	VOICE

MORSE
	

	Submerged Signal Ejector

(SSE)
	YES
	
	
	

	UHF

Transceiver


	NOT KNOWN
	
	
	

	Commercial VHF (IMM)


	YES – 1
	
	
	

	MF/HF Transmitter


	YES  - 2
	MF - 1 Kilowatt

HF – 1 Kilowatt


	CW/SSB/FSK

CW/FSK
	NOT COMPATIBLE

IN FSK MODE

	MF/HF Receiver


	YES - 2 MF

YES - 1 HF
	MF 1.5 – 30 MHZ

HF 14 - 30 MHZ
	CW/SSB/FSK

CW/SSB/FSK
	

	VLF/LF Receiver


	YES – 1
	12KHZ – 64 KHZ
	CW/FSK


	

	Portable

Transceivers
	NO


	
	
	

	Signal Lamps


	YES
	
	
	

	Mobile Telephone


	NO
	
	
	


NATION:   SWEDEN                     SUBMARINE:  (NACKEN CLASS)  (VASTERGOLAN CLASS)  

	EQUIPMENT


	HELD ONBOARD/

 NUMBER OF EQUIPMENTS
	FREQUENCY RANGE /

POWER OUTPUT
	EMISSION

(As detailed in PCP-1 (A))
	REMARKS

	Submarine Indicator Buoy


	YES –1

YES – 2
	121.5MHZ

243 MHZ

406 MHZ
	
	EPIRB

	Under Water Telephone (UWT)
	YES – 2
	10 KHZ

10, 27, 43 KHZ
	
	

	Submerged Signal Ejector

(SSE)
	YES – 2
	
	
	White Smoke

Red Grenade



	UHF

Transceiver


	YES – 1
	118 – 173.9875 MHZ

118 – 149.9875 MHZ

225 – 399.9875 MHZ
	FM

AM

FM
	10 Watts

	Commercial VHF (IMM)


	YES – 1
	138 – 174MHZ

10 Watts
	FM
	

	MF/HF Transmitter


	YES  - 1
	1.6  - 30MHZ

400 Watts
	
	

	MF/HF Receiver


	YES - 1 
	10 KHZ  - 30 MHZ
	
	

	VLF/LF Receiver


	YES – 2
	15KHZ – 300KHZ
	
	

	Portable

Transceivers
	YES – 1
	156 – 174MHZ

15 Watts
	FM
	

	Signal Lamps


	YES – 1
	
	
	

	Mobile Telephone


	YES – 1
	
	
	


CHAPTER 10
COMMUNICATIONS FOR AMPHIBIOUS OPERATIONS
1001.  GENERAL

a.  This chapter contains specific guidance to assist in the planning of communications required to support an Amphibious Operation


b.  Doctrine for Amphibious Operations is contained in ATP-8(A) and amplified in National/Regional instructions.  For a full understanding of the concept of Amphibious Operations these documents and instructions are essential reading.


c.  Amphibious Operations pre-suppose the requirement to land forces embarked in ships or craft on a hostile or potentially hostile shore.  While operations under such circumstances are not a normal part of Humanitarian Support operations, it may be necessary to conduct Humanitarian Support in the presence of hostile forces.  We must therefore possess the capability to seize a lodgment in order to enable the introduction of peacemaking forces or to accomplish the evacuation of non-combatants from a crisis area.


d.  Humanitarian Support operations requiring the introduction of forces by amphibious means will be accomplished in accordance with established amphibious doctrine.  The terminology used in this chapter is identical to that used in ATP-8(A) to preclude confusion.  Terms such as “enemy”, “assault”, “hostile shore”, etc. are those common to amphibious doctrine and should not be taken to imply the insertion of a hostile intention into Humanitarian Support Operations.

1002.  THE AMPHIBIOUS OPERATION  


An amphibious operation can be:


a.  Amphibious Assault.  A manoeuver from the sea by naval and land forces involving a landing on a shore assumed to be hostile for the purpose of establishing a landing force ashore.


b.  Amphibious Withdrawal.  The withdrawal of forces by sea in naval ships from a hostile shore.


c.  Amphibious Demonstration.  A show of force conducted for the purpose of deception.


d.  Amphibious Raids.  A manoeuvre from the sea by naval and land forces involving a landing on a shore assumed to be hostile with a pre-planned withdrawal upon accomplishment of the ATF mission.

1003.  AMPHIBIOUS OPERATION PHASES

An amphibious operation may include the following phases:


a.  Planning.  The period extending from issuance of the initiating directive to embarkation.


b.  Embarkation.  The period during which the forces, with their equipment and supplies, are embarked in the assigned shipping.


c.  Rehearsal.  The period during which the prospective operation is rehearsed for the purpose of:



(1)  Testing adequacy of plans, the timing of detailed operations, and the combat readiness of participating forces.



(2)  Insuring that all echelons are familiar with plans.



(3)  Testing communications.


d.  Movement.  The period during which various components of the Amphibious Task Force (ATF) move from points of embarkation to the objective area.


e.  Implementation.  The period between the arrival of the major forces of the ATF in the objective area and the accomplishment of the ATF mission.

1004.  COMMUNICATION PLANNING 


Communication planning begins concurrently with general planning. Communications officers must have timely, complete, and accurate information of the tactical plan and of the task organization to be employed.  In order to keep abreast of changes to the plan, participation in planning conferences and liaison with other participating and supporting commands is essential.  

1005.  SCOPE AND REQUIREMENTS OF COMMUNICATION PLANNING


a.  An amphibious operation requires a reliable, secure and flexible system of communications.  Superimposed on the normal communication system of all forces are the additional requirements for command of the amphibious task force as a whole, for the several special forms of control which must be exercised, and for lateral communication between all elements of the forces in the execution of an amphibious operation.



b.  Changes in command relationships, task organisation, and disposition of forces require maximum flexibility in communication plans.  These plans must  not create a requirement for a large number of non‑essential functional nets.  Multiple purpose nets are to be utilized to the maximum by all forces.  Common agencies are to be utilized where practicable in order to assist in the reduction of mutual interference by decreasing frequency requirements.  Use of alternate means other than electrical, such as visual, helicopter, or surface messenger, are to be exploited to ensure the most rapid and reliable delivery of information between widely dispersed forces within the ATF.

1006.  GENERAL COMMUNICATION PLANNING CONSIDERATIONS 


The communication requirements of an amphibious operation vary with the size and composition of the ATF.  Planning to meet these requirements commences and is conducted   concurrently with other planning but embodies the added problem of ensuring that communication be adequate to support the planning process itself.  The following factors must be carefully considered during the planning process.


a.  Each major command of the ATF must have communications compatible with the tactics and techniques employed by that force.  The channels provided must assure effective exercise of command and coordination of supporting fire.  Because of the dissimilar nature of the forces involved, additional circuits may be required to permit the desired degree of command and control.


b.  In the interest of preserving circuit time, the use of the Task Force organisation should be considered. (See para 709)


c.  Consideration must be given to the communication requirements involved in the assembly of the ATF.  Accordingly, allocation of shipboard equipment must be considered carefully in the light of naval and landing force requirements.


d.  Special consideration must be given to compatibility and to interface requirements for communications between units/support elements of the combined amphibious task force.


e.  Special consideration must be given to communication requirements for advance force operation and special operations when employed.


f.  Care must be taken to ensure that the number of circuits planned is compatible with existing equipment.


g.  For the purpose of reinforcement of allied forces, special consideration of any special arrangements with the existing command, control and communication organization is required to ensure smooth and flexible cooperation between the ATF and National/Regional commands and other services.  In such cases liaison between the communications officers of the ATF and the respective Navy, Army and Air Force commands during the planning phase is mandatory.

1007.  COMMUNICATIONS DURING THE EMBARKATION PHASE

Before embarkation commences, plans must be provided for adequate communications between naval elements and the forces to be embarked.  The Commander Landing Force (CLF) normally will be assigned the responsibility of planning for, providing, or obtaining communications in the embarkation area.  This may include the coordination of permanent facilities ‑ military or civilian ‑ with those organic to landing force units.  Plans must provide for establishment of communications in the pier or beach areas to control embarkation.  Early liaison must be established between corresponding naval and landing force elements to ensure efficient functioning of communications during embarkation.  Consideration should include:


(a)  Establishment of ship‑to‑shore radio circuits for the control of loading.  (This responsibility remains with the commander ATF.)



(b)  Establishment of radio communications for the control of convoys moving to the embarkation area.



(c)  Establishment of voice radio or radio teletype communi-cations between the embarkation area and the parent base/station.



(d)  Establishment of temporary wire communication within the embarkation area.



(e)  Establishment of voice radio communications between con-trol points within the embarkation area.



(f)  Establishment of limited communication centre operations within the embarkation area.



(g)  Establishment of limited switching centre operations within the embarkation area.

1008.  COMMUNICATIONS DURING THE REHEARSAL PHASE

In order to test communication systems, equipment, and techniques, plans should provide for a full-scale rehearsal for all elements of the task force.  Errors and unnecessary circuits uncovered in the communication plan will be corrected as a result of critiques held at the conclusion of the rehearsal.  Communication security requirements may dictate adoption of the following precautionary measures during the rehearsal:



a.  Change of Frequencies and Call Signs:  Use of a frequency shift scheme and daily changing call signs should be considered.  The decision as to the degree to which this security device may safely be employed will depend primarily on the state of training of the forces involved.



b.  Other Considerations Include:



(1)  The repair or replacement of communication equipment damaged during the rehearsal.




(2)  Additional expendable items such as wire and batteries for use during the rehearsal.




(3)  Conducting an objective critique of the 

performance of communications during the rehearsal.




(4)  Modifying appropriate portions of plans as a result of conclusions reached in the critique, and providing timely coordination concerning these modifications.

1009.  COMMUNICATIONS DURING THE MOVEMENT TO THE OBJECTIVE PHASE 


The Commander Amphibious Task Force (CATF) prescribes the conditions of EMCON in effect during the movement ensuring that all distant maritime and land based authorities directly concerned with this phase are informed of the initial policy and subsequent changes to that policy.  Communications plans must reflect these restrictions and provide for the handling of important messages within the imposed limitations.  Plans for communications during the movement to the objective will require Navy forces to provide all external and intership communications.  This requirement does not preclude the use of embarked troop communications, personnel and equipment under the direction of CATF.  Communications within the various movement groups of the ATF will be provided by helicopter, messenger, visual means, or UHF radio in consonance with the degree of radio silence in effect.  Messages from external sources addressed to the ATF or elements thereof, normally will be received by scheduled reception of scheduled radio communications.

1010.  COMMUNICATIONS DURING THE IMPLEMENTATION PHASE 


a.  Communication plans of both naval and Landing Forces (LF) must provide for sufficient channels of communications during the ship‑to‑shore movement to permit the exercise of those measures of control and coordination which are required at all echelons.  Communication plans of the LF must provide for the rapid development of LF communication systems ashore in order to ensure facilities responsive to the needs of the tactical situation as the operation progresses.   These plans must also provide for strategic communications for the CLF ashore.  Such external communications are provided initially through CATF and may be subsequently established ashore with assets provided to the CLF by higher headquarters. These assets may become the nucleus for an advanced base external communications system.


b.  The communication plan must provide the necessary communications for defence of the Area of Activity (AOA) to include adequate control and support of:



(1)  Ship‑to‑shore movement by air and surface means.



(2)  The movement of all vessels within the AOA.



(3)  The airspace in the objective area.



(4)  Supporting Arms including Air support and Naval Gunfire Support.



(5)  Logistic support by fixed wing, helicopter and water-borne agencies.



(6)  Mobile Command Posts and the gradual transfer of control to shore headquarters.



(7)  Centralized Control of Electronics Warfare Operations.

1011.  TERMINATION OF THE AMPHIBIOUS OPERATION

a.  The termination of the amphibious operation is predicated upon the accomplishment of the amphibious task force mission; it is a gradual or transitional process and is not predicated solely on time or space factors.


b.  One of the normal requirements for termination of an amphibious operation is the firm establishment of the landing force ashore which is determined  when the following conditions have been met:



(1)  The force beach-head and amphibious objectives have been secured.



(2)  Sufficient tactical and supporting forces have been established ashore to ensure the continuous landing of personnel and material requisite for subsequent operations.



(3)  Adequate control and communication facilities have been established ashore.



(4)  The CLF has stated that he is ready to assume full responsibility for subsequent operations ashore.


c.  When the CATF and the CLF are satisfied that the conditions of subparagraph (1) and (2) above have been met, the CATF reports these facts to higher authority designated in the initiating directive.  This authority will then terminate the amphibious operation, dissolve the ATF, and provide additional instructions as required, to include command arrangements and disposition of forces to be thereupon effective.

1012.  OPERATIONS ASHORE/BASE DEVELOPMENT AND GARRISON COMMUNICATIONS


a.  The general conduct of subsequent LF operations ashore is governed by the original purpose of the preceding amphibious operation. The specific conduct of these operations is influenced by the operational environment prevailing at the termination of the amphibious operation and from the standpoint of the landing force, is continuous and in accordance with instructions issued by higher authority.



b.  Higher HQs plans may prescribe that base development and/or garrison communication personnel and equipment shall be embarked and landed with the LF in order to begin early installation of a planned advanced base communication system.  These plans, when they exist, would incorporate the use of available host nation support.

1013.  COMMUNICATION PLANNING RESPONSIBILITIES

a.  Communication Planning Responsibilities of the Amphibious Task Force Commander.  The amphibious task force commander is responsible during planning for:



(1)  Determination of communication requirements of Naval forces, review and approval of communication requirements of the landing force and other forces, and consolidation of communication requirements for the ATF as a whole.



(2)  Acquisition and assignment of necessary technical facilities to subordinate elements of the force.



(3)  Determination of priorities and allocation of shipboard communication facilities to each participating force.  Certain radio equipment is installed aboard amphibious ships for use by the landing force.  Other available shipboard facilities include boat and helicopter messengers as well as operating spaces.



(4)  Establishment of provisions to ensure adequate communications for the naval elements of the ATF during the planning phase.



(5)  Preparation of instructions in support of cover and deception plans prescribed for the operation.



(6)  Announcement of requirements for establishing liaison between all commands of participating forces and host nation forces for communication planning.



(7)  Preparation and promulgation of a complete and coordinated plan for the employment of communications during the operation.


b.  Communication Planning Responsibilities of the CLF.  The CLF is responsible, during planning, for:



(1)  Establishing provisions for adequate LF communications during the planning phase.



(2)  Determination of requirements for communication facilities controlled by higher headquarters and submitting these 

requirements to the CATF.



(3)  Preparation of requests for the allocation of shipboard communication services or facilities for use by LF units while embarked.



(4)  Development of a LF electronic warfare plan and stating the requirements for electronic warfare support to the CATF.



(5)  Maintenance of liaison with the ATF commander, subordinate LF units, and host nation forces where appropriate in all communication planning matters.



(6)  Development and promulgation of a complete and coordinated communications plan for the LF and for submitting this plan to the CATF for review, coordination, approval, and inclusion in the ATF communication plan, as appropriate.


c.  Communication planning responsibilities for Commanders of other forces.  Commanders of other major forces of the ATF are responsible for the determination of their communication requirements and the submission to the CATF of those requirements which must be met by other elements of the ATF. 

1014.  THE COMMUNICATION PLAN


a.  The ATF communication plan is based on the operation and administrative plans which it is designed to support, as reflected in the communication requirements of the CATF and CLF and the coordinated requirements of other commanders of participating forces.  These may include radio and missile guidance and control frequencies, callsigns, compatible cryptographic and authentication systems, and special communication equipment or support.



b.  The communication plan fulfills the communication requirements of the operation in terms of nets, channels and facilities required, and policies and procedures governing the operation and coordination of the overall system.  The plan includes:



(1)  General coverages of the communication situation, including assumption, guiding principles, and the concept of operational communication employment.



(2)  Announcement of the communication mission.



(3)  Delegation of communication tasks and responsibilities to major components of the force.



(4)  Instructions relative to the organisation, install-ation, operation, coordination, and maintenance of the communication system.



(5)  Assignment and employment of call signs, frequencies and cryptographic aids.



(6)  Instructions concerning countermeasures, security, recognition and identification, navigation aids, and other communication and electronic functions.



(7)  Communications and Information System (CIS) logistics support.


c.  The plan is prepared in detail to facilitate its use by participating commanders at all echelons.  When any information contained in the ATF communication plan is included in a subordinate commander's communication plan, sufficient copies must be provided to permit inclusion therein.  Extreme care should be taken to ensure that all subsequent changes are distributed to all participating authorities.


d.  Subordinate commanders communication plans are based upon the ATF communication plan.  The number and scope of these plans should be kept to the minimum consistent with distribution and security consideration.

CHAPTER 11
LOCAL AND HARBOUR COMMUNICATIONS
SECTION I - LOCAL AND HARBOUR COMMUNICATIONS PLANS
1101.  SCOPE OF COMMUNICATIONS PLAN 


a.  The local communication plan must meet many varied requirements according to location so that it is impracticable to lay down a standard plan.  This chapter discusses those requirements which should be considered in drafting a local communication plan.


b.  A local plan will normally cover the following matters:



(1)  General harbour communications.



(2)  General harbour nets.



(3)  Nets for coastal and local auxiliary forces.



(4)  Exercise nets.



(5)  Details of communication watch to be maintained.



(6)  Visual signal watch.

1102.  RESPONSIBILITY

a.  Harbour communications and the coordination of harbour and base communications are the responsibility of the Senior Officer Present (SOP), representing the authority having operational control of the harbour.  The authority of the SOP for harbour communications shall extend to all ships and afloat units present except those craft under the direct control of the base commander.


b.  When a number of ships visit a port where detailed communication instructions are in force, the senior officer of visiting units is responsible for coordinating the arrangements for the units under his command.


c.  When a number of ships visit a port where there is no naval headquarters ashore, or for which no local communication orders exist, the senior officer has the responsibility for coordination and issuing of the harbor communication plan.

1103.  LOCAL AREA COMMUNICATIONS REQUIREMENTS

a.  Plans vary according to widely differing local requirements but should provide for direct communication between shore authorities and ships and craft operating in or passing through the area.


b.  A plan for a busy area might include:



(1)  A local broadcast.



(2)  A local or coastal ship‑shore net.



(3)  Command and/or coordination nets for specialized types of information between units of local forces.



(4)  Coordination nets with Civil Port and Traffic and Traffic Lane Authorities.


c.  With few local forces, all requirements might be met by the provision of one direct radio communication net for all local shore‑ship, ship‑shore and ship‑ship traffic.


d.  The following are descriptions of some radio nets that are commonly used: 

Line

No.
Net Title

Usage Instructions

150
Local Broadcast
1.  Broadcast from a local Commander to ships in his area.




2.  Used in conjunction with local ship‑shore.

151
Local Ship‑Shore
1.  Used by ships in a local area to pass  traffic to the local Commander ashore.




2.  May be combined with Local Broadcast as Line 152.

152
Local Command
1.  For passing traffic between a local Commander and ships operating in his area.




2.  If traffic density requires may be divided into Lines 150 and 151.

1104.  HARBOUR COMMUNICATION REQUIREMENTS

a.  The harbour communication plan must provide for:



(1)  Rapid communication between the local commander and all ships present.



(2)  Radio communication between the local commander and ships in harbour beyond the range of other means of communication.



(3)  Combined or specialized nets for: 




(a)  Communication with tugs or other port 




auxiliary services.




(b)  Harbour exercises.




(c)  Administrative traffic.


b.  The following are descriptions of some radio nets commonly used:

Line

No.
Net Title

Usage Instructions

153
Harbour Broadcast
1.  Administrative/Operational broadcast conducted by the senior officer for ships    



in harbour.




2.  Activated when traffic density requires.

154
Harbour Operations
1.  A net linking ships in harbour with Administration the local command.




2.  When harbour broadcast is activated the net is used as the working net.

155
Tug Control HF
Used by ships manoeuvering in harbour to control tugs.

156
Tug Control VHF
Used by ships manoeuvering in harbour to control tugs.

 ‑
Harbour Exercise
Used for exercises in harbour.

 ‑
Harbour Logistics
Inter‑communication between harbour.

 ‑
Coordination
Authorities and logistic support craft.

1105.  EXERCISE NETS

a.  Exercise nets need to be provided as required for:



(1)  Communication between ships and aircraft engaged in exercises in the vicinity of the port.



(2)  Communication exercises.

1106.  SPARE

SECTION II - COMMUNICATIONS WATCHES
1107.  COMMUNICATIONS WATCH IN VICINITY OF PORT

a.  Ships Passing Through Area


(1)  Ships passing through a command area are not required to set watch on local nets providing a watch is being kept on other communications systems.  Where there are operational or geographical requirements which necessitate watch on local nets when transitting an area, the specific instructions should be given in sailing or other orders.


b.  Ships Exercising in the Area


(1) Normally communication watch requirements will be promulgated in local or exercise orders.



(2)  In addition to the exercise nets guard should be kept on appropriate local command nets unless otherwise ordered.


c.  Ships Arriving or Departing


(1)  Ships proceeding to or leaving a port with an established local command net should set watch four hours before the ETA or two hours before sailing unless ordered otherwise in the command communication orders.



(2)  Guard on the local command net is to be additional to the normal seagoing communication watch, unless local orders permit the ceasing of seagoing watch when in communication on local command net.



(3)  Local communication orders should be obtained immediately on arrival.

1108.  COMMUNICATIONS WATCHES IN HARBOUR

a.  Local orders should be clear as to the communications watch to be maintained by ships in harbour, including additional watch required in an emergency.


b.  Radio.  In general the following principles should govern the communications watch to be kept in harbour by ships:



(1)  A ship in harbour should copy the appropriate ship broadcast unless a responsible commander has established guard arrangements.  When such guard arrangements are made, provision must be made for the delivery of high precedence traffic.



(2)  Ships must be in communication with the local command at all times although not necessarily by radio communication.



(3)  Watch shall be maintained on harbour nets as prescribed by local communication orders.



(4)  Additional nets may be required for an emergency.



(5)  Maximum rest should be given to communication operators and a proportion of communication equipment made available for servicing.


c.  Visual


(1)  In harbours where a signal station maintains constant watch or where the SOP orders visual watch, ships will maintain a constant watch if personnel are available.



(2)  Unless orders have been received to the contrary the following hours of visual watchkeeping should be maintained in harbour:

NUMBER OF VISUAL OPERATORS BORNE


HOURS OF WATCH

        5 or more


constant

        3 or 4


0630 to 1800 or sunset; whichever is the earlier

        2



0630 to 1600 (1200 on Sundays and 






half‑day holidays)

        1



0745 to 1200



(3)  Whenever constant watch is not maintained local authorities are to be informed.



(4)  When visual watch is not maintained it is essential that the gangway staff be able to read and recognize the ships visual call sign in order that the duty visual (VS) operator may be alerted in an emergency.

1109.  COMMUNICATION GUARDS

a.  Communication guards may be established for either or both visual communications or radio communications.  A ship or shore station detailed as a communication guard receives and if appropriate, transmits traffic on behalf of the other ships and/or stations.


b.  The communication guard system may be used to increase the number of frequencies on which a force can receive and transmit traffic, or may be used to reduce the number of frequencies or nets manned by individual ships.


c.  Communication guards are normally detailed by a procedure message.  The message is to be addressed to all ships in company.


d.  When communication guards are established, the exact duration and form of service to be rendered must be completely understood by all stations involved. Instructions should include:



(1)  The name of the net or frequency to be guarded.



(2)  Whether the guard is to be prepared to transmit on the frequency guarded.



(3)  The exact authorities and ships on whose behalf the guard is to handle traffic.



(4)  The method by which the guard is to deliver traffic received from outside sources.



(5)  The exact duration of the service to be rendered.



(6)  Whether or not the OTC is keeping watch on the guard frequency, if there is any doubt about this.


e.  In the absence of other instructions the communication guard will act as follows:



(1)  Be prepared to transmit on the frequency guarded on behalf of all authorities and ships working in tactical cooperation.



(2)  To deliver addressed traffic to authorities and ships, by the most expeditious means.


f.  When a radio communication guard is being turned over from one station (ship or shore) to another, the following procedure is to be carried out:



(1)  The station taking over the guard is to set watch on the frequency to be guarded and, when satisfied, is to transmit a procedure message indicating that it is prepared to take over guard.



(2)  The station having the guard is to transmit the procedure message indicating that it is handing over the guard to the station taking over the guard.  On a broadcast, the station serial number of the last message received complete is to be included in the message.  The station handing over the guard is responsible for all messages up to and including that number.



(3)  The station taking the guard is then to take over radio communication guard and is to transmit a procedure message to the OTC, and those ships for whom responsible, indicating that it has taken over from the ship handing over the guard, to the OTC and those ships for whom responsible.



(4)  The procedure message will be transmitted by visual means when radio communication silence is in force.


g.  When a shore station is to cease acting as guard on a broadcast for a ship, the ship will inform the shore station that it has resumed its own guard and will report the serial number of the first message received.


h.  The disadvantage of the communication guard system is the necessity of relaying traffic between the guard and other ships concerned with it.  The relaying of any large volume of traffic by visual means is usually impracticable.  The guard system therefore tends to be confined to frequencies on which little traffic is expected, but on which some form of watch is vital, e.g. distress frequencies.

CHAPTER 12
MERCHANT SHIP COMMUNICATIONS
SECTION I - GENERAL COMMUNICATIONS
1201.  GENERAL

Peacetime maritime commercial communications are run nationally, either by government agencies or by private companies within a framework of internationally agreed rules laid down by such bodies as the International Telecommunications Union (ITU) and the International Maritime Organization (IMO).

1202.  PEACETIME CONTROL


In peacetime, merchant ship owners and operators exercise direction and control of their ships at sea and, within the broad limits laid down by international and national agreement, determine the radio communication watch they are to keep.  In consequence, any naval control that may be required, and the instructions for it, are a matter for national authorities and national communication systems.

1203.  COMMUNICATIONS EQUIPMENT AND GMDSS REQUIREMENTS


a.  The Global Maritime Distress and Safety System (GMDSS)  divides the world into 4 areas based on a ship's area of operation.  The areas are as follows:



Area A1.  Within range of shore-based VHF Coast stations fitted with Digital Selective Calling (DSC) equipment (20 - 30 Miles)



Area A2.  Within range of shore-based MF coast stations fitted with DSC equipment (excluding A1 areas) (Aproximately 100 miles)



Area A3.  Within the coverage area of geostationary maritime communication satellites (excluding A1 and A2 areas) (Approximately between 70N and 70S)



Area A4.  The remaining sea areas outside A1, A2 and A3 areas.



b.  To meet the requirements of GMDSS, every ship will be required to carry, as a minimum, the equipment appropriate to it's area of operation (as shown in the table below) with every ship being  provided with at least two separate and independent radio communications systems to perform the distress alerting function. 

	
	1
	2
	3
	4
	5
	6
	7

	AREA
	VHF VOICE/DSC
	MF VOICE/DSC
	MF/HF VOICE DSC & NBDP
	NAVTEX (see Note 1)
	INMARSAT
	SATELLITE EPIRB 

(406 MHz)
	VHF EPIRB

	A1
	X
	
	
	X
	
	
	X (3)

	A2
	X
	X
	
	X
	
	X (2)
	

	A3
	X
	X (4)
	X (5)
	X
	X (6)
	X (2)
	

	A4
	X
	
	X
	X
	
	X (2)
	



Table 12-1. GMDSS - Basic Requirements for Ships


Abbreviations used in Table 12-1


DSC    -  Digital Selective Calling


EPIRB  -  Emergency Position Indicating Radio Beacon


NBDP   -  Narrow Band Direct Printing


Notes:


1.
In areas covered by NAVTEX transmissions


2.
As an alternative to a VHF EPIRB.


3.
As an alternative to a satellite EPIRB


4.
If MF/HF radio installation not carried.


5.
As an alternative to INMARSAT


6. 
As an alternative to an MF/HF installation

1204.  COMMUNICATIONS PERSONNEL

The introduction of GMDSS has removed the statutory requirement  of merchant ships over 1600 GRT to carry a specialised Radio Officer.  Within the broad limits required by GMDSS, nations now determine their own requirements for onboard communications expertise.  In many cases therefore, communications will be conducted by a Deck Officer holding a certificate of competency in communications.

1205.  VISUAL SIGNALLING


Visual signalling by merchant ships is normally the responsibility of the officer of th watch/deck who has many other responsibilities.  Flashing lights should be used only when absolutely necessary and should be confined to short messages sent at a slow speed (not above 8 wpm).  Signalling by flags, other than the use of single flags with international meanings, should be avoided altogether.

1206.
COMMUNICATIONS WITH MERCHANT SHIPS

Communications between military and merchant ships are normally conducted on VHF IMM (International Maritime Mobile Band), details of which are contained in Chapter 5, paragraph 513 of this publication.

CHAPTER 13
DISTRESS COMMUNICATIONS
SECTION I - INTERNATIONAL ORGANIZATION
1301.  INTERNATIONAL ORGANIZATION

The following frequencies have been established by international agreement for emergency or distress purposes.  However, some of these frequencies will be changed or cancelled with the full implementation of GMDSS, scheduled for 1 February 1999.  (see chap 12).



a.  500 KHz (Emission A1A)




    ‑  International Distress and Safety (MF).



b. 2182 kHz (Emission A3E)




    ‑  International Distress and Calling (HF).




c.  8356 (8364) kHz (Emission A1A)



    ‑  International Lifeboat, Lifecraft, and Survival Craft (HF).



d.  121.500 MHz (Emission A3E)



    ‑  Aeronautical emergency (VHF).



e.  243.000 MHz (Emission A3E)



    ‑  Distress and Emergency (UHF).



f.  156.800 MHz (Emission F3E)



    ‑  International Calling and Safety (VHF)(Channel 16).

1302.  DISTRESS PERIODS

When practical, a continuous listening watch is to be maintained on the international distress and calling frequencies.  Distress silence periods for 500 kHz occur at 15‑18 and 45‑48 minutes past each hour.  Distress silence periods for (2182) kHz occur at 00‑03 and 30‑33 minutes past each hour.

1303.  SEARCH AND RESCUE (SAR) FREQUENCIES


a.  The following frequencies are available for search and rescue operations.



Scene of SAR  123.100 MHz

                                  
282.800 MHz

                             

3024.5(3023) kHz

                             

5681.5(5680) kHz



b.  Military units already organized will normally continue to use frequencies from their effective communication plan unless otherwise directed.



c.
(1)  Aircraft generally pass distress messages on the frequency in use and do not use the frequencies in 1303.a unless essential.




(2)  SARBE/SARAH Frequency is 243.000 MHz.



d.  
(1)  Submarine distress (SUBMISS/SUBSUNK) forms the subject of special instructions produced by Maritime Zone Commanders or Submarine Operating Authorities 




(2)  Submarine Indicator Buoy Frequencies for NATO submarines could be one of the following: 2182 kHz, 4340 kHz, 8364 kHz, 121.500 MHz, 243.000 MHz or 406.000 MHz (SARSAT).  Submarine indicator buoy frequencies for individual units will be published in ATP 10 and ATP 57.  

1304.  INTERNATIONAL SEARCH AND RESCUE SATELLITE - COSPAS/SARSAT

Keying of either 121.500 MHz or 243.000 MHz for 30 seconds or more will activate the COSPAS/SARSAT system.  Any activation initiates ground processing to locate the activating transmitter.  In the past, inadvertent activations have been inordinately high and have caused many false alarms which seriously degrade the efficiency of the SAR system.  Transmission on 243.000 MHz and 121.500 MHz should not therefore exceed a 15 second keying limit except in actual emergency or distress situations.  The location of the distress is derived from doppler shift of the transmitted signal as the receiving COSPAS/SARSAT moves through its orbit.  The zero shift point gives the latitude and the rate of change of the shift gives longitude.  Accuracy of the position of a distress can generally be pinpointed to a 10 km to 20 km square area.  In order to provide more accuracy to area positioning and, to avoid the high false alarm rates experienced with 243.000 MHz and 121.500 MHz, a new frequency of 406.000 MHz has been introduced to the COSPAS/SARSAT system. Future distress equipment should therefore be capable of transmitting on 406.000 MHz (see chap 12 table 12-1).

SECTION II - MILITARY DISTRESS
1305.  DISTRESS MESSAGES

Distress messages from naval vessels should be transmitted on appropriate naval communications nets rather than on international and national distress frequencies whenever practicable.  

1306.  ANSWERING DISTRESS MESSAGES

Appropriate orders will normally give guidance as to whether ships should or should not answer distress calls or distress messages.  Radio operators are not to answer surface distress messages without specific authority.  Radio operators in ships should normally be authorized to answer distress messages from cooperating aircraft, unless strict electronic silence is in force.  In the absence of any special orders, the question of answering is left to the discretion of the local command, i.e., the Commanding Officer of a detached ship.  

1307.  SUBMARINE DISTRESS


a.  Submarine Indicator Bouys. A station hearing the submarine indicator buoy at any time before "SUBMISS" has been initiated is to order emergency silence on that frequency.



b.  On receipt of SUBMISS/SUBSUNK, transmissions are to cease on the indicator buoy frequency except to answer the submarine for which SUBMISS/SUBSUNK has been initiated and to report hearing the submarine indicator buoy.



c.  To ensure (b) is complied with, the SOA Commander is to relay the SUBMISS/SUBSUNK message to stations on the appropriate frequency.



d.  If transmissions on submarine indicator buoy frequency from an adjacent area are causing interference, an immediate signal is to be addressed to the commander of that area, quoting SUBMISS/SUBSUNK with the name of the submarine concerned and requesting silence on the buoy frequency.

1308.  REPORTING SUBMARINE INDICATOR BUOY TRANSMISSIONS



a.  A station hearing an indicator buoy transmission is to wait until the buoy transmitter's silence period and then report this at once, with a DF bearing if obtained, to the Senior Officer Search Force (SOSF), (or to the station ordering Emergency Silence before SUBMISS/ SUBSUNK has been initiated).

SECTION III - SEARCH AND RESCUE (SAR)
1309.  GENERAL


Rescue coordination centers and facilities are national and will remain under the operational control of national authorities for wartime search and rescue.  Such facilities and forces may be made available to other commanders for a specific SAR operation.

1310.  COMMUNICATIONS FOR SAR


a.  The general control of SAR operations other than SUBMISS/ SUBSUNK will be effected using operational circuits.



b.  On scene control will be effected using either tactical circuits, if the rescue group is an organized unit, or the special SAR frequencies described if the rescue group has no common frequency plan initially.



c.  Communications with merchant ships may be established on either 500 kHz, 2182 KHz or VHF IMM channel 16 thence shifting to another frequency mutually agreed upon. INMARSAT may also be utilized.  (It should be realised that ship-to-ship INMARSAT communications involves a “double hop” and is double the normal cost per minute).

1311.  CALL SIGNS


a.  Controlling authorities for ships and aircraft will ensure that the call signs of participating ships and aircraft are disseminated to all concerned.



b.  Assigned unit or task organization call signs as appropriate are to be passed when communications are established and are to be used in subsequent communications.



c.  The authority conducting the operation will normally use the address group already indicated.  In addition, the authority conducting the operation may set up an address indicating group (AIG) which will include all ships, shore activities and authorities engaged in the search operation.  Each specific addressee, including PfP ships, must be identified individually in this AIG.

1312.  AIRCRAFT DISTRESS


a.  Surface vessels receiving distress messages from aircraft will be governed by the provisions of paragraphs 1305 and 1306.  Any shore station intercepting a distress message from an aircraft will pass it to the nearest SAR authority if such exists in the area and shall cause it to be repeated on such fleet/ship broadcast or other circuits as will give the best change of interception by ships and/or aircraft in a position to render assistance.  An aircraft intercepting a distress message from another aircraft will monitor the frequency on which interception was made until assured that contact has been established.  Any further action such as acting as communication relay, proceeding to the scene, etc., is a matter for the discretion of the captain of the aircraft, taking into consideration his current mission, the possibility of an enemy ruse, airborne time, etc.



b.  An aircraft desiring emergency interception by rescue aircraft will:




(1)  Contact a ground station using standard procedures.  Add to the message the phrase "REQUEST INTERCEPTION AND ESCORT".




(2)  Continue to furnish evaluation of conditions to ground stations and/or rescue aircraft as may be requested and comply with instructions from rescue aircraft and/or ground stations.




(3)  Tune automatic radio compass to the appropriate frequency.  If so requested, alter heading to home on SAR aircraft or relay depending on imminence of ditching or crash landing.




(4)  Transmit a modulated signal for one minute on the appropriate frequency.  Establish two‑way communication to expedite interception when satisfactory signal received.




(5)  Discharge pyrotechnics or turn on landing lights to complete visual interception.

1313.  RADIO FAILURE

When lost or in distress and unable to make radio contact attempt to alert an Air Defense Radar Network and civil radar systems proceed as follows:



a.  If Receiver Only is Operating:  Fly a triangular pattern to the RIGHT.  Hold each heading for one minute (two minutes for propeller driven aircraft).  Complete a minimum of two such patterns before resuming original course and then repeat pattern at 20 minute intervals.  Guard emergency frequencies.



NOTE:
If radar contact is established, instructions will be given on 243.000 MHz or 121.500 MHz.



b.  If Transmitter and Receivers are Both Inoperative:  Fly a triangular pattern to the LEFT in the same manner as previously described.  If radar contact is established, a rescue aircraft will be dispatched for interception if possible.  Resumption of course will not compromise this system as the aircraft will continue to be tracked as "distressed" from point of initial contact.  If distress aircraft is flying in IFR conditions or if at night, landing lights, navigational lights, etc., should be turned on to aid interception.

1314.  HOMING AND LOST PLANE PROCEDURES


a.  Homing is a process where a mobile station is directed (or directs itself) towards a source of radio energy, whether primary or reflected.



b.  Homing may take any one of a number of forms or any combinations thereof. Broad classifications include:




(1)  Radio




(2)  Radar



c.  Radio Beacons



(1)  VISUAL OMNI-RANGE (VOR) ‑ VOR stations operate in the VHF frequency band of 108.000 to 118.000 MHz.  At these frequencies, VOR is a line of sight system and the distances at which the signals can be received is a function of altitude as well as transmitter power.  Two signals are transmitted, one fixed and one rotating.  The receiver compares the phase of the signals and produces a readout indicating the magnetic bearing of the station.  Each transmitting station identifies itself, by transmitting a three letter code.  Most VOR stations are equipped with distance measuring equipment (DME).




(2)  TACAN ‑ This is the military version of OMNI-RANGE (VOR) and  operates in the UHF band.  Many VOR stations are equipped to respond on TACAN distance measuring frequencies and are called VORTAC stations.  TACAN can be installed on mobile platforms such as ships.




(3)  Radio Direction Finding (RDF) ‑ Receiving equipment used to obtain bearings of L/MF transmitting stations.  The aircraft receiver is usually in the form of an automatic direction finder (ADF) which automatically and continuously indicates the direction of the transmitter from the aircraft.



d.  Radar Homing Beacons



(1)  Radar homing beacons (RACONS) provide bearing and distance from the carrier or base where installed to suitably equipped aircraft.




(2)  Shipboard radar beacons shall be turned on when aircraft are airborne, unless radar or radio silence conditions prohibit.  When two or more ships are operating in the same vicinity, only one ship should turn on her radar beacon, and it should be designated as guardship by the OTC or senior officer present.

1315.  Spare


SECTION IV - COMMUNICATIONS FOR SUBMISS/SUBSUNK
1316.  PROCLAMATION FOR SUBMISS/SUBSUNK

In the event that a submarine is believed missing or sunk the code word SUBMISS or SUBSUNK as appropriate will be broadcast over the fleet/sub-area broadcast and submarine broadcast.  Upon receipt of either of these brevity code words, exercises in progress automatically cease and all ships must be prepared to implement the communication plan described in this section at once.

1317.  SHORE‑SHIP COMMUNICATIONS


a.  General doctrine for submarine distress is found in ATP 10 and amplified in national supplements.



b.  Allied and NATO surface ships will remain on the fleet/sub‑area broadcast.  PfP vessels should contact the 'at sea' NATO Commander to await further instructions.

1318.  SHIP‑SHORE COMMUNICATIONS


a.  Normal ship‑shore channels will be used for ship‑shore traffic.  



b.  In addition to the normal ship‑shore channels a direct working net between ships and the shore authority conducting the operation may be activated.  This net is called a command net.  It may not be used for intercommunication between ships in tactical company but may be used as a tactical net for communication between the datum ship and widely dispersed units of the search force.  This command net is controlled by the authority conducting the search operation who is responsible for promulgating the details of this net to all units assigned to the operations.

1319.  SHIP‑SHIP AND SHIP‑AIR COMMUNICATIONS


a.  The OTC of the search force will set watch on the following nets as soon as he is designated:  




(1)  Scene of Search and Rescue Coordination.




(2)  Command Net ‑ As directed by the authority conducting the search operation.




(3)  Air Coordination Net ‑ As directed by the au-thority conducting the search operations.




(4)  Search and Rescue Tactical UHF.




(5)  Search and Rescue Tactical HF.




(6)  Search and Rescue Reporting.



b.  Ships ordered to join the search force should contact the OTC on the scene of search and rescue frequencies or the command net and shift to the nets listed in (4) and (5) above when directed by the OTC.



c.  Submarines joining the search force should use the same frequencies as in b. above.



d.  The air coordination net is for use by the OTC of the search force to coordinate air search operations between himself and participating airfields and/or aircraft carriers.  The scene of search and rescue net should be used for ship‑to‑aircraft communications and all aircraft should set watch on this net immediately after take‑off.  If possible aircraft should also listen out on the air coordination net.

1320.  ADDRESS GROUPS AND ADDRESS INDICATING GROUPS


a.  Address groups are allocated to the following for SUBMISS or SUBSUNK:




(1)  OTC of the search force.




(2)  Search force collective.



b.  The authority conducting the operation will normally use the address group already allocated.  In addition, the authority conducting the operation may set up an address indicating group which will include all ships, shore activities and authorities engaged in the search operation.  Each specific addressee must be identified individually in this AIG.

1321.  CONTROL OF TRAFFIC


a.  The most rigid control of message traffic is essential in submarine search operations.  The authority controlling the operations should apply for the declaration of MINIMIZE if the traffic level gets out of hand.



b.  The maximum use of visual signalling by the search force is mandatory.

1322.  SAFETY COMMUNICATIONS

In general, the safety of ships and aircraft is to take priority over all other considerations.  The rules given in subparagraphs below always apply unless specifically ordered otherwise in the instructions for the exercise.



a.  Emission Control (EMCON), restricted for a peacetime exercise is not to limit in any way transmissions in connection with the safety of aircraft.



b.  EMCON is to be relaxed automatically for all messages in connection with the safety of ships and aircraft.



c.  Exercise forces are to use common distress and search and rescue organizations.  Radio safety channels and radio direction finding guardships should be assigned between forces participating in the exercise.



d.  Aircraft are not to leave the vicinity of their parent carrier until communication has been tested and established on their operational net.



e.  During exercises, no tactical use is to be made by the opposing forces of any transmissions intercepted in connection with safety of aircraft.



f.  During exercises, an interforce net may be provided for communication between the force commanders, and for use by umpires.



g.  The opposing force is not to make use of messages intercepted or direction finding bearings taken on any non-exercise nets.



h.  Messages sent on exercise nets may, when ordered, be prefixed by the word NODUF.  When this procedure is prescribed, no exercise use is to be made of these messages.



i.  All messages pertaining to exercises will be prefixed by the exercise code name.

Table 13-1

PfP SEARCH AND RESCUE (SAR) COMMUNICATIONS PLAN

	Circuit Number
	Circuit

Title
	Frequency
	Emis’n
	Remarks

	PfP 650
	International Distress MF
	500 kHz
	J2A
	

	PfP 651
	International Distress HF
	(2182) kHz
	A3E
	

	PfP 652
	International Survival HF
	8365 kHz

(8364)
	J2A
	Used on Submarine Indicator Buoys

	PfP 653
	International Aeronautical Emergency VHF
	121.500 MHz
	A3E
	Also used for USN Submarine Indicator Buoys

	PfP 654
	International Aeronautical Emergency UHF
	243.000 MHz
	A3E
	1. Aeronautical Guard

2. Also used on NATO Submarine Indicator Buoys

	PfP 655
	International Distress VHF
	156.800 MHz 

(IMM Ch 16)
	F3E
	1. Guard continuously

2. For initial contact only. Use Ch6 for working.

	PfP 656
	SAR Coordination
	A. IMM Ch 06

B. 123.100 MHz

C. 282.800 MHz

D. 3024.5 kHz   (3023)

E. 5681.5 kHz

  (5680)
	F3E

A3E

A3E

J3E

J3E
	Use frequencies as ordered/required by the On Scene Commander


Note: Details of Global Maritime Distress and Safety System (GMDSS) frequencies and responsibilities are found in chapter 12.

CHAPTER 14
LOGISTICS, NAVIGATION, METEOROLOGICAL AND OCEANOGRAPHIC
SECTION I - LOGISTIC REQUIREMENTS (LOGREQ)
1401.  GENERAL

A Logreq message is used by the Commanding Officer of a unit to inform the authorities in an allied port of the logistic support he will require on arrival.  Ships proceeding in company will furnish this information to the senior commander embarked who will coordinate the data and transmit the consolidated force requirements.  When requirements from more than one national logistic source are involved, however, the separate national requirements must be distinguished or separate messages made.  This routine shall be used unless operational commanders have provided this information to appropriate authorities by other means.

1402.  TIME OF ORIGIN AND METHOD OF TRANSMISSION

The Logreq message should be transmitted by radio 48 hours prior to the arrival of a commissioned naval or fleet auxiliary vessel at any allied port.  

1403.  SHORT TITLE ‑ LOGREQ

The short title LOGREQ shall be placed in the message text, immediately following the word SUBJ, to identify it as a logistical requirements message.

1404.  FORMAT

Basic information should be furnished as follows using item designators as listed.  Non‑applicable items shall be omitted.


ALFA

Estimated zone time of arrival at destination (or indicated geographical position, harbour, or swept channel entrance or anchorage is applicable).


BRAVO

Berthing assistance (dock space, anchorage, tugs, pilot and line handlers).


CHARLIE
Passengers for disembarkation (include: numbers, destinations and nationalities of officers, men and civilians; hospital cases, stating number, diagnosis, and whether stretcher or ambulatory).


DELTA

Freight, mail and stores for off loading.


ECHO

Voyage repairs, ship's maintenance needed (if extensive ship's force work is to be accomplished, give estimated number of hours main machinery will be out of commission).  


FOXTROT
Petroleum products desired (units used in each case must be stated).


GOLF

Ammunition and armament stores required.


HOTEL

All other stores required (general ship's stores and commissary).


INDIA

Designation of ship's liaison officer (coordinates arrangements during stay in port).


JULIETT
Special requests (e.g. VIP arrangements).


KILO

Harbour facilities required:  For example, boating, electrical power requirements, support services required to receive ship generated sewage, oily waste, waste oil, solid waste, garbage, hazardous waste; and so forth.


LIMA

Estimated time of departure if known.


MIKE

Potable water required (units used must be stated).


NOVEMBER
Currency requirements (i.e. local currency).


OSCAR

Whether or not a medical officer is aboard.


PAPA

Certification as to state of health aboard stating foreign ports visited during the previous four weeks.  (State pratique required or quarantine inspection requested).


QUEBEC
Whether or not customs clearance is required.


ROMEO

Number of aircraft being flown off and estimated zone time of fly‑off and arrival at destination.


SIERRA

Lighter requirements for aircraft to be transferred ashore. 


TANGO

Replacement aircraft aboard.


UNIFORM
(1) Name, rank and seniority of commanding officer (2) Number of officers, (3) enlisted, (4) foreign liaison personnel embarked.


VICTOR
Radio watches kept.


WHISKEY
(1)  Next port.  Space available for (2) officers and (3) enlisted passengers.


XRAY

(1)  Measurement tons of cargo by hatches for off loading, stating number and weights of heavy lifts required.




(2)  Measurement tons of space available by hatches for loading cargo after discharge.




(3)  Deck space available for loading cargo.


YANKEE
(1)  Names of passengers of the following classes:





(a)  Officers of the armed forces of the rank of navy captain, colonel, or above.



 

(b)  Cabinet members.





(c)  Members of national legislative     bodies.





(d)  Members of the diplomatic service.





(e)  Civilian chiefs of bureaus and    officers of government departments.





(f)  Civilians travelling in the status of guests of an agency of the government or as representatives of media of publication.





(g)  Important officials of foreign    governments.




(2)  Include the following information regarding these passengers.





(a)  Corps designation in case of officers of the armed forces, and office identification or title in case of civilians.




     
(b)  Port of origin and detaching command.




     
(c)  Port of destination and command to     which reporting.




     
(d)  Any pertinent data of value as public




          information.


ZULU
     
Miscellaneous items not covered above.


NOTES:


a.
The above message need not be sent by a vessel which normally operates out of the base concerned, for short periods of time, except when special services are required by the vessel in question.  Non‑applicable parts of the above form should be omitted.  When extended preparation or planning by the shore activities is indicated for the accomplishment of any of the foregoing items, a separate message on such items shall be sent as early as practicable.  If the reported ETA will not be met, a revised ETA shall be sent to the naval base commander.


b.
Where information required by this message has already been furnished to the naval base commander by other means, in accordance with existing instructions there will be no duplication of this information in the above message and reference will be made therein only to other pertinent 



messages which contained the information already furnished.


c.
Item VICTOR ‑ This item should include the time, frequencies, and power on which it is proposed to carry out any radio transmissions.  

1405.  REPLIES TO LOGREQS

Messages in reply from the appropriate authorities will furnish information, as applicable, under items as contained in the originator's message.


a.  Berthing instructions would be given under item BRAVO.


b.  Time and place where personnel will be disembarked would be contained under CHARLIE.


c.  Miscellaneous information required by the ship prior to arrival, and not covered by any other item, would be contained under ZULU.

SECTION II - DAILY ESTIMATED POSITION SUMMARIES
1406.  EXPLANATION

Daily estimated position summaries are to be provided by warships and commanders at sea (in the summary area concerned), particularly air and submarine commanders as designated by area commanders in chief, sub‑area commanders and area commanders in chief commanding adjacent summary areas.

1407.  CONTENT


A summary will include all allied and cooperating PfP naval and merchant vessels which will be at sea in the summary area during the 24‑hour period covered by the summary, giving positions and intended movements.  A NIL report summary will be made.

1408.  Spare

SECTION III - HYDROGRAPHIC AND NAVIGATIONAL INFORMATION
1409.  REQUIREMENTS

The requirement is for the collection of hydrographic and navigational information from ships at sea, as well as weather observation stations and the dissemination of this information. 

1410.  DISSEMINATION

The dissemination of information is achieved by the following means:



a.  Navigational and hydrographic information such as NAVEAMs or "W" messages, HYDROLANTS, and AVURNAVs are issued by national authorities.



b.  These messages are serially numbered and transmitted on the appropriate fleet broadcast.  For those messages of a non‑urgent nature, distribution may be made by mail.  Messages relevent to PfP vessels will be passed to them via allied ships in company.

1411.  TYPES OF WARNING

In addition to the messages listed above the following types of navigational warnings may also be broadcast:



a.  Destructive or Hazardous Warnings.




(1)  Small Craft




(2)  Gale




(3)  Storm



b.  Disturbances of Tropical Origin.




(1)  Hurricane/Typhoon




(2)  Tropical Storm




(3)  Tropical Depression

1412.  SPECIAL NAVIGATIONAL INFORMATION


a.  Ice Patrol.  By international agreement a report which includes surface/air scouting, location and movement of icebergs is also provided on certain fleet broadcasts as a warning to surface navigation.



b.  NOTAMS.  Notices to Airmen and Mariners.  Allied, national, military and civilian authorities concerned with the safety of aircraft, originate messages to air authorities whose specific operations are affected.



c.  Activation of Lights.  All requests for the activation of navigational lights will be made to the operational control authority (OCA) responsible for the area concerned.

1413.  NAVIGATIONAL AIDS


a.  Purpose.  A radio navigational aid is a descriptive term applied to radio equipment utilizing electromagnetic waves for the purpose of assisting aircraft in air navigation and ships in navigation or pilotage.



b.  Types.  A sampling of the most common electronic navigation aids serving the military forces is shown below:




(1)  Global Positioning System (GPS).  Most ships and aircraft now carry equipment capable of receiving positional information from the GPS system.  The GPS consists of 24 satellites each in a specific orbit.  Signals from at least three satellites are needed to give a highly accurate position.  This is normally possible every few minutes.  The GPS is available worldwide.




(2)  Loran ‑ There are two types of Loran systems at present in service, They are:





(a)  Loran A ‑ One hyperbolic line of position is obtained from information given on any one Loran channel.  For position fixing, information from two channels is necessary to provide crossing lines of position.  A special receiver and special charts are necessary.  Loran is a long range aid which ranges from 500 to over 1000 miles, depending upon time of day and propagation conditions.





(b)  Loran C ‑ is a similar system but uses the LF band and can be used up to 1,200 miles at any time of day or night.




(3)  Consol ‑ One line of bearing is obtained from any one Consol Station.  Ranges extend over 1,000 miles, depending on low frequency reception conditions.  Crossed bearings from two stations are necessary for position fixing.  Special charts are necessary for interpreting information received.  Consol may be received on any low‑frequency receiver.




(4)  Non‑Directional Beacons (NDB) ‑ Special re-ceivers and antenna for direction finding are necessary.  Range varies with the power output of the transmission source, but rarely exceeds 300 miles.  Single lines of bearings are obtained from individual beacons.  Two bearings are necessary for crossed lines of position.  Short ranges are necessary for operationally acceptable accuracy.




(5)  Tacan ‑ Special receivers are required.  Bearing to the Tacan station, and distance from the Tacan station are presented to the pilot on direct reading instruments.  This equipment is quite accurate, but range is limited to line‑of‑sight reception, and is therefore primarily an aerial navigation aid.




(6)  Decca ‑ The Decca Navigator System is a high accuracy, short to medium range radio navigation aid intended for coastal and landfall navigation.  An important characteristic of the system is the simplicity and speed in taking a precision fix, facilitated by the Decca receiver's three integrating coordinating 

meters, which continuously and automatically display all position line information simultaneously.  When a fix is required all that is necessary is to read‑off simultaneously, the two relevant position coordinate values indicated, and refer them to the appropriate Hydrographic Decca Latticed Navigation Chart; an operation that can be completed in under one minute.

1414.  DIRECTION FINDING

Direction finding guardships may be required in a force for monitoring safety nets and taking bearings on aircraft in distress.

1415.
 HOMING PROCEDURES

Homing procedures are covered in para 1314.



1416.  CARRIER BASED AIRCRAFT

Carrier‑based aircraft will use homing procedures in accordance with national doctrines.  It is imperative that the homing capabilities of each navy be specified for each operation in the appropriate operation order or plan.  In addition, information for pilots relative to frequencies, call letters and code assignments for ships must be made available by operational commanders.  Fleet commanders and OTC's are authorized to amend current homing procedures as a temporary measure to avoid mutual interference.

1417.  Spare


SECTION IV - METEOROLOGICAL AND OCEANOGRAPHIC COMMUNICATIONS
1418.  COLLECTION AND DISSEMINATION

The main communications of the meteorological organization are on a common user basis and are outside the scope of this publication.  Navies are, however, particularly concerned with:



a.  Dissemination of meteorological information to ships at sea.



b.  Collection of meteorological information from ships at sea.

1419.  DISSEMINATION OF WEATHER AND OCEANOGRAPHIC INFORMATION TO
       SHIPS AT SEA


a.  The following Meteorological and Oceanographic (METOC) services will be available for ships, including PfP vessels if requested:




(1)  Storm warnings and weather messages of an emergency nature necessary to all ships, transmitted on dedicated meteorological broadcasts.




(2)  Periodic routine weather forecasts of a general nature, and chart analyses useful to all ships, transmitted on dedicated meteorological broadcasts, and by certain nations, on fleet/ship broadcasts.




(3)  Basic meteorological data and more specialized forecasts useful to major vessels and command ships, transmitted on dedicated meteorological broadcasts.




(4)  Certain analyses (For example:  Sea Surface Temperature) are available by FAX transmission from some Military Oceanographic Information Centres.



b.  In addition to the above METOC broadcasts, ships at sea may be able to intercept additional transmissions used to effect the exchange of certain basic METOC information between various nations or meteorological organizations.

1420.  OCCASIONS FOR REPORTING


a.  The lack of meteorological observation points in ocean areas gives great importance to any meteorological information which can be furnished by ships or aircraft.  Ocean weather ships may be stationed to provide routine information.  



b.  These weather reports must contain the position of the reporting ship or aircraft, unless that position is known by the addressee who is responsible for forwarding the weather report part.



c.  No more than one such report need be made in any six hour period by a ship, or three hour period by aircraft unless a material change occurs.  Ships and aircraft in company should make arrangments for only one unit to make the necessary reports.

1421.  FORM OF MESSAGE

International Format.  Weather reports are to be sent in World Meteorological Organization weather code forms and are to include the ice group where applicable. In weather reports added to the text of messages the first two groups (i.e. position and time groups) may be omitted if the message already contains the ship's position, and the weather report refers to the hour of the date‑time group.

1422.  MESSAGE ROUTING


a.  Weather reports which have been specifically ordered should be addressed to the operational control authority concerned.  Routine weather reports should be addressed in accordance with national or command instructions.



b.  The senior shore action addressee is to extract the weather portion of the message, add the ship's position at the time of the weather report (if not included), and deliver it to the nearest meteorological officer.  If there is no meteorological office within immediate reach, the senior shore addressee will prepare the weather portion in message form for transmission to the meteorological office.  



c.  Although the senior action addressee ashore is responsible for the extraction of weather information, it is not always feasible for him to carry out the above procedure.  In cases of this nature he should delegate to a more suitably located subordinate shore 

command the responsibility of extraction and transmission, to the meteorological office, the required weather data.

CHAPTER 15

CONTROL OF COMMUNICATIONS AND ELECTRONIC EMISSIONS
SECTION I - COMMUNICATIONS SECURITY

1501.  GENERAL


a.  Security of Communications.  Communications security is the protection resulting from the application of measures designed to deny to unauthorized persons information of value which might be derived from a study of communications materials and information.  The necessary measures to achieve communications  security fall under three headings:




(1)  Physical Security.  This includes such measures (e.g., accounting and destruction procedures, use of safes, etc.) as are necessary to protect classified documents and equipment against compromise and loss, and the security clearance and education of persons who need to have access to classified information.  It also includes the restriction of the knowledge of COMSEC material and information to those persons who are authorized to have access to it.




(2)  Cryptographic Security.  This includes the provision of secure communications systems as well as sound and practicable communications security operating procedures.




(3)  Transmission Security.  This includes all measures designed to protect transmissions from unauthorized interception, traffic analysis, and imitative communications deception.



b.  Responsibility.  Commanders responsible for communi-cations security and those staff, operations and communications personnel responsible for implementing measures to achieve communications security, must be cognizant of all aspects of communications which affect communications security.  Responsibility for the maintenance and improvement of transmission security is fulfilled at all echelons of command through officers who formulate local regulations in conformance with COMSEC policies and procedures directed by higher authority.  These officers, in the light of their knowledge of command operations and plans, are in the best position to assess the impact of security violations and to determine the scope of security requirements.  Communication or signal officers are directly responsible for formulating and maintaining the communications operations instructions, and supervision of communications operations in conformance with policies and procedures issued by higher authority.  Individuals responsible for originating or transmitting messages, or concerned with the operation of the communication rules in any way, must comply with authorized instructions and procedures prescribed.

1502.  USE OF RADIOTELEPHONE


a.  Non-secure Circuits.  A large number of conversations take place over unsecured radiotelephone nets.  Communication or signal officers are to ensure that operators clearly understand the communications security instructions applicable to the circuit being used.



b.  Requirements for Discipline



(1)  Careless or excessive use of radiotelephone is a serious hazard to communications security.  All users should appreciate the likelihood that radio waves will travel beyond the range of the intended recipient.




(2)  Unauthorized radiotelephone transmissions can be prevented by constant supervision and proper instructions to telephone and radio users.

1503.  VISUAL SIGNALS


a.  Visual Silence



(1)  Visual silence will be prescribed when it is considered necessary. When visual silence has been prescribed, there shall be no signalling by visual means between sunset and sunrise except:



(a)  Essential recognition signals.



(b) Vital messages that for some reason cannot be transmitted by other means.




(2)  Night cruising orders should be issued early enough to permit their reception by all addressees before sunset.



b.  Responsibility.  Communication or signal officers are to ensure that no unauthorized messages are sent.  The risk of interception should always be borne in mind.  It should be assumed therefore that 'someone is watching'.



c.  Alternative Means.  The Commander should be informed before sunset of outstanding messages that are prepared for dispatch by visual means so that under conditions of visual silence alternative means of transmission can be considered.

1504.  COMMUNICATIONS SECURITY


Communications Security Policy (CSP).  The EMCON plan will indicate when a particular circuit may be used.

1505.  AUTHENTICATION
       Authentication is a security measure designed to protect a communication system against fraudulent transmissions.



a.  It is advisable to authenticate every message transmitted on an unsecured circuit.  Authentication is mandatory when any station suspects imitative deception on any circuit.



b.  Responsibility and Implementation.




(1)  Whenever any authentication system is promul-gated, accompanying instructions shall specify when to authenticate.  Such instructions may need amplifying or supplementing for specific operations.




(2)  Readiness to authenticate and accuracy in au-thentication are of the utmost importance.  It is therefore necessary that authentication be used sufficiently in peacetime to ensure that all personnel concerned are thoroughly trained.

1506.  Spare


SECTION II - CONTROL OF COMMUNICATIONS AND ELECTRONIC EMISSIONS
1507.  TYPES OF EMISSIONS


a.  Radio Communications, Radar, Sonar



(1)  Radio Communications ‑ CW, frequency shift and phase shift Keying (single and multiple channel), telephony, facsimile and television.  Supplementary characteristics include Double Sideband (DSB), Single Sideband (SSB) which may be reduced carrier, full carrier or suppressed carrier, two independent sidebands (ISB), and Pulse which may be amplitude modulated, width or duration modulated, phase or position modulated or code modulated.




(2) Radar ‑ Pulsed, Pulse compression, frequency agile, Pulse doppler, CW, Modulated PRF and complex pulse.




(3)  Sonar ‑ Early searchlight type (Single pulse

CW).  Short and long range Lasers employing beam forming to produce separate identifiable beams (Coded pulses of CW). Long range Lasers (FMCW).



b.  Emission from Miscellaneous Equipment.  These include, but are not limited to, infra-red devices, echo sounders (using damped CW), underwater telephone employing an FM carrier, navigational aids such as beacons, IFF and meteorological devices.  The use of unauthorized or uncontrolled personal radio sets or cellular telephones should always be considered 

1508.  NEED FOR CONTROL


a.  Interception of Emission.  All emissions may be in-tercepted by an enemy and could provide useful intelligence.  Additionally, any emission can be subjected to enemy direction finding and reveal the location of the emitter.  It is therefore necessary to assess the risk of interception.  This assessment should cover the enemy benefit versus the benefit to be gained by continuing to transmit and accept the risks involved.



b.  Requirements for Control.  The control of communications is a function of command.  Officers in command are responsible for controlling and coordinating communications for stations and forces under command.  Control can be effected by the use of Emission Policy.

1509.  METHOD OF CONTROL


a.  Emission Policy.




(1)  Emission Policy includes the decision on the use of all emitters and the extent to which activated communications circuits may be used.  Emission Control and EMCON plans are the way in which the emission policy is implemented.




(2)  An Emission Policy should be promulgated for all operations.




(3)  The basic consideration must be the aim of the operation, for the policy chosen must be that which, taking all factors into account, best favors the attainment of the aim.  The selection of an Emission Policy is seldom a straight forward matter, since the complexity of modern maritime operations require an ever expanding use of electronics in all forms in order to control and direct the ships and aircraft.  Any limitation on the use of electronic equipment will, to some extent, reduce operational efficiency.  Therefore, this selection must be a Command responsibility and should not be delegated.




(4)  In order that the Emission Policy may be compatible with the OTC's requirements for the effective direction of ships and aircraft and for the operation of sensors, the policy must be considered during the early planning stages so that it may be properly integrated with the main operational plan.  However, the policy must be flexible.  In some cases an alternative policy should be provided in addition to the basic plan.




(5)  A single Emission Policy will rarely suffice for an operation since the conflicting requirements of silence and transmission alter as the situation develops.  The problem usually divides into two phases:




     (a)  When stealth is vital;




     (b)  When stealth is no longer crucial.



b.  Emission Control (EMCON).  EMCON involves the implementation of the Emission Policy formulated by the Commander to obtain the maximum tactical advantage in a particular situation.  This is achieved by the management of the emissions of friendly units in accordance with operations orders or EMCON plans which may authorize, restrict, or prohibit the operation of equipment by type, or unit or both.  Emission Control covers all emissions in the radio, sonic, and infrared spectrums.



c.  EMCON Plan.  The Commander must know how the EMCON Plan ordered affects his ship.  This is best achieved by a master stateboard which lists emitting equipments against the appropriate Index Number taken from the standard EMCON framework.  This stateboard should be sited in the Operations Room (or CIC). 



d.  Responsibility.  The final responsibility of an Emission Policy for any tactical situation rests with the operational commander alone.  As there are so many variables to be considered it is very difficult to lay down hard and fast rules.



e.  Implementation.




(1)  Radiation Status Indicators are directives which govern the operation of groups of equipment in groups of ships and aircraft.  These directives have to be translated into precise instructions for the operation of each emitter in each unit.




(2)  These instructions have to be passed rapidly to those responsible for the operation of emitting equipments.




(3)  Unauthorized emissions must be prevented by either rendering each emitter physically inoperative, or, strict adherence to standing orders, allied to sound knowledge as to whether or not the operation of any particular emitter is authorized at any given time.




(4)  The organization adopted must be capable of being enforced, unauthorized emissions detected, and responsible users identified.



f.  Monitoring.




(1)  The monitoring of communications to evaluate whether transmission security is being observed is primarily a responsibility of command.




(2)  Comprehensive monitoring, analysis and reporting facilities are available to the command on request or direction.  The effort is primarily concerned with determining the degree of security provided by prescribed communications practices and procedures, and providing a basis for realistic transmission security improvement action.  It may also be performed to determine the extent of adherence to prescribed communications practices and procedures.

1510.  RADIO SILENCE


a.  Breaking Silence.  There are certain standard occasions when a commanding officer may break silence, although by doing so he violates the EMCON plan in force.  The fact that silence has been broken by a unit does not automatically change the policy in force.  Any change must be in accordance with the plan or by order of the OTC. The occasions for breaking silence are contained in ACPs and will be listed for PfP ships in the operation orders.

CHAPTER 16
COMMERCIAL COMMUNICATIONS
SECTION I - GENERAL
1601. GENERAL


Commercial facilities are available throughout the NATO  area for use if required.  The details of available facilities can be found through commercial sources or in national publications.

1602.
WORLD‑WIDE COMMERCIAL NETWORK

The commercial telecommunication companies have a world‑wide network for transmission of private messages to overseas addressees.  This network consists of both radio telegraph and cable links which share the traffic.  A message handed in to a commercial company may be transmitted by either method unless instructions are given that it is to be sent by cable only.  Inland telegraph systems may be operated by the government telecommunications department concerned, or by a commercial company.

1603.  METHOD OF TRANSMISSION

The following method of transmission is used by commercial tele-communication companies: 



a.  Arrangements are made for a message to an addressee at any point on a cable route to be automatically received at a cable center nearest that point and no other.  This is done by transmitting a code group which sets in operation that station's receiving apparatus instead of allowing the message to be passed on down the line.



b.  To obtain a limited degree of communications security, commercial messages are to be sent by cable instead of radio.  In this case the prefix "FIL" must be used.

1604.  USE OF COMMERCIAL FACILITIES


a. Military traffic should only be sent by commercial methods when:




(1)  No military communications system is available to get messages to the addressee, or when the only available system (e.g., postal or air mail) is considered too slow.




(2)  Military systems are heavily loaded and it is essential to clear outstanding messages as soon as possible.




(3)  Neither the originator nor the addressee are served by military communications.  Messages may be filed directly or refiled with the commercial company, without further transmission on military circuits.




(4)  In the interest of security, originators filing messages via commercial means, which contain military information, should specify that the message should be sent via cable in lieu of radio.  Although this will provide a slightly improved degree of security, it should be realised that all commercial traffic is vulnerable to intercept and analysis.

1605.
 INMARSAT


a. The INMARSAT system offers global coverage (except polar regions) through regional allocation of geostationary satellites providing telephone, telex, facsimile and data communications to ships fitted with INMARSAT satellite communications terminals.  The system is operated by dialling an international access followed by the appropriate ocean region code and the ship’s INMARSAT Mobile Number.  Merchant ships and warship numbers are listed in the INMARSAT Earth Station Directory and in countries where direct dialling is not available, an operator will connect the call.  Most NATO warships now have access to INMARSAT.



b. The INMARSAT system is to be utilized for “peaceful purposes” only which includes distress and humanitarian operations and peacekeeping requirements under the auspices of the United Nations.  The system may also be used for daily peaceful military requirements providing these do not infringe the INMARSAT Charter.  



c. Four types of terminal are commonly available.  These are:




(1) Type A.  This provides analogue voice, facsimile, telex and high speed data (up to 9.6 Kbps under normal circumstances) and is the most widely used system.  However, because it uses analogue technology, this terminal will eventually be replaced by the Type B or M terminals. 



(2) Type B.  This terminal provides the same services as the Type A, but uses digital technology.




(3) Type M.  This terminal is much smaller and lighter than both the Type A and Type B terminal and will therefore process lower data rates (up to 2.4 Kbps for data and 4.8 Kbps for digital voice).  This terminal uses digital technology.




(4) Type C.  This terminal is smaller than the Type M and consequently does not provide a voice capability.  However, it does provide telex, fax, X.25, E-mail and has a distress alerting and automatic postion reporting facility.  This terminal is very popular with small craft (down to yacht size).

1606.  PRECEDENCE

By international agreement any government (i.e., official) message will be given precedence over private messages if this precedence is indicated on the cable form by the words, "with priority".  Otherwise the message will take its turn.

1607.  ACCOUNTING

The various allied nations have varying rules for this purpose.  Some require payment in advance, some accept collect traffic, some only charge for a portion of the route.  In every case where financial arrangements have been made, the details should be shown in the text of the message by the use of such terms as PREPAID, COLLECT, etc.

1608.  PRIVATE TELEGRAMS

All private telegrams must be prepaid prior to transmission by any means.  When the exact toll is unknown, the operating signal "QSJ" should be suffixed to the message to ascertain the charge.

1609.  PRIVATE RADIO TELEPHONE CALLS

Most NATO Warships now have the capability to provide equipment for private radio telephone calls.  This, of course, is at the Commanding Officer's discretion and must be subject to operational requirements and equipment availability.  Private radio telephone calls (RADPHONE) may be made via MF/HF, VHF or INMARSAT, depending on range, area of operation and facilities available within that area.  Charges will vary depending on the method and shore station used, but calls should be accounted for by consulting National/International lists of charges or INMARSAT tariff and by agreement with the shore radio station.  
1610.  COMMUNICATIONS WITH OIL RIGS

For practical purposes, the communications provided to oil rigs may be consiered to be those for a merchant ship in coastal waters (see para 515 and 1206 of this publication).

SECTION II - PROCEDURES

1611.  FORMAT


a.  Messages other than weather broadcasts, handed to cable or radio companies must be presented in duplicate, so that the companies can present one copy with their account.  The duplicate should be marked "Duplicate for accounting purposes only".



b.  When a message is sent by inland telegraph to more than one authority, the telegraph office must be supplied with two copies for each addressee, except if all addressees are in the same town or postal district, their telegraphic addresses may be written in the address space on the same form.



c.  When a message is sent by cable to more than one authority, the cable office must normally be supplied with two copies for each addressee.  If, however, there are several addressees in one locale, a single form may be used, and the letters "TM" followed by the number of addressees, is inserted as the first item in the address space.  The local office of the cable company should normally be consulted.



d.  The date and time of delivery of a message sent by commercial means can be obtained by application at the telegraph or cable office at which the message was handed in for dispatch.

SECTION III - PRESS COMMUNICATIONS
1612.  DEFINITION

The term "press traffic" refers to radio, television, cellular telephone or messages whose text consists of material for release to some newspaper or other public information media.

1613.  METHOD OF TRANSMISSION


a.  Use of military circuits.  When preparing an area communication plan, the handling of press traffic must be considered.  Normally press traffic will not be accepted for transmission over operational or administrative channels when there is a commercial facility available for this purpose.  In allied exercises special arrangements are made.



b.  In certain operations, the press may wish to have direct access to real-time media such as HF/VHF radio, cellular telephone or INMARSAT.  In these situations, access to this electronic media will be subject to command approval.  Although the content of press traffic will not be subjected to military censorship, it is important that public information personnel are fully briefed by an experienced liaison officer prior to access to electronic media being granted. 



c.  Handling.  Nations have different rules for the peacetime censorship of press traffic and exercise orders must contain instructions for its handling.  In certain operations, censorship of press traffic will be governed by special regulations.  Press traffic is never to be encrypted.



d.  Precedence.  When commercial facilities are utilized, the precedence of press traffic will be at the discretion of the originator. Press traffic should normally be graded no higher than "ROUTINE" but handled on a non‑interference basis with military traffic when transmitted on military circuits.  Special arrangements for rapid handling may be laid down in exercise or operation orders.



e.  Filing of Press Traffic.  Press traffic should be filed separate from military traffic.  Press representatives should not be permitted access to any communication office afloat or ashore for the purpose of consulting previous traffic; press traffic files will be maintained by public information offices for consultation.


SECTION IV - WELFARE COMMUNICATIONS
1614.  WELFARE TRAFFIC

Messages of a humanitarian nature, either in the form of personal telegrams or official messages, are considered welfare traffic.



a.  In allied exercises, welfare traffic in the form of telegrams, is restricted to that of an urgent humanitarian nature.



b.  Welfare traffic from ships at sea is usually in the form of an official message from the ship which is handled in the same manner as any other message.  The text of an official welfare message must contain instructions for passing the message to the addressee by the shore station.  When circumstances warrant, a private telegram may be sent.



c.  Welfare traffic to ships may be either in the form of private telegrams or official messages.  Telegrams must be approved by the operational authority before being transmitted to ensure that they are of a sufficiently urgent nature.  Once they are approved for transmission full use must be made of broadcasts other than the fleet/sub‑area broadcast.

CHAPTER 17

STANDARD OPERATING PROCEDURES

FOR

PC-PC FILE TRANSFER (PCNet)

SECTION I - GENERAL
1701.
INTRODUCTION


a.  Recent joint NATO and Partnership for Peace (PfP) maritime exercises have shown that Command and Control (C2) of maritime forces has been difficult because of limited communications interoperability.


b.  To this end, the Maritime Working Group (MWG) (formerly the Allied Naval Communications Agency {ANCA}) has approved a requirement and a Concept of Operations (CONOPS) for PC-PC file transfer, known as PCNet, to augment voice and visual communications.  This will allow ‘hard copy’ messages to be transferred using modern Commercial-off-the-Shelf (COTS) equipment with existing onboard transceivers.  However, this technical solution must be accompanied by new Standard Operating Procedures (SOPs).

1702.
AIM

The aim of this paper is to present guidance for NATO and PfP maritime forces in communicating on PCNet.

1703.
PCNET

a.  PCNet communications will normally be conducted on the HF band and this guidance describes operations using the HF band.  However, when all ships/aircraft are suitably fitted, PC-PC communications can alternatively be conducted on VHF, UHF, SATCOM or on any common RF medium..  Operations using other than HF radio links will require different emission designations and settings to hardware (modem and radio) than that described below.


b.  PCNet is designed so that it will be interoperable regardless of whether user communities use existing integrated PC equipment or portable “walk aboard” equipment provided by the NATO CIS pool for this purpose.  Use of the FutureSoft Dynacom communication package for PCNet will be mandatory except as discussed in para 7 below.


c.  The technical parameters for the HF serial tone modems to be used with PCNet are detailed in PCP-1(A) (Change One) paragraph 223b.  PC requirements and setting-up routines may vary depending on the man-machine interface and the type of PC used.


d.  Use of non-NATO standards is to be avoided whenever possible.  In exceptional circumstances, special non-NATO equipment may be loaned or leased through a vendor by an exercise or Operational Commander.  In these circumstances, providing all net participants have the same equipment or there is a “gateway”, the technical parameters may be changed as necessary.  Regardless of the hardware used, PCNet is to be conducted using the standard operating procedures shown below.

SECTION II - STANDARD OPERATING PROCEDURES

1704.
SETTING UP THE CIRCUIT.


The circuit will normally be ordered within the Exercise Operation Order (EXOPORD) or by the Task Force/Group or Formation Commander.  PCNet can also be activated when two or more ships meet unexpectedly at sea providing that the units are fitted with suitable interoperable equipment.  Unless otherwise directed, initial contact is to be made on circuit PFP 212A using settings shown in the first example in para 10 below. An activation can also be facilitated through visual or voice communications.  Individual ship equipment is listed at Appendix 1.  This equipment must be capable of being connected to an HF transceiver capable of single sideband (SSB) modulation, continuous operation and have reliable frequency stability.  The assigned frequency (fa) is always to be offset by 1.8 kHz when using STANAG 4285, and as determined by the modem setting for STANAG 4529.  STANAG 4529 will be used only when assigned frequencies do not have a 3 kHz bandwidth.  Minimum power, commensurate with the conditions and disposition of the force is always to be used.  The circuit will be ordered in accordance with PCP-1(A) paragraph 213a.

1705.
PCNET DATA RATE and INTERLEAVING

PCNet data rate will depend on the situation and the quality of the communications path at the time.  The modem data rate for STANAG 4285 transmissions can be 75, 150, 300, 600, 1200 or 2400 bps with error detection and correction (EDAC) coding (with short or long interleaving) or 3600 bps uncoded (i.e., no EDAC).  STANAG 4529 is restricted to a maximum data rate of 1200 bps.  Generally, communications in the HF band will require some EDAC coding, especially when used at ranges beyond the ground-wave.  Short interleaving is recommended; however, under difficult propagation conditions, long interleaving may improve performance.  More coding will mean less data “over-the-air”, but will increase the chances of data being received correctly on first transmission.  The circuit data rate must therefore be a net controller or commander’s decision.  The initial data rate will be promulgated in the complan or setting-up signal/message, depending on the quality of the transmission path.  Unless otherwise instructed, initial an data rate of 300 bps with short interleaving is to be used when making initial contact.

1706.
AUTOMATIC REQUEST FOR REPEAT (ARQ)


a.  ARQ provides additional processing by automatically obtaining repeats of missed or corrupted data before it is passed to the end user.  Thus, ARQ provides virtually error free data at the receive end, regardless of the Radio Frequency (RF) conditions.  It should be noted however, that in conditions of heavy interference, the ARQ process will progressively reduce the data throughput as conditions deteriorate, possibly to the extent where transfer of data is not achievable.  Furthermore, ARQ is designed for point to point working and does not work well with a large number of users on a netted circuit.  Net controllers should therefore be aware of ARQ limitations.  


b.  Several types or standards of ARQ are available and it is essential that when used, all participants utilise the same standard.  With the exception of special circumstances as outlined in para 7 above, this should be in accordance with the NATO standard ARQ known as the NC3A ARQ Protocol for HF PC-PC file transfer.  The NC3A ARQ protocol is embedded within FutureSoft’s Dynacomm HF Client Software (details can be found in Appendix 1).      


c.  Examples of ordering PCNet by voice:  

“Set watch PCNet 2K80J2D/300/S/PFP212A”

Meaning - Set watch on PCNet using STANAG 4285 PSK with 2.8 bandwidth, data rate of 300 baud and Short Interleaving.  HF Transceiver dial set to 3023.0 kHz (i.e. frequency assigned (fa) 3024.8 kHz with a 1.8 kHz offset).

-or-

“Set watch PCNet 1K24J2D/600/S/PFP212A”

Meaning - Set watch on PCNet using STANAG 4529 PSK with 1.24 bandwidth, data rate of 600 baud and Short Interleaving.  HF transceiver dial setting will be dependant on the modem setting.

1707.
HARBOUR TRAINING

Experience has shown that harbour training is essential prior to a NATO-PfP maritime exercises.  Every opportunity should be taken therefore, by all participants to establish communications on PCNet prior to sailing and, where possible, to conduct several file or message transfer operations to familiarise operators and users. 

1708.
MESSAGE FORMAT

NATO forces use ACP 127 format for message construction.  This is not necessary for messages between NATO and PfP forces.  However, all messages must contain a precedence, an originator, and an action addressee, (and information addressees, if appropriate).  Messages prepared or received in ACP 127 format by NATO units may be relayed on PCNet without change starting at the precedence.  Structured messages, except for those listed in EXTAC 1006, are not to be transmitted on PCNet.  To keep the amount of data to a minimum for transfer over HF, messages should be prepared using the FutureSoft package which contains a simple message preparation field.  Alternatively, messages can be prepared with any word processing application but transfer of such a message will add overhead data and increase transmission time.  An explanation of the NATO message format can be found in ACP 121(F) (Releasable to PfP).  NATO units receiving messages in non-NATO format for relay beyond PCNet must take appropriate action to convert the message to ACP 127 format.

1709.
MESSAGE WRITING

Messages prepared for transmission on PCNet for PfP addressees should not contain NATO acronyms or jargon except where these have been explained or spelled out within the Operation Order or message.  All messages, however small, should be prepared as a file, prior to calling.

1710.
TRANSFER OF GRAPHICS

Graphics or picture files may be transferred on PCNet but, because these often comprise of very large amounts of data, care must be taken to do this at times when the circuit is not busy or when propagation conditions permit higher data rate.  Graphics and picture files must also be given a precedence and an address.

1711.
TRAFFIC PRECEDENCE


Assignment of message and file precedences will be in accordance with the guidance in ACP 121(F), paragraph 327.

1712.
CIRCUIT SECURITY


Until appropriate security devices for NATO-PfP communications have been identified by the Information Security Sub-Committee (formerly the Allied Communications and Computer Security Agency {ACCSA}), PCNet will remain a non-secure net.  This means that classified material of any type shall not be transmitted except in exceptional circumstances where speed over-rides security.  In these circumstances, the rules contained in ACP 121(F) paragraph 326 are to be obeyed.

1713.
NET CONTROL STATION

A PCNet control station is necessary to co-ordinate and control the conduct of operations on the net.   This will normally be the task group commander’s or formation leader’s ship, or the ship or station requesting PCNet. The net control station is to ensure that the optimum parameters for conducting PCNet communications are used noting propagation conditions and that the conduct of operations on the net is disciplined.  Until sufficient experience has been gained with PCNet, a co-ordination net should be specified to resolve possible problems.  This will normally be a simple voice net.

1714.
CONDUCT OF OPERATIONS

a.  Small Force Operations.  When more than two ships or stations are participating on the net, a calling station must ensure that no other station is operating prior to transmitting. Stations having files to transmit should make a preliminary call to the net control station.  This should be done on the voice co-ordination circuit. Preliminary calls should include the amount of files to be transferred, but should only indicate precedence if there is a need for urgency.  The requirement for a voice co-ordination circuit will be relaxed after experience has been gained, or at the discretion of the net control station.


b.  For example, upon receiving a voice request (or directly on PCNet if the requirement for voice has been relaxed) for a connection between Ship A and Ship C (with an “Immediate” file to transfer) and a request from Ship B (with three unspecified files for the NCS), the NCS shall transmit a reply on PCNet using ARQ as follows:


“Ship A Go”   Note: Ship C should be ready to receive using ARQ.

“Ship B Stand By” 

The message shall be sent to stations A and B in sequence, the first to the station having the highest precedence traffic.  


c. Large Force Operations. In a large force (more than five ships or users), it may be necessary to establish two frequencies for PCNet; a broadcast frequency and a working frequency.  In this case, all users should maintain watch on the broadcast frequency (the default frequency) and their equipment should be set to the broadcast mode.  Ships, other than the NCS having files to transfer would call the NCS using either voice or PCNet (on the working frequency) and then follow the procedure described above.  A ship having a file(s) to transfer to a single ship in the force other than the NCS may establish direct communication with the other ship on the working frequency.  However, because of equipment limitations, it will be necessary to first inform the other ship by sending a small message on the broadcast frequency or on the voice co-ordination frequency as follows:

“Ship B this is Ship C, Messages - PCNet working” 


d. Files to Multiple Addressees.  When files are to be transferred to multiple addressees within the force, these should be passed on the broadcast frequency.  This can be done by any ship without prior consultation with the NCS.  Ships should always be aware when the working frequency is being used, and, because of equipment limitations, should not transfer files on the broadcast frequency during these periods. 

SECTION III - SUMMARY

1715.
SUMMARY

This SOP is provided for guidance of NATO and PfP communication staffs and does not over-ride common sense where circumstances dictate.  As maritime forces gain experience with PCNet, this guidance will be altered as necessary.  Suggested changes should be forwarded through national CIS representatives for the MWG PfP Sub Group.

SECTION IV - PCNET HARDWARE AND SOFTWARE REQUIREMENT
1716.
PCNET HARDWARE COMPUTER EQUIPMENT

The following computer equipment is needed for each PCNet terminal:


a.  Desk Top or Laptop PC

Processor   - 80486 (or higher)

Clock Speed - 100 MHz (or better)

Memory      - 8 Mb (upgradeable to 16 Mb)

Hardisk     - Minimum of 500 Mb

Operating System - Windows 3.11 or Windows 95

Floppy      - 3.5” 1.44 Mb

Source      - Any


b.  Co-processor Card

Card     - GMM Sync2/CCP Card

Crystal  - 18.432 MHz

Memory   - 1 Mb

Source   - GMM Research Corporation 18092,

           Sky Park South, Unit E. Irvine, CA 92714 USA


      Voice +1-714-752-9447


      FAX   +1-714-752-7335

Quantity - One per system

Notes:  
1. This card requires a full expansion slot.



2. Laptop PCs may use an expansion card or a PCMCIA card.

1717.
MODEM AND SOFTWARE REQUIREMENTS

a.  The following MODEM is required for PCNet:

Waveform - STANAG 4285 and STANAG 4529

Sources -  Various

Quantity - One per system 


b.  The following Application and Man Machine Interface software is required for PCNet:

Company  - FutureSoft (NL and USA)

Software - DynaComm HF Client

MMI      - MS Windows 3.11 or 95

Source   - MS Windows - Any


      FutureSoft - Through NC3A Basic Ordering Agreement 




    (BOA) number CO-7417-BOA

CHAPTER 18

MINIMUM CIS INTEROPERABILITY REQUIREMENTS FOR PfP MARITIME FORCES

SECTION I - GENERAL

1801.
INTRODUCTION

Partnership for Peace (PfP) Naval ships, submarines and Maritime aircraft, including helicopters, co-operating with NATO have to meet requirements for CIS that are reliable and interoperable.  The aim of this chapter is to define realistic standards for the minimum fitting of communications equipment in maritime and maritime air units co-operating with NATO/PfP maritime forces or operating as part of a NATO maritime task group, whether as part of an exercise or an operation.

1802.
CONCEPT

a.
This chapter defines maritime mission areas and related Minimum Tasks for Interoperability (MTI) requirements from which the minimum fitting of communications equipment is derived.  This will enable NATO Commanders to exercise effective Command and Control (C2) over co-operating naval forces.

b.
Furthermore, this chapter provides circuit details and additional information necessary to support realistic planning for improvements and follow-on equipment within given boundaries.

1803.
NATIONAL REQUIREMENTS

a.
Nations are not obliged to meet any equipment fitting standards other than explicitly defined in nationally agreed and implemented documents, if these exist.  However, nations should make every effort to meet the minimum fitting standards and interoperability requirements laid down in this chapter.  

b.
In addition to NATO-PfP interoperability requirements, ships and aircraft may have other communications requirements based on national assessments of particular needs.  These additional requirements are not covered by this chapter and remain a national-only responsibility.

1804.
DEFINITIONS

a. 
INTEROPERABILITY:

The ability of systems, units or forces to provide services to and accept services from other systems, units or forces and to use the services so exchanged to enable them to operate effectively together. (AAP 6)

b. 
STANDARDISATION:

The process of developing concepts, doctrines, procedures and designs to achieve and maintain the most effective levels of compatibility, interoperability, interchangeability and commonality in the fields of operations, administration and materiel.  (AAP 6)

c.
NAVAL FORCES:

Ships, Submarines and Aircraft under full or operational naval command and/or naval operational control.  (AAP 6)

d. 
MARITIME OPERATIONS:

An action performed by forces on, under, or over the sea to gain or exploit control of the sea or to deny their use to the enemy. (AAP 6)

1805.
COMMUNICATION RANGE REQUIREMENTS
a.
Line of Sight (LOS)

All intra-force tactical, administrative and distress UHF/VHF circuits.

b.
Extended Line of Sight (ELOS)


(Range out to 300 NM).

All intra-force tactical, administrative and distress HF circuits and local ship/shore/ship HF/MF nets.

c.
Beyond Line of Sight (BLOS)


(Range beyond 300 NM)

All inter forces, ship/shore/ship and strategic circuits on HF/MF and SATCOM.

1806.
CIRCUIT DETAILS

a.
The conduct of maritime operations requires a wide range of information exchange capabilities that does not need to be met at all times and consequently not all units/commands must be equipped to meet every need.  The following circuit tables are developed to define fitting levels to meet the NATO-PfP interoperability requirements.  No allowance has been made for any additional equipment required for training purposes.

b.
Net/circuit description as given within the following tables is in accordance with PCP-1(A), but does not preclude commands from designating alternative net circuit descriptions to meet their requirements as directed in OPORDERS/OPLANS/OPTASKS.

1807.
CRYPTOGRAPHY REQUIREMENTS

Secure communications between Maritime NATO and PfP forces are a long term operational requirement.  When this equipment has been identified, it will be added to the minimum equipment fitting tables.

1808.
STANDARDS

Standards of radio and ancillary equipment will be in accordance with appropriate Standing Agreements (STANAGS) or other agreed criteria.  These include:


HF Transmitter  

-

STANAG 4203


VHF Transmitter

-

STANAG 4204


UHF Transmitter

-

STANAG 4205


PCNet



-
STANAG 4285/4529 **


Note:  ** This will be supplemented by STANAG 5066 when this is ratified.

1809.
AMENDMENTS AND CHANGES
This chapter has been agreed to by the MWG PfP Maritime CIS Requirements Sub Group and endorsed by the Maritime Working Group (MWG).  All proposed amendments or changes must be agreed to at the PfP Maritime CIS Requirements Sub Group for endorsement by the MWG. 

SECTION II - CORVETTES, FRIGATES AND DESTROYERS

TABLE 1-1 CORVETTE, FRIGATE, OR DESTROYER
	
	SAR
	Fleet Manoeuvres
	RAS
	Non-Specific Helo Operations
	Non-Specific MPA Operations
	Submiss/ Subsunk
	Embargo Ops
	General Maritime Ops

	VHF/IMM
	Yes
	
	Yes
	
	
	Yes
	Yes
	Yes

	Tactical UHF
	Yes
	Yes
	Yes
	
	
	Yes
	Yes
	Yes

	Reporting UHF
	Yes (1)
	
	
	
	Yes (1)
	Yes (1)
	Yes (1)
	Yes (1)

	Scene of Action UHF
	Yes (1)
	
	
	
	Yes (1)
	Yes (1)
	
	

	Aeronautical Distress (Guard)
	
	
	
	Yes (2)
	Yes (2)
	
	
	

	Helo Control UHF
	
	
	
	Yes (1)
	
	
	
	

	Land/Launch UHF
	
	
	
	Yes (1)
	
	
	
	

	PCNet (5)
	Yes
	Yes
	Yes
	Yes
	
	Yes
	Yes
	Yes

	Tactical HF
	
	
	
	
	
	
	Yes (3) (4)
	Yes (3) (4)

	Picture HF (6)
	Yes (3) (4)
	
	
	
	
	Yes (3) (4)
	Yes (3) (4)
	Yes (3) (4)

	Scene of Action HF
	Yes (3)
	
	
	
	Yes (3)
	Yes (3)
	
	


All Destroyers/Frigates/Corvettes must have the capability to guard these circuits, regardless of role.
Notes:

1.
The UHF circuit requirements can be combined.

2.
Receiver watch only.

3.
Only when out of UHF range.

4.
These HF circuit requirements may be combined.

5.
Transmitter used on PCNet will be available for Ship-Shore requirements when PCNet is in the receive-only mode.

6.
Recognised Maritime Picture.
TABLE 1-2 CORVETTE, FRIGATE, OR DESTROYER

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver 


(156 - 162 MHz)

2 UHF Transmitter and Receivers 
(225 - 399.975 MHz)

2 HF Transmitters and Receivers  
(1.5 - 30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)
1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver  (1.5 - 30 MHz)

TABLE 2-1 CORVETTE, FRIGATE, OR DESTROYER WITH ASW ROLE
	
	Submarine Direct Support
	Anti-Submarine Warfare (ASW)

	Sub-Ship UHF
	Yes (1**)
	

	ASW Control UHF
	Yes (1)
	Yes (1)

	SAG/SAU UHF
	
	Yes (1)

	ASW Helo Control UHF
	Yes (1) (7)
	Yes (1) (7)

	Fighter Control UHF
	
	

	AAW Coord UHF
	
	

	MPA Coord UHF
	Yes (1) (8)
	Yes (1) (8)

	ASW Air Coord HF
	Yes (3) (4) (8)
	Yes (3) (4) (8)

	AAW Coord HF
	
	

	ASW Helo Control HF
	Yes (3) (4) (7)
	Yes (3) (4) (7)


Circuit Requirements are in addition to those shown in Table 1-1
Notes:  

1.
These UHF circuit requirements can be combined.  ** May be combined with Reporting UHF.

2.  
Receiver watch only.

3.  
Only when out of UHF range 

4.  
These HF circuit requirements can be combined.

5.  
Transmitter used on PCNet will be available for Ship-Shore requirements when PCNet is in the receive-only mode. 

6.  
When Controlling Fighter Aircraft.

7.  
If helo (but not MPA) is being used to support the mission.

8.  
When operating with co-ordinating MPAs and ASW Helos.

9.  
May be combined with Helo Control UHF.
CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-1(A)

ASW Corvette/Frigate/Destroyer (Without Helicopter or MPA)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

3 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

2  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

CORVETTE, FRIGATE OR DESTROYER WITH ADDITIONAL ROLE(S)

Table 2-1(B)

ASW Corvette/Frigate/Destroyer (With Helicopter and/or MPA)

Minimum Interoperability Requirement

Radios:

1  VHF IMM Transceiver


(156 - 162 MHz)

2  UHF Transmitters and Receivers 
(225 - 399.975 MHz)

3  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

2 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and 2 Receivers (1.5 -30 MHz)

TABLE 2-2 CORVETTE, FRIGATE, OR DESTROYER WITH ASUW ROLE

	
	Surface Surveillance
	Anti-Surface Warfare (ASUW)

	Sub-Ship UHF
	
	

	ASW Control UHF
	
	

	SAG/SAU UHF
	
	Yes

	ASW Helo Control UHF
	Yes (1) (7)
	Yes (1) (7)

	Fighter Control UHF
	
	

	AAW Coord UHF
	
	

	MPA Coord UHF
	Yes (1) (8) (9)
	Yes (1) (8)

	ASW Air Coord HF
	Yes (3) (4) (8)
	Yes (3) (4) (8)

	AAW Coord HF
	
	

	ASW Helo Control HF
	Yes (3) (4) (7)
	Yes (3) (4) (7)


Circuit Requirements are in addition to those shown in Table 1-1
Notes:  

1.  
These UHF circuit requirements can be combined.  ** May be combined with Reporting UHF.

2.  
Receiver watch only.

3.  
Only when out of UHF range 

4.  
These HF circuit requirements can be combined.

5.  
Transmitter used on PCNet will be available for Ship-Shore requirements when PCNet is in the receive-only mode. 

6.  
When Controlling Fighter Aircraft.

7.  
If helo (but not MPA) is being used to support the mission.

8.  
When operating with co-ordinating MPAs and ASW Helos. 

9.  
May be combined with Helo Control UHF.
CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-2(A)

ASUW Corvette/Frigate/Destroyer (Without Helicopter or MPA support)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

4 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

3  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-2(B)

ASUW Corvette/Frigate/Destroyer (With Helicopter) and/or MPA Support

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

4 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

3  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and 2 Receivers (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

TABLE 2-3 CORVETTE, FRIGATE, OR DESTROYER WITH AAW ROLE
	
	Air-Defence 

Co-ordination
	Anti-Air Warfare (AAW)

	Sub-Ship UHF
	
	

	ASW Control UHF
	
	

	SAG/SAU UHF
	
	

	ASW Helo Control UHF
	
	

	Fighter Control UHF
	Yes (6)
	Yes (6)

	AAW Coord UHF
	Yes
	Yes

	MPA Coord UHF
	
	

	ASW Air Coord HF
	
	

	AAW Coord HF
	Yes (3)
	Yes (3)

	ASW Helo Control HF
	
	


Circuit Requirements are in addition to those shown in Table 1-1
Notes:  

1.  
These UHF circuit requirements can be combined.  ** May be combined with Reporting UHF.

2.  
Receiver watch only.

3.  
Only when out of UHF range 

4.  
These HF circuit requirements can be combined.

5.  
Transmitter used on PCNet will be available for Ship-Shore requirements when PCNet is in the receive-only mode. 

6.  
When Controlling Fighter Aircraft.

7.  
If helo (but not MPA) is being used to support the mission.

8.  
When operating with co-ordinating MPAs and ASW Helos. 

9.  
May be combined with Helo Control UHF.
CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-3(A)

AAW Corvette/Frigate/Destroyer (Without Fighter Aircraft Support)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

3 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

3  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-3(B)

AAW Corvette/Frigate/Destroyer (With Fighter Aircraft Support)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

4 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

3  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and 2 Receivers (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

TABLE 2-4 CORVETTE/FRIGATE/DESTROYER WITH MULTIPLE TASKS
	
	Submarine Direct Support
	Anti Submarine Warfare
	Surface Surveillance
	Anti-Surface Warfare (ASUW)
	Air Defence 

Co-ordination
	Anti-Air Warfare (AAW)

	Sub-Ship UHF
	Yes (1**)
	
	
	
	
	

	ASW Control UHF
	Yes (1)
	Yes (1)
	
	
	
	

	SAG/SAU UHF
	
	Yes (1)
	
	Yes
	
	

	ASW Helo Control UHF
	Yes (1) (7)
	Yes (1) (7)
	Yes (1) (7)
	Yes (1) (7)
	
	

	Fighter Control UHF
	
	
	
	
	Yes (6)
	Yes (6)

	AAW Coord UHF
	
	
	
	
	Yes
	Yes

	MPA Coord UHF
	Yes (1) (8)
	Yes (1) (8)
	Yes (1) (7) (8)
	Yes (1) (8)
	
	

	ASW Air Coord HF
	Yes (3) (4) (8)
	Yes (3) (4) (8)
	Yes (3) (4) (8)
	Yes (3) (4) (8)
	
	

	AAW Coord HF
	
	
	
	
	Yes (3)
	Yes (3)

	ASW Helo Control HF
	Yes (3) (4) (7)
	Yes (3) (4) (7)
	Yes (3) (4) (7)
	Yes (3) (4) (7)
	
	


Circuit Requirements are in addition to those shown in Table 1-1
Notes:  

1.  
These UHF circuit requirements can be combined.  ** May be combined with Reporting UHF.

2.  
Receiver watch only.

3.  
Only when out of UHF range 

4.  
These HF circuit requirements can be combined.

5.  
Transmitter used on PCNet will be available for Ship-Shore requirements when PCNet is in the receive-only mode. 

6.  
When Controlling Fighter Aircraft.

7.  
If helo (but not MPA) is being used to support the mission.

8.  
When operating with co-ordinating MPAs and ASW Helos. 

9.  
May be combined with Helo Control UHF.
CORVETTE, FRIGATE, OR DESTROYER WITH ADDITIONAL ROLE(S)

TABLE 2-4(A)

Corvette/Frigate/Destroyer with Multiple Tasks

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

6 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

5 HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and 2 Receivers (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

SECTION III – MINE COUNTERMEASURES VESSELS (MCM)

TABLE 3-1 MCM VESSELS
	
	SAR
	Fleet Manoeuvres
	RAS
	Lead Through
	Route Survey
	General MCM Ops

	VHF/IMM
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	MCM Control UHF
	Yes (1)
	Yes 
	Yes
	Yes
	
	Yes

	Scene of Action UHF
	Yes (1)
	
	
	
	
	

	Scene of Action HF
	Yes (2) (3)
	
	
	
	
	

	MCM Ops Admin HF
	Yes (2)
	
	
	
	Yes (2)
	Yes (2)

	PCNet HF
	Yes (2)
	Yes
	Yes
	Yes
	Yes (2)
	Yes (2)


Notes:  

1.
These UHF circuits can be combined.  Scene Of Action UHF must be given priority during SAR operations.

2.
These HF nets can be combined.

3. 
When out of UHF range.
TABLE 3-2

MCM VESSEL

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)

1  HF Transmitter and Receiver
(1.5 -30 MHz)

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)

1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz)

1 Additional HF Transmitter and Receiver (1.5 -30 MHz)

SECTION IV – FAST PATROL BOATS (FPB)

TABLE 4-1 FPB VESSELS
	
	SAR
	Fleet Manoeuvres
	Inshore Ops
	General FPB Ops

	VHF/IMM
	Yes
	Yes
	Yes
	Yes

	FPB Tactical UHF
	Yes (1)
	Yes 
	Yes
	Yes

	Scene of Action UHF
	Yes (1)
	
	
	

	Scene of Action HF
	Yes (2) (3)
	
	
	

	FPB Command HF
	Yes (2)
	
	
	Yes (2)

	PCNet HF
	Yes (2) (3)
	Yes (3)
	Yes (3)
	Yes (2) (3) 


Notes:  

1. 
These UHF circuits can be combined.

2. 
These HF nets can be combined.

3. 
When out of UHF range.
TABLE 4-2

FPB VESSEL

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)

1  HF Transmitter and Receiver
(1.5 -30 MHz)

Additional Equipment

1 HF Receiver




(1.5 -30 MHz)

Highly Desirable
PCNet





(PC/Modem/Software)

SECTION V - SUBMARINES

TABLE 5-1 SUBMARINES
	
	Submiss/

Subsunk
	General Sub Ops
	Direct Support Ops

	VHF/IMM
	Yes
	
	

	Tactical UHF
	
	
	

	Sub-Ship UHF
	Yes (1)
	Yes (1)
	Yes (1)

	ASW Helo Control
	Yes (1)
	Yes (1) (2)
	Yes (1) (2)

	MPA Coord UHF
	Yes (1)
	Yes (1) (3)
	Yes (1) (3)

	ASW Air Coord HF
	Yes (4) (5)
	Yes (2/3) (4) (5)
	Yes (2/3) (4) (5)

	PCNet HF
	Yes (4)
	Yes (4)
	Yes (4) 


Notes:  

1. 
These UHF circuits can be combined.

2. 
When co-operating with ASW helicopters.

3. 
When co-operating with MPAs.

4. 
Use same HF transmitter.  Circuit priority at discretion of unit.

5. 
When out of UHF range.
TABLE 5-2

SUBMARINES

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)
(1)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)
(1)

1  HF Transmitters and Receivers
(1.5 -30 MHz)

(1)

1 Under Water Telephone          
(IAW STANAG 1074)


Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable
1 HF Transmitter and Receiver

(1.5 -30 MHz)

1 UHF Transmitter and Receiver
(225-399.975 MHz)

Note:

(1)  Must be available when submarine is at Periscope Depth (PD).

SECTION VI – ASW HELOS/MPAs

TABLE 6-1 ASW HELOS/MPAs
	
	Submiss/Subsunk
	SAR
	General MPA Ops
	Surface Surveillance
	ASW  or Sub Direct Support

	VHF/IMM
	Yes (6)
	Yes (6)
	
	
	

	Aeronautical VHF
	Yes
	Yes
	Yes
	Yes
	Yes

	ASW Helo Control UHF
	
	
	Yes (1) (3)
	Yes (1) (3)
	Yes (1) (3)

	Scene of Action UHF
	Yes (1)
	Yes
	
	
	

	MPA Coord UHF
	Yes (1)
	
	Yes (1)
	Yes (1) (5)
	Yes (1)

	ASW Helo Control HF
	Yes (2) (3) (7)
	
	Yes (2) (3) (7)
	Yes (2) (3) (7)
	Yes (2) (3) (7)

	ASW Air Coord HF
	Yes (2) (7)
	Yes (2) (7)
	Yes (2) (5) (7)
	Yes (2) (5) (7)
	Yes (2) (7)

	PCNet HF
	Yes (2)
	Yes (2)
	Yes (2) 
	Yes (2)
	Yes (2)


Notes:  

1. 
These UHF circuits can be combined.

2. 
These HF transmitter requirements can be combined. 

3. 
When co-operating with ASW helicopters.

4. 
PCNet is optional but recommended (MPAs only).

5. 
If co-operating with surface units.

6. 
MPAs only. (Helicopters desirable but not mandatory)

7. 
When out of UHF range.
TABLE 6-2

ASW HELOs/MPAs

Minimum Interoperability Requirement

Radios:

1 VHF Aeronautical Transceiver
(108 - 152 MHz)

1 VHF IMM Transceiver 


(156 - 162 MHz)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)

1  HF Transmitters and Receivers
(1.5 -30 MHz)

Additional Equipment

None

Highly Desirable
1 HF Transmitter and Receiver

(1.5 -30 MHz)

(1)

1 UHF Transmitter and Receiver
(225-399.975 MHz)
(1)
PCNet





(PC/Modem/Software)
(1)

Note:

(1)  MPAs only
SECTION VII - AMPHIBIOUS, AUXILIARY, AND SUPPLY VESSELS

TABLE 7-1 AMPHIBIOUS, AUXILIARY, AND SUPPLY VESSELS
	
	SAR
	RAS
	Non-Specific Helo Operations
	ASW Operations
	General Maritime Ops

	VHF/IMM
	Yes
	Yes
	
	
	Yes

	Tactical UHF
	Yes (1)
	Yes
	
	Yes
	Yes

	Scene of Action UHF
	Yes (1)
	
	
	
	

	Helo Control UHF
	Yes (1) (3)
	
	Yes (1)
	Yes (1) (5)
	

	Land/Launch UHF
	Yes (1) (3) 
	
	Yes (1)
	Yes (1) (3)
	

	Scene of Action HF
	Yes (4)
	
	
	
	

	Tactical HF
	
	
	
	Yes (4)
	Yes (4)

	PCNet HF
	Yes
	Yes
	
	Yes
	Yes


Notes:  

1. 
These UHF circuits can be combined.

2. 
These HF nets can be combined.

3. 
If own helicopters are supporting the mission.

4. 
Only if out of UHF range.

5. 
Receiver watch only is required if helo is being controlled by other unit.
TABLE 7-2

AMPHIBIOUS, AUXILIARY, AND SUPPLY VESSELS

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver


(156 - 162 MHz)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)
(1)

2  HF Transmitters and Receivers
(1.5 -30 MHz)

Note:

(1) 2 UHF Transmitter/Receivers required if helicopter(s) is embarked.

Additional Equipment

PCNet





(PC/Modem/Software)

Highly Desirable
1 HF Receiver




(1.5 -30 MHz)

1 UHF Transmitter and Receiver
(225-399.975 MHz)
TABLE 7-3 Amphibious Units (LPD) (with Helo)(with LCU/LCM/ACS)

	
	VHF/IMM
	Tactical UHF
	Scene Of Action UHF
	Aeronautical Distress (Guard)
	Helo Control UHF
	Land/

Launch UHF
	PCNet

HF
	Scene of Action HF

	SAR
	Yes
	Yes (1)
	Yes (1)
	
	
	
	Yes
	Yes (3)

	Fleet Manoeuvres
	
	Yes
	
	
	
	
	Yes
	

	RAS
	Yes
	Yes
	
	
	
	
	Yes
	

	Helo Operations 
	
	
	
	Yes(2)
	Yes(1)
	Yes(1)
	Yes
	

	Boat Control
	
	Yes
	
	
	
	
	
	


Notes:  

1.
The UHF circuit requirements can be combined 

2.
Receiver Watch Only.

3.
Only when out of UHF range.

TABLE 7-3(A) - Amphibious Units (LPD) (with Helo)(with LCU/LCM/ACS)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver 


(156 - 162 MHz)

3 UHF Transmitters and Receivers 
(225 - 399.975 MHz)

2 HF Transmitter and Receiver  
(1.5 - 30 MHz)

Additional Equipment 

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)
1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz) 

1 Additional HF Transmitter and Receiver  (1.5 - 30 MHz)

TABLE 7-4 Amphibious Units (LST/LSM)

	
	VHF/IMM
	Tactical UHF
	Scene Of Action UHF
	PCNet

HF
	Scene of Action HF

	SAR
	Yes
	Yes (1)
	Yes (1)
	Yes
	Yes (2)

	Fleet Manoeuvres
	
	Yes
	
	Yes
	


Notes:  

1.
The UHF circuit requirements can be combined 

2.
Only when out of UHF range.

TABLE 7-4(A) Amphibious Units (LST/LSM)

Minimum Interoperability Requirement

Radios:

1 VHF IMM Transceiver 


(156 - 162 MHz)

1 UHF Transmitter and Receiver 
(225 - 399.975 MHz)

2 HF Transmitter and Receiver  
(1.5 - 30 MHz)

Additional Equipment 

PCNet





(PC/Modem/Software)

Highly Desirable (Hot Spares)
1 Additional UHF Transmitter and Receiver (225 - 399.975 MHz) 

1 Additional HF Transmitter and Receiver  (1.5 - 30 MHz)
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